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Introduction:
A For-Profit Surveillance Dragnet

Federal and state laws allow state motor vehicle divisions across the country to sell their residents’ driving record
information, car title and registration information and in some cases name, most recent address and license
plate number. Like many other states, New Mexico Motor Vehicle Division (“MVD”) sells New Mexicans’ personal
data through an intermediary to third parties without residents’ consent or knowledge." This personal information
is purchased by national data brokers to be resold many times over—making millions of dollars in profits for these
private companies. What’s more is public agencies and law enforcement also obtain our personal information
ostensibly for criminal law enforcement. However, this information is also used to apprehend and detain New
Mexicans because of their immigration status, and separate families. The selling of New Mexicans’ personal
information may be surprising. It runs contrary to our expectation of privacy when New Mexicans share their
personal information with state agencies, in order to obtain a service or benefit. Furthermore, New Mexico has
taken well-publicized steps to protect its residents’ information, including that of vulnerable individuals, such as
transgender people, individuals asserting their reproductive rights, and immigrants living and working in New
Mexico. And, while New Mexico has taken some steps to protect our personal sensitive information, the MVD
database continues to be a large source for data brokers.

Data brokers are a major part of the booming surveillance industry: they are raking in billions by obtaining
enormous quantities of highly personal information and reselling this data to as many customers as possible.
One area of particular concern is the surveillance of immigrant families — oftentimes, households of citizen
and non-citizen members alike for the purposes of immigration enforcement. As this surveillance becomes
public, communities are taking action to narrow the personal sensitive information that is shared and to protect
vulnerable communities. Over twenty municipalities and one state have banned law enforcement use of facial
recognition technologies in some form.2 In addition, many states and cities have passed laws, policies and
ordinances that prohibit local agencies from coordinating with Immigration and Customs Enforcement (ICE),
including by cutting off ICE access to sensitive government data that can be used for raids and deportations.®
Likewise, New Mexico has more than twenty local policies that promote inclusion and integration of immigrant
New Mexicans and their families, and disallows local resources to be used to deport and separate families.

Yet, with each new policy to integrate immigrant communities into local and state public safety efforts and restrict
the use of local resources to enforce immigration laws, ICE has responded by finding new ways to expand its
surveillance capabilities. For example, as almost twenty states have passed laws enabling all residents to obtain
a driver’s license* — with New Mexico leading the way — ICE has responded by going to data brokers to purchase
access to sensitive, personal information from state motor vehicle records in order to complete deportations.

This report examines how ICE obtains highly sensitive, personal information from New
Mexico, including state motor vehicle records (driver data) and local incarceration data
(jail data), and uses this information to fuel surveillance and deportation efforts in the
state. Investigations by Somos Un Pueblo Unido, Mijente, Empower and Just Futures
Law reveal how ICE relies on law enforcement data sharing networks and data brokers

like LexisNexis to gain access to personal information about New Mexico residents,
including in jurisdictions that have decided not to use limited local public safety
resources to aid the federal government in civil immigration enforcement. In fact, ICE is
using data brokers as a backdoor to buy its way around local New Mexico policies that
integrate immigrant communities into public safety efforts.




The data sharing exposed in this report is particularly dangerous because it does not depend on New Mexico
state and local employees cooperating with ICE to carry out surveillance. Rather, it is largely the result of private-
sector companies that profit from selling access to personal data with as many customers as possible.

ICE’s surveillance dragnet is rapidly expanding at the same time that it remains hidden from the public, and legal
protections are almost nonexistent. Few laws regulate companies’ collection and sale of personal data or require

agencies like ICE to disclose when they are accessing, purchasing or using residents’ personal data. While
federal privacy laws like the Driver’s Privacy Protection Act (DPPA) provide some data protections, they still
allow states to share and sell sensitive driver information with “any government agency” and private companies
in some instances.® In this context, the responsibility falls to local and state legislators to enact legislation and
implement policies that restrict widespread sharing of residents’ sensitive information with immigration agencies.
New Mexico policymakers have the opportunity to join communities and advocates across the state and

nationwide in protecting residents.

Driver Data:

How ICE Uses Motor Vehicle Records to Target

New Mexico Residents

Nationwide, ICE relies on states’ driver data for

its deportation efforts. ICE has stated the agency’s
Enforcement and Removal Operations (ERO)

division uses state motor vehicle records to establish
“targetability,”® locate “priority targets,”” and make arrests.
For example, in 2022, when immigration authorities in
New York detained a single father named Julio Patricio
Gomez who had lived in the U.S. for over 20 years, they
told Mr. Gomez that they learned where he was when he
applied for a driver’s license.® Similarly, in 2017, when ICE
agents in Washington state targeted longtime immigrant
rights activist Maru Mora-Villalpando and put her in
deportation proceedings, they relied on the Washington
State Department of Licensing to provide her home
address.®

Home address information is just one among many types
of personally identifying information gleaned from state
motor vehicle records. ICE has also obtained millions

of photos from state driver’s license databases and run
thousands of facial recognition searches using license
photos.©

ICE gains access to states’ driver data in a variety of
ways. One way is by making direct requests to state
employees to hand over personal data about individuals
the agency targets for deportation.™ In addition, ICE
accesses many states’ motor vehicle records via Nlets
(National Law Enforcement Telecommunications

System), a federal law enforcement data-sharing network
that includes New Mexico agencies. In response to states
that have cut off ICE access to their driver data via Nlets or
stopped sharing motor vehicle records with Nlets,? ICE has
turned to data brokers for help in obtaining such records.'®
Data brokers are for-profit companies that purchase or
otherwise obtain massive quantities of government and
commercial data and resell the information to both private
entities and government agencies, including sometimes ICE.

ICE’s $22.1 million contract' with data broker
LexisNexis gives ICE access to some 86 billion

public and proprietary records on more than 284
million “unique identities,”"* including U.S. citizens and
noncitizens alike. LexisNexis obtains the data from over
10,000 public and commercial sources.'® In addition to state
motor vehicle records, LexisNexis also sells customers

like ICE access to information such as cell phone data,
financial records, criminal records, insurance records,
property records, and data that identifies an individual’s
relationships to relatives and associates.'” ICE agents enjoy
wide discretion to comb through this expansive set of data
to target people for deportation; in a seven-month period in
2021 alone, ICE agents ran over 1.2 million searches on
the LexisNexis platform.'®

ICE agents have been instructed to use LexisNexis data
“widely” to identify, locate, arrest and deport community
members. In a June 2021 email, the assistant director



of enforcement at ICE’s Enforcement and Removal As discussed below, LexisNexis purchases data from the

Operations (ERO) wrote LexisNexis’ Accurint Virtual New Mexico Motor Vehicle Division (MVD) via New Mexico
Crime Center (AVCC) data service should be “widely Interactive (NMI); and LexisNexis is a major data broker for
utilized by ERO personnel” for “...the identification, ICE. While the New Mexico MVD does not disclose the “end
location, arrest, and removal of noncitizens...”"® ICE’s users” of its data, ICE may be one of the end users through
El Paso field office, which covers New Mexico, ran a its LexisNexis subscription. In addition to motor vehicle

total of 35,843 searches and personal data reports in records, LexisNexis purchases, scrapes, or otherwise

the first seven months that its agents had access to the obtains business registration data, property records, voter
database.?® records, or other sensitive data about New Mexico residents

as it does nationwide, from county clerks, Secretaries of
State, and other public agencies.?'

In 2019, when the first Trump administration asked states to hand over state driver’s license data in order to target
residents for deportations, New Mexico refused to comply.?? Yet, despite New Mexico’s commitment to protecting
immigrant communities and a refusal to cooperate with ICE directly, New Mexico still provides state driver data to ICE
through indirect channels such as law enforcement data-sharing networks and data brokers. In addition, unlike some
states,?® New Mexico allows facial recognition searches of driver data for civil immigration enforcement purposes.?*

Both New Mexico law and federal law allow the New Mexico Motor Vehicle Division (MVD) to disclose residents’
personal information to any government agency, law enforcement agency,or private entity acting on behalf of a federal,
state or local agency.®* However, MVD is not sharing data with immigration agencies directly. Instead, via intermediaries,
MVD broadly shares and sells state driver data with third parties, both private and public, which then reshare the data with
ICE. This could mean ICE has wide-ranging access to New Mexico driver data such as home addresses, license
photos, birth dates, social security numbers, license numbers, driver identification numbers, and more. Below are
three potential®® data-sharing pathways immigration agents may use to access New Mexico driver data:

» Federal Criminal Justice » Data Brokers such as * Fusion Center New Mexico All
Database Nlets LexisNexis Source Intelligence Center

Figure 1: Potential
Pathways for Immigration
Agents to Access New

NM Fusion Center (ASIC)

M exico D river Data MOU for Interactive User Online Access with “NMASIC receives requests weekly for New
“full data view” to Driver’s License Records, Mexico driver’s license information and photos from
Driver Monitoring, and Motor Vehicle Records federal, state, and local law enforcement agencies”

i Access to Driver History
NM _MOtor MVD data sharing New Mexico Records, Driver Monitoring, . . Data
Vehicle runs through . Youthful Driver, Vehicle LexisNexis subscription ICE
private contractor Interac“"e, LLC History Records, Title Lien

Division

and Registration

In NM: NISP Driver’s License photo
sharing, Vehicle Registration Query, Driver
History Query, and Driver’s License Query

MOU for online access to Driver’s License
Records and Motor Vehicle Records

DPS runs an online
web interface that

NM Department of Public Safety provides driver and NLETS
vehicle data to NLETS

Source: Visual created based on publicly available information and records from public records requests obtained and on
file with authors.
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ICE Accesses New Mexico Driver

Data via Nlets

ICE accesses driver data from New Mexico and many other states via Nlets. Nlets is run by the International Justice and
Public Safety Network, an information sharing network of 45,000 federal, state and local law enforcement agencies in the
United States, as well as some international agencies. ICE is a member of Nlets.?”

As New Mexico’s Nlets representative, the New Mexico Department of Public Safety (DPS) plays a key role in
sharing New Mexico driver data with Nlets, and therefore with ICE.2® In 2011, the New Mexico Motor Vehicle Division
(MVD) created an agreement with DPS giving DPS permission to run an online interface to share the state’s driver and
vehicle data via Nlets with other agencies.?®

Disturbingly, the driver data available via Nlets allows ICE to quickly identify sensitive information that can

be used to target and track New Mexico residents for deportation. For example, ICE can use Nlets to run search
queries about New Mexico vehicles or drivers. Such a query could turn up identifying information such as a home address
associated with a license plate or driver’s license photo. As we discuss in later sections of the report, with a license plate
number, ICE agents can look up where a particular vehicle has traveled in the past week or year using a license plate
reader database.*

Figure 2: Examples
of Search Queries
ICE Can Use to
Access Driver Data | ° A%’

QUERY BY NAME DRIVER’S LICENSE RESPONSE

>Address
* >Sex

» Last Name, First Name

. + Sex* + >Date of Birth
via Nlets « City, town or village*® » >Physical Description
+ County* + >Social Security #

« >Driver’s License #
+ >license Type

» >Restrictions

+ >Status

+ Special codes or numbers*

*optional

QUERY BY

LICENSE NUMBER

- Driver’s License Number DRIVER HISTORY
* Image Request* RESPONSE

» Purpose*
+ Attention*

* >Driver’s Name
* >Driver’s Address

*optional

& « >Driver’s Date of Birth
+ >Driver’s Physical Description
QUERY BY . >Driver:s S.ocial Security #
 >Driver’s License Type
NAME/DOB/SEX + >Driver’s Restrictions
. Date of Birth . >License Status
. Sex * >License Number
* Image Request* * >Image y,
+ Purpose®
+ Attention*
. “optional ) Source: Nlets website®!
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Data broker LexisNexis pulls in millions of dollars
each year as a data engine for ICE. As a part of its
$22.1 million contract, LexisNexis sells ICE access to
sensitive personal information, including state motor
vehicle records. LexisNexis buys New Mexico driver
and vehicle records through a go-between for the
New Mexico Motor Vehicle Division (MVD)?32 called New
Mexico Interactive (NMI)33, a private entity which funnels
New Mexico driver data to hundreds of government
entities and over 1,000 private-sector customers —
any of whom could potentially resell the data to their own
customers. LexisNexis then resells this data to third
parties,* potentially including ICE.3®

LexisNexis sells access to addresses and other data

points it gets from driver and vehicle records as part of
several products, including Accurint,® a product DHS has
purchased.®” ICE agents’ use of state motor vehicle records
as a part of their day-to-day surveillance operations is
already clear. Between March and September 2021, ICE
conducted over 60,000 “Advanced Motor Vehicle Searches”
and over 700,000 “Advanced Person Searches” using
LexisNexis Accurint.®

By selling state driver data to data brokers, New Mexico
may be unwittingly helping ICE target people for
deportations in the state. According to signed agreements
with New Mexico Interactive (NMI), LexisNexis buys access
to New Mexico driver history records, driver monitoring,
“youthful driver” records, vehicle history records, and title,
lien and registration data.*® The sale of New Mexico driver
data between LexisNexis and NMI may be jeopardizing

the safety of immigrant communities in the state. What'’s
more, both entities have profited from the exchange of this

sensitive personal information obtained from government
sources. After purchasing New Mexico driver data from
NMI, nothing prevents LexisNexis from reselling access to
this data to third parties, including ICE, provided purportedly
that they sign a “sub-vendor” or “end user” agreement to
obtain personal information. It is worth noting that NMI’s
parent company, Tyler Technologies, has historically sold
more data to LexisNexis than to any other customer.*'

It is also possible ICE obtains access to New Mexico driver
and vehicle data through two data brokers that obtain this
data in bulk from NMI: the credit ratings agency Experian,
and R.L. Polk,*? which is now a part of S&P Global.*®

Historical Note: New Mexico previously provided
Border Patrol agents access to state driver data
through New Mexico Interactive (NMI). NMI held

a 2021 agreement with U.S. Customs & Border
Protection (CBP) Critical Incident Team in New
Mexico.* The agreement granted New Mexico
Border Patrol online access to New Mexico driver’s
license records and motor vehicle records. However,
CBP Ciritical Incident Teams were disbanded
nationwide in May 2022 after being accused

of covering up agency abuses.* Following the
disbanding of Critical Incident Teams, it is unclear
whether this agreement remains active. Records
produced in response to a public record request in
December 2024 indicated CBP was not receiving
driver and registration data through NMI.*¢ However,
nothing prohibits CBP from reviving the Critical
Incident Teams in the future or renewing a request for
data through NMI.

In addition to Nlets and data brokers, ICE likely has access to New Mexico driver data via the New Mexico All Source
Intelligence Center (herein “New Mexico Fusion Center”), the state’s only fusion center.

Fusion centers were established in the aftermath of 9/11 and exist in every state. Operated by local, state and federal law
enforcement and intelligence agencies with the support of the Department of Homeland Security (DHS), fusion centers
are costly, centralized hubs for policing agencies to coordinate surveillance, share staff, and pool vast quantities of data
about U.S. residents such as tax records, criminal records, driver data and more.

The New Mexico Fusion Center is run by the New Mexico Department of Homeland Security and Emergency
Management (DHSEM).*” The New Mexico Motor Vehicle Division (MVD) has granted the New Mexico Fusion
Center access to the state’s driver and motor vehicle records. MVD has an agreement with the New Mexico Fusion
Center that gives the Fusion Center staff “full data view” access to the state’s driver’s license records, driver monitoring



records, and motor vehicle records.*® The Fusion Center has stated it “receives requests weekly for New Mexico driver’s
license information and photos from federal, state and local law enforcement agencies.”*

There is strong indication ICE is a partner of the New Mexico Fusion Center and therefore likely has access to MVD data
through the Center. The New Mexico Fusion Center does not publish which local and federal law enforcement agencies
participate in the Center.5° However, a DHSEM report submitted to the state legislature in 2019 lists ICE as an official
partner.5' Moreover, intelligence analysts at DHSEM, which houses the Fusion Center, work on “border security” among
other areas.? If ICE is a close partner of the Fusion Center, it would have access to agency databases, including state
driver data. However, even if ICE does not have direct access to fusion center databases, fusion center staff likely still
share information — including personal information from state driver and vehicle records — with ICE upon request.

License Plate Reader Data:
Real-Time Tracking of New Mexico Drivers

Background: License Plate Readers Enable

Mass Surveillance Nationwide

One way ICE uses sensitive state driver data for surveillance is by plugging the data into license plate reader databases.
Using license plate reader scans, ICE can track down residents as they are driving, identify any vehicles that were near an
address at a particular date or time, and keep tabs on where residents have traveled over the course of a week, month, or
over multiple years.

Automated License Plate Readers (ALPRs) are camera systems that track the timestamp and location of every passing
license plate — up to 1,800 license plates per minute.5® Nationwide, state and local police departments have installed
ALPRs on police cars, traffic lights, parking meters, and highway overpasses, often without the knowledge or consent of
local residents. Police departments and ICE can use license plate readers to track the travel patterns of vehicles. License
plate reader data can reveal highly sensitive information, such as the location of homes, schools, workplaces, houses of
worship, or healthcare facilities that a person regularly visits.5

Although ALPR companies advertise the technology as a tool to address vehicle theft, research shows ALPRs do not
reduce vehicle theft and extract huge costs from residents,® have failed to accurately identify vehicles, and enable police
violence targeting Black and brown communities. For example, police have used license plate readers to racially profile
and surveil Muslim communities in New York City and the United Kingdom.%® In Oakland, CA, police disproportionately
surveilled communities of color using ALPRs.%” In 2020, after a license plate reader alert, police in Aurora, CO followed a
Black woman and her children in their vehicle, drew their weapons on the family, forced them out of the car to lie on hot
pavement, and handcuffed and detained them; the police later said they had mistakenly identified the car.®

As a part of its $22.8 million contract with data broker Thomson Reuters,> ICE accesses license plate reader data

from ALPR and facial recognition technology company Vigilant Solutions (owned by Motorola Solutions). Vigilant/
Motorola’s ALPR database includes over 73 billion license plate scans, capable of data sharing across more than 2,650
different agencies.®® As of 2019, over 9,000 ICE agents alone had access to license plate reader records sourced from
over 80 local police departments nationwide — including in jurisdictions that have refused to cooperate with ICE.®" With
this data, ICE can also track a “hot list” of 2,500 license plate numbers and receive real-time alerts whenever any of those
vehicles is detected.®

ICE’s unprecedented surveillance of vehicles and drivers via license plate reader data is dependent upon state
and local police agencies that agree to share ALPR data with ICE, such as via Vigilant Solutions. Aiding ICE’s
efforts, Vigilant Solutions has even provided ICE agents with training on how to get local police departments to share their
ALPR data with ICE.®



Law Enforcement Use of License Plate Readers in

New Mexico Could Lead to Deportations

Law enforcement agencies in New Mexico are collecting
ALPR data. In some cases, they also share this data
with ICE. Whether they are aware of it or not, many
communities in New Mexico are funding local police
departments’ ALPR systems and thereby subsidizing the
costs of surveillance technologies that can be used by
local, state and federal law enforcement agencies.

The New Mexico State Police allows nearly 150 local,
state, and federal law enforcement agencies to access its
license plate reader detection data via Vigilant Solutions.5*
This includes the FBI, the Internal Revenue Service (IRS),
the New Mexico Department of Homeland Security, and
drug trafficking task forces of which ICE is a part.%® The
State Police also shares “hot list” ALPR detection data
with over a dozen agencies, including the New Mexico
Department of Homeland Security.5¢

Jail Data:
How ICE Uses Data Brokers
to Skirt New Mexico Laws

Data brokers provide a loophole to ICE to circumvent non-
disclosure policies that cities, states and localities have
passed to protect residents including immigrant communities.
One way this loophole operates is via ICE’s purchase of
bulk, real-time jail booking and release data from data
brokers, even when localities have otherwise prohibited

ICE from accessing this same information through standard
government channels.

Data brokers LexisNexis and Appriss together supply

ICE with real-time incarceration booking and release

data from over 2,800 jails across the country, covering
over 85% of incarcerations in the U.S.” This includes

jail data from the New Mexico Corrections Department
(NMCD) and 30 New Mexico counties,” including from
some counties that have otherwise refused to spend local
resources to coordinate with ICE. LexisNexis and Appriss
enable ICE to receive real-time alerts when someone

the agency has targeted is booked or released from jail
or has a court date, allowing ICE agents to accelerate
arrests and deportations without the cooperation of state
or local authorities.

Additionally, a list of local agencies and entities such as
the Albuquerque Police Department, are collecting
and sharing ALPR detection data externally via Vigilant
Solutions. While complete lists of external data sharing
partners have not been made public by these agencies,
ICE or related federal agencies may be among them.®”

Unlike other states, New Mexico has no laws regulating
the use of license plate readers.®® Research shows law
enforcement agencies regularly violate state laws and
avoid transparency and compliance requirements for
ALPR use.® Furthermore, Vigilant Solutions has reportedly
restricted some law enforcement customers from

speaking openly with the press and the public about their
agencies’ use of ALPRs unless expressly approved by

the company.” Such lack of transparency makes it nearly
impossible for the public to understand when and how law
enforcement agencies use the surveillance technology and
impedes accountability measures.

How Does it Work? ICE Access
to Real-Time Jail Data

LexisNexis advertises its jail booking
data product as providing “unrivaled
coverage of U.S. incarcerations” and
including data that “contains personally
identifiable information.””® ICE and other
customers that purchase jail booking data
receive access to 160+ million jail booking
records sourced from 2,800 databases in
dozens of states that are updated as often
as every 15 minutes. With this LexisNexis
data product, ICE agents can:

Run a “batch search” of people in
the database using social security
number, driver’s license number,
name, or birth date.

Place a Jail Booking Watch on specific
individuals and receive real-time
alerts if they are booked, released or
incarcerated in any jail.

Select an identity from any matching
records in the database to run a report
detailing their incarceration.




In 2021, ICE added a $4.7 million incarceration data
product called Justice Intelligence to its existing contract
with LexisNexis,” giving ICE access to real-time jail
booking and release data via another data broker, Appriss
Insights (Appriss),”* which is owned by Equifax. ICE
uses the jail booking alerts to issue detainers requesting
local jails hold individuals up to an extra 48 hours so ICE
may detain them.” Even in jurisdictions that choose not to
honor ICE detainer requests, including many New Mexico
counties,” ICE has access to Appriss jail data to “search,
track and find subjects of interest” upon their release from
jail.””

How does Appriss obtain local jail data in the first place?
In 48 states, data broker Appriss runs a platform for victim
notification services, called VINE (Victim Information and
Notification Everyday).” In New Mexico, 33 counties
and the New Mexico Corrections Department use VINE
to provide victim notification services, and disclose
incarceration data to Appriss in real-time and in bulk for
this limited purpose.® However, whether New Mexico
officials are aware of it or not, Appriss repackages
the data that New Mexico provides for purposes of
victim notification by including it in the company’s
data platform,®! which is sold to agencies across the
country including ICE.®

New Mexico’s $1,787,630.36 Appriss sole source
contract, which is held by the New Mexico Department
of Information Technology and used by multiple New
Mexico agencies,® does not mention data sharing with
immigration authorities. However, VINE agreements like
these often grant Appriss the right to share local jail data
with immigration authorities via generic clauses that allow
third-party data sharing to law enforcement customers.8

As a result, ICE is able to buy access to Appriss data
and receive alerts whenever someone that the agency
has flagged for surveillance is booked, transferred, or
released from jail or prison. ICE already receives real-
time fingerprint data for every person arrested or booked
into any U.S. jail via a controversial data-sharing program
known as Secure Communities,® which has contributed
to hundreds of thousands of deportations.® However,
with Appriss, ICE obtains data above and beyond what

it already receives from Secure Communities: real-time
jail release data about anyone the agency is targeting for
deportation.

Without access to Appriss data, ICE claims it would
experience a “major operational impact” and an inability

to “take custody of noncitizens directly from incarceration
facilities.”” In a 2021 contracting document, ICE states it
uses the LexisNexis/Appriss Justice Intelligence product to
thwart local non-disclosure protections, which it sees as a
growing threat to its dragnet deportation tactics:

“Due to policy or legislative changes,
ERO [Enforcement and Removal
Operations] has experienced an
increase in the number of law
enforcement agencies and state

or local governments that do not
share information about real time
incarceration of foreign-born nationals
with ICE. Therefore, it is critical to have
access to Justice Intelligence services
through LexisNexis’ Appriss Insights.”
— ICE contracting document, 202158

Although jail booking and release data is considered public
information, Appriss provides ICE something that is not
publicly available— an interface with up-to-date alerts ICE
agents can use to track people in real-time.%®



Figure 3: New Mexico Counties Sharing Jail Data with ICE via Data Brokers

New Mexico Corrections Department
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Source: Public records from New York State Division of Criminal Justice Services, New Mexico Department of Information
Technology, and U.S. Immigration and Customs Enforcement

Figure 4: Summary Table: Third-Party Sharing of Sensitive New Mexico Data and
Potential Access by Immigration Agencies

Category of | 1 d party

Access

Sensitive New
Mexico Data

What data is this third party
able to access?

Do immigration agencies
have access to this data?

Nlets

LexisNexis

New Mexico
Fusion Center

New Mexico Interactive (NMI) first
provides the NM Dept. of Public
Safety (DPS) online access to driver’s
license records and motor vehicle
records. In turn, DPS runs an online
interface that provides driver and
vehicle data to government agencies
through Nlets.

As of 2024, NMI sells LexisNexis
access to state driver history records,
driver monitoring, “youthful driver,”
vehicle history records, and title, lien
and vehicle registration data.

NMI provides the Fusion Center with
“Interactive User Online Access” that
includes “full data view” to driver’s
license records, driver monitoring, and
motor vehicle records.

Yes. Via Nlets, ICE has access

to driver’s license photo sharing
and the ability to query NM vehicle
registration data, driver history data,
and driver’s license data.

Potentially. LexisNexis potentially
resells access to NM driver data to
ICE. ICE agents regularly search
state motor vehicle records using
LexisNexis data products.

Likely. The Fusion Center reports
that it receives requests weekly for
NM driver’s license information and
photos from federal, state and local
law enforcement agencies. This likely
includes requests from immigration
agencies.



The New Mexico State Police shares
state license plate reader detection
data with nearly 150 federal, state and
local law enforcement agencies and
other entities via Vigilant Solutions.

Vigilant
Solutions

Appriss receives bulk and real-time
incarceration data from the New
Mexico Corrections Department and
30 counties in New Mexico.

Appriss
Insights

Yes. Via Vigilant Solutions, the State
Police shares state ALPR data with

a drug trafficking task force of which
ICE is a part.

Yes. Appriss repackages the data
it receives for victim notification
services and resells it in a product
called Justice Intelligence. ICE buys
access to Justice Intelligence via
LexisNexis.

Policy Recommendations

Amend the state’s motor vehicle code to restrict

the sharing of data with ICE directly or indirectly,
including via data brokers such as LexisNexis,
Thomson Reuters, and Appriss, for the purpose of
federal immigration enforcement. New Mexico should
ensure policies prohibiting law enforcement agencies’
disclosure of information to ICE apply not only to direct
data sharing between law enforcement and ICE, but also
extend to indirect data sharing between any government
agencies and immigration agencies, including via data
brokers.

This should include prohibiting all third parties with
access to government data—including information such
as probation appointments, booking sheets at local
jails, court hearing and arraignment information, and
utility data—from directly or indirectly sharing or selling
data to any immigration agency for purposes of federal
civil immigration enforcement. New Mexico should also
consider prohibiting New Mexico agencies from conducting
facial recognition searches of motor vehicle data on
behalf of immigration agencies or for civil immigration
enforcement purposes.

New Mexico must establish mechanisms to hold state and
local agencies accountable to such provisions, including
by requiring all third-party entities seeking access to New
Mexico data, as well as their sub-vendors and end users,
to certify they will not directly or indirectly share New
Mexicans’ data with immigration authorities for purposes of
federal immigration enforcement.®

Further amend the state’s motor vehicle code to allow
New Mexicans to decide if their personal information
should be sold to data brokers and private companies
for commercial gain. Currently, New Mexico’s motor
vehicle code has a broad exception for releasing New
Mexican’s personal sensitive information. Previously,

the MVD disclosed the ability of the Division to sell one’s
information from the database and provided New Mexicans
the opportunity to prohibit such disclosures. However,

the opportunity to decline selling of one’s information

was amended out of the code in 1999 because it proved
too technologically difficult for the Division at the time.®’
However, many states, including New Mexico, and local
jurisdictions continue to grapple with the issue of how to
protect their residents’ personal information, especially in an
information age where data is easily obtained, stored, highly
profitable and potentially exploited by cybercriminals and
third-party data brokers.

Ensure state and local policies that protect New Mexico
residents’ data incorporate enforcement mechanisms
that hold companies such as data brokers accountable
for the resale or transfer of sensitive personal
information to other entities both public and private.
For example, New Mexico should consider incorporating

a private right of action to allow residents to pursue legal
action against corporations that violate state data privacy
policies.

10



In conclusion, without amending the state’s laws— such as the motor vehicle code— New Mexicans’ personal information
is not protected and will continue to be resold to an untold number of data brokers and private companies. While New
Mexicans do not gain a single dollar from the selling of their personal sensitive information, we bear all the burden of our
information being widely available and used for commercial gain or for more nefarious purposes. We expect a reasonable
amount of privacy protection when we give our personal information to state agencies for a benefit or a service, and pro-
viding such protection is within the public good.

New Mexico agencies contributing local incarceration
data to the Appriss platform that is available to ICE

Appendix L.

Source: partially redacted public records obtained through public records request from New York State Division of

Criminal Justice Services

Bernalillo
Catron
Chaves
Cibola
Curry

De Baca
Dona Ana
Eddy
McKinley
Grant
Hidalgo
Lea
Lincoln
Los Alamos
Luna
Santa Fe
Otero
Quay

Rio Arriba
Roosevelt
San Juan
San Miguel
Sandoval
Santa Fe
Sierra
Socorro
Taos
Torrance
Union
Valencia
Colfax
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Bernalillo Metro Detention Center
Catron County Sheriff’s Dept.
Chaves County Sheriff’s Dept.
Cibola County Sheriff’s Dept.

Curry Co Detention Center

De Baca County Detention Center
Dona Ana County Sheriff’s Office
Eddy Co Detention Center

Gallup McKinley Co Detention Center
Grant County Detention Center
Hidalgo County Sheriff’s Office

Lea County Sheriff’s Office

Lincoln County Detention Center
Los Alamos Co Detention Center
Luna Co Sheriff’s Office

New Mexico Corrections Department
Otero County Detention Center
Quay County Detention Center

Rio Arriba Co Detention Center
Roosevelt Co Detention Center
San Juan Co Detention Center
San Miguel Co Detention Center
Sandoval Co Detention Center
Santa Fe County Corrections Dept.
Sierra Co Detention Center
Socorro County Sheriff’s Office
Taos County Adult Detention Center
Torrance Co Detention Center
Union County Detention Facility
Valencia County Detention Center
Vigil Maldonado Detention Center
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Hodge, “ICE Uses Private Data Brokers to Circumvent
Immigrant Sanctuary Laws, Report Says,” CNET (Apr.
22, 2022), https://www.cnet.com/news/politics/ice-uses-
private-data-brokers-to-circumvent-immigrant-sanctuary-
laws-report-says/.

17

74 See ICE-RELX Contract, supra note 14.

5 |CE detainers are requests that local jails continue to
hold individuals up to 48 hours beyond the expiration

of the locality’s legal authority to jail them, so ICE may
detain them. See Appriss - LexisNexis Award Justification,
supra note 73 (“[ICE] ERO [Enforcement and Removal
Operations] uses the information to verify an individual’s
incarceration and/or court documents to support the filing
of federal charges or the execution of a Form 1-247 ICE
Detainer, Form 1-200 Warrant of Arrest, or Form [-205
Warrant of Removal’).

6 See Nat’l Map of Local Entanglement with ICE, Immigr.
Legal Resource Cir., https://www.ilrc.org/resources/
national-map-local-entanglement-ice (zoom to New
Mexico; then hover over counties for details of local
policies). See also Krsna Avila, Kemi Bello, Lena Graber,
& Nikki Marquez, The Rise of Sanctuary: Getting Local
Officers Out of the Business of Deportations in the Trump
Era, Immigr. Legal Resource Ctr. (January 2018), https://
www.ilrc.org/resources/rise-sanctuary.

7 Appriss - LexisNexis Award Justification, supra note 73.
78 See LexisNexis Appriss Brochure, supra note 71.

® Equifax, “Victim Safety,” https://totalverify.equifax.com/
solutions/victim-safety (“48 states offer VINE as a resource
to survivors”).

8 Besides the New Mexico counties and state Corrections
Department, the New Mexico Children, Youth, and Family
Department uses the VINE system. See N.M. Sole
Source Request and Determination Form, Procurement
ID 50-36100-24-CP413 [hereinafter “N.M. Appriss VINE
Contracting Document”], on file with authors. See also,
Appendix |; Law Enforcement Agencies Contributing Data
to Appriss Justice Xchange, supra note 72.

81 See Law Enforcement Agencies Contributing Data

to Appriss Justice Xchange, supra note 72; Appriss -
LexisNexis Award Justification, supra note 73 (“New
customers [of Appriss Justice Intelligence], such as

ICE, must purchase access from one of their partners’
larger database systems, (i.e., LexisNexis’ Accurint) and
purchase Justice Intelligence as an add-on to their larger
base database system.”). See also, N.M. Appriss VINE



Contracting Document, supra note 80; Internal ICE Emails
(March and June 2021), obtained via public records
request and on file with authors.

82 See Appriss - LexisNexis Award Justification, supra note
73.

8 N.M. Appriss VINE Contracting Document, supra note
80.

84 See, e.g., Cook Cty., lll. - Appriss VINE Contract No.
2185-18626 Ex. 1, on file with authors (“Using Agency
permits internal access (within Contractor) to the Using
Agency Data for development and improvement of
Contractor’s Risk Solutions. Using Agency authorizes
third-party access to the Using Agency Data only for Risk
Solutions... Contractor may utilize non-confidential Using
Agency Data made available to the public”); id. at Ex. 4
(listing “law enforcement” and “federal and state agencies”
among “Risk Solutions” customers).

8 This DHS program has existed in various forms as
Secure Communities, Priority Enforcement Program, and
the Criminal Apprehension Program. See U.S. Immigr.
and Customs Enforcement, “Secure Communities,” https://
www.ice.gov/secure-communities; U.S. Immigr. and
Customs Enforcement, “Priority Enforcement Program,”
https://www.ice.gov/pep; and U.S. Immigr. and Customs
Enforcement, “Criminal Apprehension Program,” https://
www.ice.gov/identify-and-arrest/criminal-apprehension-
program.

8 See U.S. Gov’'t Accountability Off., “Secure
Communities: Criminal Alien Removals Increased, but
Technology Planning Improvements Needed” (July 13,
2012), https://www.gao.gov/products/gao-12-708; Sarah
Saldafia, Former Director, U.S. Immigr. and Customs
Enforcement, Testimony, U.S. House Committee on
Oversight and Gov'’t Reform (Apr. 28, 2016), https://www.
dhs.gov/news/2016/04/28/written-testimony-ice-director-
house-committee-oversight-and-government-reform.

87 See Appriss - LexisNexis Award Justification, supra note
73.

8 /d.
8 The Appriss software also incorporates motor vehicle

data, visitor logs, mugshots, landline and cell records,
and even data detailing individuals’ relationships with
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relatives, coworkers and neighbors, among other personal
information. See VINE, “Justice Intelligence,” https://web.
archive.org/web/20220524052643/https://apprisssafety.
com/solutions/justice-intelligence/ (brochure); Equifax,
“Solve Crimes and Manage Warrant Lists More Efficiently
With Near Real-Time Incarceration Data,” https://
assets.equifax.com/ews/datahub/assets/New_SFTY_
Investigations_sheet.pdf (brochure).

% See e.g., Form MV-15: New York State Department of
Motor Vehicles Request for Certified DMV Records, NY
State Dep’t of Motor Vehicles, Dec. 2023 https://dmv.
ny.gov/forms/mv15.pdf

% Motor vehicle-related records; confidential, NM Stat §
66-2-7.1(A)(9) (1998), https://www.nmonesource.com/
nmos/nmsa-historical/en/nav_date.do.



