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WHERE THE BUSINESS COMMUNITY MEETS

Nothing 
to hide?
The rise of worker surveillance software

By Stephen K. Hirst

T
here’s a Spider-Man story where 
Peter Parker signs up to work for 
one Tony Stark, CEO of the global 
tech giant, Stark Industries. As a 

new company man, he gets a cool new em-
ployee costume (er, uniform). But suddenly 
Stark knows things — personal things about 
Spidey and his abilities — things Parker’s 
never told anyone, let alone his new CEO. The 
new company gear has come with a hidden 
cost: It’s constantly extracting his biometric 
data and sending the detailed results back 
to his boss.

Being snooped on by the boss is a scenar-
io that’s increasingly familiar to modern 
day employees, particularly those working 
in tech, finance and banking — or almost 
anyone not currently working in the office.

The rise in working from home, and its 
seeming permanence for some industries, 
has coincided with a greater demand for 
employee monitoring software — leading 
to a host of new concerns about data secu-
rity, employee privacy, and exactly where an 
employer’s rights end.

“The general rule is if you’re on compa-
ny software, they can monitor that, for any 
time and for any reason … email, internet, all 
of it,” said Greg Givens of the Law Offices of 
Gregory E. Givens P.C., a Springs-based firm 
specializing in labor and employment law. 

“Employers have a responsibility to en-
sure employees are doing what they say they 
are doing. … The classic example is someone 
working in a call center. You know for sure 
they will be on their phone and computer, 
and especially for hourly employees, there is 
a reasonable employer expectation of having 
them at that desk.”

That said, Givens also added that “if word 
gets out an employer is really snooping 
around, or that everyone is being looked at 
for eight to 10 hours a day, that’s sure not 
going to engender good morale.”

Greg Williams, director of IT operations at 
UCCS, said employer concerns are twofold. 
“There are companies that want to make sure 
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