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WHERE THE BUSINESS COMMUNITY MEETS

SolarWinds hack hits home for local firms

See Hack page 18

By John Miller

A
t least three government agencies and six 
“large firms” in El Paso County are among a 
minimum of 18,000 organizations worldwide 
impacted by the massive breach at IT vendor 

SolarWinds, according to cybersecurity expert Shawn 
Murray.

The Texas-based supplier of software for the U.S. gov-
ernment and Fortune 500 firms was hit last year by 
hackers with alleged Russian ties and another group 
yet to be identified by authorities. The breach, which 
went undetected for months, resulted in SolarWinds 
sending out software updates to its customers that in-
cluded malicious code allowing the hackers to spy on 
those organizations. The fallout will likely last for years.

“Here locally, I can’t disclose the government agencies 
or our local clients that have been impacted, but there 
are several of our clients here in town that have also 

been affected by this threat,” said Murray, president 
and chief academic officer for Murray Security Services. 
“They had to basically disconnect the number one ap-
plication and hardware that they use to monitor all of 
the security events in their organizations.”

Murray and his peers around the globe are currently 
engaged in what could amount to a multi-billion-dollar 
effort to analyze — and in some cases rebuild — client 
networks that were utilizing Orion, the SolarWinds 
network platform that was breached in the hack and 
served as a primary bulwark to protect customer data.

A joint task force composed of the FBI, Homeland 
Security Agency, Critical Infrastructure Security Agency 
and Office of the Director of National Intelligence said in 
a statement last month that the hack was “likely Russian 
in origin.” The task force has also determined that the 
hack appears to have been carried out by APT29, code-
named CozyBear, a sophisticated cyber threat group 
with suspected ties to the Russian foreign intelligence 

service known as S.V.R.
Government officials are just beginning to understand 

the long-term consequences of a foreign actor gaining 
access to large quantities of data from thousands of 
organizations, including the United States departments 
of Defense, Labor, Energy, State, Commerce, Treasury, 
Agriculture and Justice, as well as the National Institutes 
of Health.

In El Paso County, that could mean information at 
local defense and aerospace contractors, though Murray 
could not confirm whether any of those organizations 
were on the list of firms impacted by the hack.

Mike Crandall, chief executive officer at Digital 
Beachhead, a cyber risk management company based 
in Colorado Springs, said the likelihood that some of 
the military bases in the area were affected seems high.

“Locally, the bases may have been affected as the 

Get out!

Businesses connected to outdoor recreation did better than many last 
summer despite — or perhaps because of — the COVID-19 pandemic. 
This year, industries in the Pikes Peak region, from tourism to retail, are 
starting to gear up for what could be an exceptionally busy summer 2021. 8
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