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OR Code Scams

As part of Call for Action’s mission to
educate consumers about activities they
should be aware of, we are sharing an article
that some of our volunteers recently

received. (Source: Summit Credit Union Email,
dated 2/15/2024)

Whether you are grabbing a bite to eat at an
airport restaurant or at a happy hour after work,
chances are you will see a QR (quick response)
code on the menu — usually a black-and-white
square you scan with your phone to get right to
a website or payment portal.
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Scammers can easily place fake QR code
stickers right over the top of real ones — at
airports, bus stations, gas stations and other
public places. This scam, known as
“quishing,” is particularly tricky because
legitimate QR codes will sometimes ask you
for information — like at a restaurant to pay
your bill, for example.

How To Avoid A QR Scam?

The first step is to inspect the QR code
before you scan it. Things to look for:
e Does the QR code look like it’s been
placed over the top of another?
e Does the QR code have grammar or
spelling mistakes?
e Only scan QR codes if you know they
are from a legitimate company.

If you do scan the code, check the
following:

e Does the web address align with the
business?

e Does the website look authentic?

e Check for misspellings, changes of
single letters or the addition of
numbers and characters.

e Be extra cautious if the site asks for
any personal or financial information.
NEVER enter your online banking
credentials.

If you sense something is not right, be safe
and Google the company to get to the
destination instead of scanning a
questionable QR code.

Learn more about how to see and stop a
scam by clicking this link. This goes to a
Summit Credit Union site.



https://click.e.summitcreditunion.com/?qs=9383826c409cfc2071f2e682dd095880ec5940774f384660bf23c5c3e044193e851ece2fc73ecb16a97c5ce2bd57cc888003c4ec0d44f138
https://click.e.summitcreditunion.com/?qs=9383826c409cfc2071f2e682dd095880ec5940774f384660bf23c5c3e044193e851ece2fc73ecb16a97c5ce2bd57cc888003c4ec0d44f138

National Slam the Scam Day
(Source: Social Security Administration)

National Slam the Scam Day
March 7, 2024

On National Slam the Scam Day and
throughout the year, we give you the tools to
recognize Social Security-related scams and
stop scammers from stealing your money
and personal information.

Help protect your loved ones and people in
your community this Slam the Scam
Day by:

« Educating them about government
Imposter scams. Let them know they
shouldn’t be embarrassed to report if
they shared personal information or
suffered a financial loss. It is
important to report the scam as
quickly as possible.

« Sharing our Scam Alert fact sheet and
helping educate others about how to
protect themselves.

Report Social Security-related scams to the
Social Security Office of the Inspector
General (O1G).

Report a Scam

Visit www.ssa.gov/scam for more
information and follow SSA OIG

on Facebook, Twitter, and LinkedIn to stay
up to date on the latest scam tactics. Repost
#SlamtheScam information on social media
to keep your friends and family safe.

Consumer Resources

There are several resources available to
assist consumers when attempts to resolve
issues have failed. The 2 most common are:

1. Better Business Bureau (BBB). They
can be reached at 800-273-1002. A
complaint can be filed online at:
www.bbb.org/wisconsin

2. The Department of Agriculture, Trade
and Consumer Protection (DATCP).
This is a State of Wisconsin agency.
They prefer that consumers complete
the ONLINE complaint form at
datcp.wi.gov DATCP can also be
reached at 800-422-7128, if the
consumer does not have internet
access.



https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks.ssa.gov%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LnNzYS5nb3YvZnJhdWQvYXNzZXRzL21hdGVyaWFscy9FTi0wNS0xMDU5Ny5wZGY_dXRtX2NhbXBhaWduPW9pZy1zY2FtLTI0JnV0bV9jb250ZW50PXNjYW0tYWxlcnQtcGRmLWZlYjIwMjQmdXRtX21lZGl1bT1lbWFpbCZ1dG1fc291cmNlPWdvdmRlbGl2ZXJ5IiwiYnVsbGV0aW5faWQiOiIyMDI0MDIxOS45MDQ2MzExMSJ9.4yFIT7JZq3DPg6rQkFW4D5XwoWOAWMaD4le7m5qp6J8%2Fs%2F1106301121%2Fbr%2F237339234868-l&data=05%7C02%7C%7C623af762ec9a4147664c08dc319114a1%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C638439746412478862%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=JVdZzXo2%2FB9Eu95Bec9Dvhv5l7fq%2FSU3q2oNHfkCWxg%3D&reserved=0
https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks.ssa.gov%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDIsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vc2VjdXJlLnNzYS5nb3YvaXBmZi9ob21lP3V0bV9jYW1wYWlnbj1vaWctc2NhbS0yNCZ1dG1fY29udGVudD1yZXBvcnQtYS1zY2FtLWN0YS1mZWIyMDI0JnV0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMTkuOTA0NjMxMTEifQ.OOWKjBXYwNLOsH9hcsvQ0_JGHwy2J7ypcDqGfPRTGrQ%2Fs%2F1106301121%2Fbr%2F237339234868-l&data=05%7C02%7C%7C623af762ec9a4147664c08dc319114a1%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C638439746412488415%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=TE4YGSL4w%2F044AMGZxww8rWvprOaAlUuDHntD8dHz3w%3D&reserved=0
https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks.ssa.gov%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDMsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LnNzYS5nb3Yvc2NhbS8_dXRtX2NhbXBhaWduPW9pZy1zY2FtLTI0JnV0bV9jb250ZW50PXNjYW0tdXJsLWZlYjIwMjQmdXRtX21lZGl1bT1lbWFpbCZ1dG1fc291cmNlPWdvdmRlbGl2ZXJ5IiwiYnVsbGV0aW5faWQiOiIyMDI0MDIxOS45MDQ2MzExMSJ9.3gMk9U6zSQQjxskodE7dKIGTlE8H9OZUV3Z5bGWGXWE%2Fs%2F1106301121%2Fbr%2F237339234868-l&data=05%7C02%7C%7C623af762ec9a4147664c08dc319114a1%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C638439746412496661%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=xRrIghMAnVFUtA8wiYKxoFska9U4%2BScv6wT3s5lTtSE%3D&reserved=0
https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks.ssa.gov%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDQsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LmZhY2Vib29rLmNvbS9vaWdzc2EvP3V0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMTkuOTA0NjMxMTEifQ.LCKnrXG6O1oxZWVS1ZfIEttflTAhtDPgjlpnrkTRhfw%2Fs%2F1106301121%2Fbr%2F237339234868-l&data=05%7C02%7C%7C623af762ec9a4147664c08dc319114a1%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C638439746412504651%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=hjNbv2HMV8f%2FoKnNkPTS%2FCn%2BcugW3N1VtTKmuGR9UW0%3D&reserved=0
https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks.ssa.gov%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDUsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vdHdpdHRlci5jb20vVGhlU1NBT0lHP3V0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMTkuOTA0NjMxMTEifQ.q_Ep64uii_gJSSmJsflSpqZ2HxBsc-XH7TBOvapEqMw%2Fs%2F1106301121%2Fbr%2F237339234868-l&data=05%7C02%7C%7C623af762ec9a4147664c08dc319114a1%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C638439746412512287%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=8rtVzYPXeqW2xiKSAieb%2F4ZSMaj9UJsFJzpbF8V4W3U%3D&reserved=0
https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks.ssa.gov%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDYsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LmxpbmtlZGluLmNvbS9jb21wYW55L3NzYS1vaWcvP3V0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSZ2aWV3QXNNZW1iZXI9dHJ1ZSIsImJ1bGxldGluX2lkIjoiMjAyNDAyMTkuOTA0NjMxMTEifQ.TrGb0-8tXN6Elg1yHJ-wcSSzVI4YGgPEQ-Mfhico9nA%2Fs%2F1106301121%2Fbr%2F237339234868-l&data=05%7C02%7C%7C623af762ec9a4147664c08dc319114a1%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C638439746412520012%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2BuxtrH6hnPX6gGEYVzPnNlA6ESSXHSgorzS6g56Qk%2B4%3D&reserved=0
http://www.bbb.org/wisconsin

