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for the

District of Vermont

In the Matter of the Search of
(Briefly describe the property to be .

or ifuntily the person by name and

Data from one Google account and one account that
was previously produced to the

further described in

I, a federal law enforcement
penalty ofperjury that I have reason to
proper| b be searched and give its location):

See Attachment A.

located in the
person or describe the property to be seized)i

See Attachment B.

The basis for the search under

devidence of a crime;

Case No. 5'.rlB-mj-4

E contraband, fruits of
[I property designed for intended for use, or used in committing a crime;

[1 a person to be arrested person who is unlawfrrlly restrained.

The search is related to a violati of:

Code Section
18 U.S.c. $ 1512(a)(1)
18 U.S.C. S 1201
18 U.S.C. S 1343
18 U.S.C. S 1958

The application is based on these

See Attached Affidavit

d Continued on the attached

D Delayed notice of
under 18 U.S.C. $ 3103a the

Swom to before me and signed in my

Date:

(give exact ending date if more than 30 days:
is of which is set forth*on the atiached sheet.
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TION T'OR A SEARCH WARRANT

Vermont , there is now concealed (identifuthe

R. Crim. P. 41(c) is (checkone or more):

or other items illegally possessed;

Offense Descriotion
g another person with intent td"prevent comniunication to law enforcement
of interstate facility or interstate travel for kidnapping
Fraud

for hire

) is requested

Patrick R. Hanna, FBI SpecialAgent
Printed name and title

Hon. Geoffrey W. Crav'rford, U.S. District Judge

I or an attorney for the govenrment, request a search warrant and state under
ieve that on the following person or property (identify the person or describe the

City and state: Burli Vermont
Printedname and title
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ATTACHMENT A

Data to be Searched

This warrant applies to information associated with the following email accounts

(together, the "Subject Accounts" and each the "subject Account") in the custody and contol of

the Federal Bureau of Investigation, Colchester, Verrnont and United States Attomey's Office

for the District of Vennont:

l. The berkeratay@gmail.com account that was produced to the government by Google

on or about October 1,2020 and October2L,202A.

2. The berkeratay@hotnail.com account that was produced to the govemment by

Microsoft on or about September 3,2020.
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ATTACHMENT B

I. Review of Information by the Govemment

Law enforcement personnel (who may include, in addition to law enforcement officers
and agents, attorneys for the goverrment, attorney support staff, agency personnel assisting the
government in this investigation, and outside technical experts under government contol) are

authorized to review the records produced by the Provider in order to locate any evidence, fruits,
and instrumentalities of violations of Title 18, United States Code, Sections 1201 (kidnapping),
1343 (wire fraud), 1512(a)(1) (murder to obstruct justice), and 1958 (murder for hire), for the
period January 1,2015 to October 31,,2020, including the following:

a. Any and all data regarding the identity of the person(s) who created the

SIIBJECT ACCOUNTS, and the identity of person(s) who used the account,

including data that helps show the whereabouts of such person(s);

Any and all data relating to the death of Gregory Davis, including any information

related to persons interested in his death, involved in causing his death, and/or

hiring someone to kill him;

Any and all data that helps show a connection between the user(s) of the

SUBJECT ACCOLINTS and Gregory Davis, including any people associated with

Davis, including Gregory Gac, Serhat Gumrukcu, Murat Gumrukcu, Berk Eratay,

and Aron Ethridge;

Any and all data, including calls, voicemails, text messages, and emails between

the user(s) of the SIIBJECT ACCOLINTS and others, regarding Davis and/or the

criminal offenses above;

Any and all data that helps show the location of the user(s) for the SUBJECT

ACCOI-INTS;

Any and all datarelating to Lauran Trading, LLC; Mode Commodities, LLC; and

Quadrant Financial Group LLC;
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g. Any and all datarelating to Murat Gumrukcu's, Serhat Gumrukcu's and Berk

Eratay's relationship to each other and to Gregory Gac, Gregory Davis, Aron

Ethridge, and Jerry Banks;

h. Any and all datarelating to Murat Gumrukcu's, Serhat Gumrukcu's, Berk

Eratay's or Aron Ethridge's locations or anticipated locations from January 1,

2017 to July 1,2018;

i. Any and all data relating to Murat Gumrukcu's, Serhat Gumrukcu's, Berk

Eratay's, and Aron Ethridge's fuavel or anticipated travel from January 1,201,7 to

July 1,2018;

j. Any and all data regarding financial tansactions involving Murat Gumrukcu,

Serhat Gumrukcu, Berk Eratay, Aron Ethridge, and Jerry Banks; and

k. Any and all data regarding communications involving Murat Gumrukcq Serhat

Gumrukcu, Berk Eratay, Aron Ethridge, or Jerry Banks.
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I, patrick Hanna, being Jr, ,-"ffiJllstate as foltows:

I tooduction
t-1. I am a Special A$ent withthe Federal Bureau of Investigation (FBI) and currently

assigned to the Bwlington Resident Agency in Vermont. I have been an FBI Special Agent for
19 years. My duties as an FBI $pecial Agent include investigating violations of Title 18 of the
United States Code as they pert{in to corporate fraud, complex financial crimes, embezzlement,
public comrption, money laund{ring and related white-collar crimes, as well as violent crimes
and criminal enterprises. I havelnarticipated in investigations of criminal violations of various
federal laws. I have executed s{arch and arrest warrants, interviewed and interrogated subjects,
witnesses, and victims, and conducted surveillance. In the course of these investigations, I have
gained an understanding of curr0nt technology, to include computers and online accourlts,
cellular telephones and iatdd records and data, and have conducted analyses of the data
related to such accounts and for the purpose of solving and proving crimes.

I make this affi vit in support of applications for two search warants for
information associated with the ing accounts, described below and in Attachment A:

a. Google berkeratay@gmul.com, that was produced to the
government by Google om or about October \ 2A20 and October 21,2020; and

b.
government by

account berkeratay@hotmail.com, that was produced to the
on or about September 3,2020.

3. This affidavit is in support of an application for a search warrant under Rule
41 ofthe Federal Rules of Cri Procedure authorizing the examination of the data provided

in Attachment B. As discussed below, there is probable causs to believe that Jerry Banks was
involved in the kidnapping and murder of Gregory Davis, whose deceased body was discovered
on January 7,201.8 and that Berk Eratay was involved financially with Serhat and Murat
Gumrukcu and arranged for Banks' participation in the murder. There is probable cause to
believe that Davis' kidnapping and murder involved the following federal crimes: wire fraud, in
violationof 18U.S.C. $ 1343;kidnapping,inviolationof l8U.S.C. $ 1201;murdertoobstruct
justice,inviolationof 18U.S.C. $ 1512(a)(1),andmurderforhire,inviolationof 18U.S.C.

$ 1958. There is probable cause to believe that the data described in Attachment A contains
evidence of those crimes.

4. This case is being investigated by the FBI and the Vennont State Police (VSP).
Since this affidavit is being submitted for the limited pulpose of establishing probable cause to
search data already in law enforcement's custody,I have not included details of every aspect of
the investigation. Except as otherwise noted, the infonnation contained in this Affidavit is based
upon my personal knowledge and observations, my training and experience, conversations with
other law enforcement officers and witnesses, and my review of documents and records.
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5. I have been involved in the investigation of these crimes since January 2018 and

have obtained a number of search warrants for intemet service providers such as Google and

Microsoft. On August 25,2020,I presented to United States Magistrate Judge John M. Conroy
applications for search warrants that commanded Google to produce to the goverrment data

associated with the Google account berkeratay@gmail.com, and Microsoft to produce to the
government data associated withthe Microsoft account berkeratay@hotrnail.com. Judge Conroy
granted both requestso and issued the warrants, which authorized the service providers to produce

to the govemment the full contents of the accounts but limited the government's review of the
data to the period of January l,2Al7 to July 1,2018. This application requests authorization
from the Court to expand the timeframe and scope of the govemment's review, allowing review
ofthe data from January 1,2015 to October 31,2020.

6. Attached to this affidavit as Exhibit I is a true and accurate copy of the
application submitted to search the berkeratay@gmul.com account. Attached to this affidavit as

Exhibit 2 is atrue and accurate copy of the application to search the berkeratay@hotmail.com
account. Exhibits I and2 require minor clarifications as follows.

a. The description of the kidnapper and the vehicle, as accounted for in
Exhibits I and2, is a combination of observations made by both Melissa Davis and her
minor child.

b. Throughout the aftidavit there are minor discrepancies in time, some of
which are related to time zone conversions.

Probable Cause

7. As set forth in more detail in Exhibits I and 2,there is probable cause to believe
that prior to his murder, Davis was the victim of a financial fraud scheme involving Serhat

Gumrukcu and his brother, Murat Gumrukcu. This financial fraud scheme involved investments
in an oil trading company, and agreements between Murat Gumrukcu's entity Lauran Trading,
LLC; Gregory Davis' entity Mode Commodities, LLC; and Gregory Gacos entity Quadrant
Financial Group, LLC (functioning as an ooescrow agenf' for the parties).

8. As set forth in Exhibits I and2 atparagraph 11, Gac was interviewed by FBI
Agent Stachnik on July 7,2017. During that interview, Gac provided general inforrnation about
the Mode transactions. During that interview, Gac stated that the discussions resulting in the
Mode deal began as early as March of 2015. The parties sigrred multiple documents, including a

document titled "Redemption of Mode Interests/Commencement of Mode Management
Agreement," dated October 2,2015 which I have reviewed. This October2,2015 agreement

references a prior agreement dated February 6,2015. I believe that negotiations for the February
2015 agreement must have begun weeks before the agreement was signed.

9. As set forth in Exhibits L and2, there is probable cause to believe that Jerry
Banks murdered Davis, and that he was hired to do so on behalf of a third party. As set forth in

Case 5:18-mj-00004-gwc   Document 385-3   Filed 04/21/22   Page 2 of 5



Exhibits 7 andZ atparagraphs 56 to 65, the only known link between Banks and the Gumrukcus

is through Aron Ethridge and Berk Eratay

10. On April 6,2022, Jerry Banks \ras arrested in Yellowstone National Park
pursuant to a federal arrest warrant after acriminal Complaint charged Banks with kidnapping,
in violation of federal law. On April 7,2022,I interviewed Aron Ethridge near his home in
Henderson, Nevada. During this initial interview, Ethridge denied all knowledge of a murder-
for-hire scheme involving Banks. On the morning of April 9,2022,I received a call from
Etlridge, who agreed to meet again later that day. At this second meeting, Ethridge admitted he

had lied dwing the first meeting, and then confirmed the murder-for-hire scheme involving
Banlxs and Eratay. A third meeting with Ethridge was held on April 10,2022, during which
Ethridge admitted he had omitted some of his knowledge of the planto abduct Davis during his
interview on April 9. The following is a summary of the information that Ethridge provided to
law enforcement during the April 9 and April 10 interviews, with corrections as provided by
Ethridge on April 10:

a. Ethridge and Eratay used to be neighbors in Henderson, Nevad4 and

became friends during that period.

b. Eratay approached Ethridge over a year before the murder of Davis,
asking if Ethridge could arrange a murder. Ethridge eventually agreed to assist Eratay.

c. Ethridge approached Banks, asking Banks to assist with the murder.

d. Ethridge received over $110,000 in cash from Eratay as payment for the
murder. A portion of tlis cash was paid to Banks.

e. The initial plan had been for Banks to oosnipe" Davis, but after Banl<s made

a reconnaissance trip to Vermont, Banks advised the plan would have to be revised and

requested additional payment due to the increased difficulty of the job.

f. Ethridge knew that Banks would impersonate a law enforcement officer
and abduct Davis from his residence prior to murdering him.

g. On January 7,2022, while Banks was traveling back from Vermont,
Banks called Ethridge and advised him the job was done. Ethridge then called Eratay to
relay the message.

h. Ethridge had met Serhat Gumrucku on multiple occasions prior to the

murder of Davis. Ethridge believed that, based on these meetings and statementsmade
by Eratay, Serhat was the man who wanted Davis killed. Eratay told Ethridge that Serhat

had a problem with Davis. However, Serhat and Ethridge never directly communicated
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about the abduction and murder. All communications went through Eratay, who Ethridge
knew to work for Serhat.

i. After the murder of Davis, Eratay provided Ethridge with an additional
payment in the forrn of Bitcoin.

11. I have reviewed some of the contents of the berkeratay@gmail.com account. An
email dated July 27,2017 withno listed recipient has a subject line of "Person's Details". The
body of the email reads as follows:

Person's Details;

Gregory Charles Davis

Birth Date: 27 Oct1968

Place Of Birth: NJ USA

His Company Name is Mode Commodities LLC:
101 Hudson Street

Jersey City NJ 07302

Gregg's cell is +1 802 377 1303

12. I have reviewed financial records of Serhat Gumrukcu obtained by grand jury
subpoena. They reflect numerous payments to Berk Eratay via multiple tansaction methods,
including bank transfers and Paypal payments. These transactions date back to at least
December 2014. Financial records reflect that between 2015 and early 2018, Eratay received
over $450,000 from Serhat Gurnrukcu.

13. I have reviewed some of the contents of the Google account
serhat.gumrukcu@gmail.com, believed to have been utilized by Serhat Gumrukcu. Records of
chats from the serhat.gumrukcu@gmail.com account reveal chats with the
berkeratay@gmail.com as far back as 2014, and include discussions of Paypal transactions. The
contents of the serhat.gumrukcu@gmail.com email account reveal that Berk Eratay (utilizing the
berkeratay@gmail.com) has been involved in assisting Serhat with his business ventures since at
least the sunmer of 2015. These business ventures reflect that Eratay is involved in coordinating
and arranging investnent discussions between Serhat and others. They also reflect that Eratay
assisted Serhat in arranging for personal financial transactions, such as obtaining insurance for
Serhat's residence.

14. FBI Special Agent Christopher McPeak interviewed Berk Eratay on April 7,
2022.I have spoken with Agent McPeak and reviewed the report summarizing the interview.
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Eratay denied knowing anything about Davis or his oil deal with the Gumrukcus. Eratay
admitted the Gumrukcu brothers are family friends of his from Turkey.Eratay stated that he had
done IT work for companies involving Serhat Gumrukcu, including Enochian Biosciences. He
admiued to various financial tansactions with Serhat Gumrukcu. He reported that Serhat
Gumrukcu gave him Enochian stock, worth approximately $100,000.

15. Based on the above and the contents of Exhibits I and2,I believe it is probable
that Eratay would have communicated with one or both of the Gumrukcus regarding the Mode
transactions and fraud scheme, and that these communications occurred between January l,2Ol5
and the date Google and Microsoft provided the data referenced in Attachment A.

Authorization Request

16. Based on the foregoing, I request that the Court issue the proposed search
wattants, pursuant to Federal Rule of Criminal Procedure 41. The proposed search warrants
would authorize the govemment to expand the timeframe and scope of its search the contents of
the Google account berkeratay@gmail.com and the Microsoft account berkeratay@hotnail.com,
which are already in the custody ofthe goverrment. Because the gover:ment already has
custody of the data to be searched, reasonable cause exists to permit the execution of the
requested warrants at any time in the day or night.

Dated at Burlington, in the District of Verrnont, ,fri, Z\*auy of April 2022.

I
Swomto and subscribed before me this A I day of April2l22.

Honorable Geoftey W. Crawford
United States District Judge

Special Agent - FBI

Case 5:18-mj-00004-gwc   Document 385-3   Filed 04/21/22   Page 5 of 5



EXHIBIT 1
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AO 106 (Rev. 04/10) AppDcdion for a Search Wmot

APPLICATION T'OR A SEARCE WARBANT

L a federal lalr enforoement officgl or an attomey for the govemment rcquest a searoh warraot and stafe under

penalty 
"'fi"i:ii,ry 

m"t I hav;;eafi io teU"v" tUut on m6 foUowiig person or properly (ttunttfv the person or ibscribe the

SeeAttachmentA

forfhe

Dishict ofVermont

In the Matter of the Search of
tBrieftv describe the propeftv to be sesclud
'or ifii*tfy the person$t nane and ad&ess)

Data associated with Google account berkeratay@gmall,com
that ls storsd at premises controlled by Google, Inc.

CaseNo. 2:18'n$4

looated inthe Northem Disfriot of Califomia , there is now concealed (ldefiWthz

person or describe th.e property to be selzed)i

See Attachment B

The basis for the searoh tmder Fed" R Crim. P.  1(c) is (clack ow or more)i

devidenoe of aorime;

tr oonhaban{ &uits of crim", o, oth"r items illegally possessed;

tI propedy designed for use, intended for use, or used in committing a orime;

il a person to be arrested or a person who is unlawftlly reshained'

The search is related to a violation of,

code section 
ar oerson with rnrentto ,r"t""%rffir,lntrIirK#liuaw enforcoment18 U.S.c. $ 1512(a)(1) Kilting another person with lntentto pn

18 U,S.C. 5 tZOt' 
' ' ' 

Use of interstaie.facility oi Interstate travel for kidnapping

18 U.S.C. S 134d1

18 U.S.C. S 1e58

The application is based on these facts:

SeeAttached Affidavit

d Cootioo"d onthe attaohed shoet.

tr Delayed notice of 

- 

clays (give exast onding date if more than 30 days: ) is requested

rmaei t t U.S.C. $ 3103a, the basis of which k set forth q4 the attaohed sheet ,r -

Aplicant's

Swom to before me and signed in my presence.

IJNUTSN SrArgS DTSMTCT COIJRT

lMre Fraud
Murder for hlre

Date:

Patrick R. Hanna, FBI SPeciatAgent

City and state: Burlington, Vermont
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AftachmentA

1. This warrantis direotedto Googl", Inc. (the'?rovitlet'), headquartered at 1600

- Amphitheatue Paftway, Momfain Vie"nr, Calilornia 94043, and applies to all content and other

informationrrithinthe Provider's possession, custody, or conaol associated with Google '\

Aocountbeikerafay@goail,com (the "SUBJECTACCOIINT), inoluding all datapreservedby

the Prdvider in oonneotion the preservation request on March 2 ,zU2A,reference nr:mber

3s43528.

Z. A law enforceme,lrt offi.cer will serve this wamant by fuansmitting it via email or

another appropriate m.arrner to the hovider. The Provider is direc'ted to produoe to the law

. enforcement officer an eleotonic copy ofthe information specifi.ed in Attaclment B@ below'

Upon receipt ofthe production, Isw enforcement personnel wiil review the infommtion for items

fanine within tho categories qpecifi ed in Attachment B @ below'
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AttachmentB

I. Infomation to be produceil by the Provider

Withinten (10) days ofthe date of servioe, to ttro extentwithinthe Provids's possession,

custody, or ooabol, including deleted information rehievable by the Provider, the Provider is

diresbd to produce the following infomation associated with tle SUBJECT ACCOIINT,

inclu<ling any infomation preserved as described in Attachment A:

a- Passwords or other protective device! in place and assooiated with the SUBIECT

ACCOIINT, including passwords associated with an Android device;

b. Communications delivered through the Google servioe knovm as Gmail, inoiuding

any secondary or baclup email addresses associated with the STIBJECT ACCOUNT;

c. 'Web 
search history, including, but not limited tq mobile and desktop browser

searches;

d. F.mail addresses attachedto the SUBJECTACCOIINT;

e. Google Map looation saved and/or frequent looatioarso favorite and/or staned

locations includiqg but not limited. to, searches conducted using the Google Map and/or Ware

services;

f. Google Voioe Inooming or outgoing phono oalls, vqicemails, including voicemail

content and any and all incoming or outgoing text massage history together with the content

thereof to include SMS, MN[S, or any othsr form of text message commrmication;

g. Commrmioation including, but not limited to, audio, video, text mossage and/or

chat delivered through the Googlq Inc. service knosm as Goog[e Hangouts;

h. Doqmtoade{ installed, and/orpurchasedapplications;
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' i. PosB, status gpdates, andlor any other information including photographs and/or

video for the Googl.e, Inc. service known as Goog[e +;

j. photographs and/or videos tlat are contained and/or were uploaded in the Goog1e,

Inc. ssrvices knovn a.s Google Photos, Pioasaweb albums, Googte +, or any other Google, Inc'

service desigped to store video, photographs, and/or dats, including the metadata for each file;

k Electonic files, folders, mediq and/or datauploaded and/or contained onthe

Googlg Inc, service known as Google Drive;

l. Elfuies oreatod, deleted, ormodifiedusingthe Goog1.e, Ino. servioe known as

Google Kutp;

m. Contagts storedusingthe Googlo. Inc. servise known as Google Contacts,

including any cofiacts stored in the Google Inc. servioe known as Gmail. This request is to

include any and all contact servioes offered by Google,Inc.;

11 Historical asooimt informatiorU including call forwarding nr:mbers and accormt

baokrrp telephone numbeq sr:bscribe,! regish?tion informatiorb sigl-I& IP address aud associrated

time stamp, tefphone connection records, bi[ing infor:nation, sbred text message conten!

stored voiceflail oontent, auy and all apps installed using referenced email, Googls Play Store

transactions, oall reoords, and IP log infomoation;

o. Additionat accormts linkedby oookies;

. p. Location lfistory: A11 location data lrhether derived from Global Positioning

System (GPS) datq cell site/cell tower fiiangulationpreeisionmeasreme,:rt information such as

tfu ing advanoe orper calLmeasmement dataandWi-.Filocation. Suchdatashallincludethe

GpS coordinates, the dates and times of all location recordings, and origin of how the location

recordings were obtained and estimated radius.
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q. The contents of all text messages, voicemails, recorded caIls, emails, and chat

messaggs associatedwiththe account, including stored or praserved copies of chat logs, emails

I

sent to and fromthe account draft communications, the source and destination addresses

associated. with each communication, the date andtime at which each commrmicationvas sen!

and the size and length of each oommunication;

r. All records or other informationregardingfhe ideatification ofthe SUBIBCT

ACCOIINT subscriber and/oruser(s), to include fiil1name, physical address, telephonenumbers

and othgr ide,lrtifi.ers, records of sessiontimes and durations, the date onvihic'hthe account was

sreated, the length of servioe, the IP address used to regisher fhe a.ccormt, login IP addresses

associated with session times and dates, account stat$, altemdive email addresses provided

dgring registratiorL methods of connecting, log files, and means and souroe of paynnent

(inoludine any credit orbank accormtnumber);

r. s. AJl device information associatedwiththe SIIBJECT ACCOIINT;

t All records or other information slored at anytime by an inalividual usrngthe

SUBJECT ACCOUNT, including address books, contact andbuddy lists, oalendar.data, piotures,

and files;

IL Rwierr of Information by thb Govenrment

Law enforcement persornel (who may include, in addition to law enforceme'lrt offi.cers

and agents, attorneys forthe governmen! attomey support stafi agencyBersonnel assistingthe

govomment in this.investigation, and outside technioal e;perts under government contol) are

anthorized to review the records produced by the Provider in order to locate any evidenoe, fruits,

and insrrmentalities ofviolatiors of Title 18, Urdbd States Code, Seotions 1201 ftidnapping),
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1343 (wire fraud), 1512(a)(1) (murder to obstuuct justice), and 1958 (murder for hire), for the

period January L,2A17b July 1, 2018, including the following:

a- Any datatlathelps showthe identity ofthe personvfoo createdthe SIIBJECT

' ACCOUNT, and the identity ofperson(s) vfuo used the accoun! inoluding data

flathelps showthe of suchpersonG);

b. Any and.all data relating to the deafh of Crregory Davis, including aoy information

related to persons interes'ied in his death, involved in carsing his death, and/or

hiring someoue to kill him;

c. Any andall datathathelps show a connectionbetweentheuser ofthe SUBJECT

ACCOIINT and Gregory Davis, including any people associated with Davis,

including Gregory Gac, Serhat cumnftcr:, Murat Guffiiftdu, AronEthrifue and

JerryBanls;

urd all data inciuding calls, voicemails, text messages, and emails betwee'n

the user ofthe SUBJBCT AC'COIINT and others, regarding Davis and/or the

' criminal offenses above;

e. Any and alldafathathelps show the location of tle users for the SUBJECT

ACCOIINT;

f. Any and alt data,thbthe$s showthe location of any people.associated with

Grcgory Davis, including those listed above inparagraph c; and

g. Any and all dataregarding finanoial tansactions involving the rxsl of the

SI]BJECTACCOI]NT.
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AFFIDAVTT

I, PahickHanna, being duly swoq depose and say:

lntuoduction

1. I am a Special Agent with the Federal Bureau of Investigation (FBD and currently

assignedtotheBurlinetonResidentAgencyinVermont. IhavebeenanEBlspecialAgentfor
17 years. My duties as an EBI Special Agent include investigating violations of Title 18 ofthe

United States Code astheypertainto corporate fraud, complexfi:ranoial eimes, embezlemen!

public comrytion, money laundering andrelated white-collar crimes, as well as violent crimes

*a 
"rim"a 

enterprises. I have pamicipated in investigations of criminal violations ofvarious

federal laws. I have executed search aird arrest warrants, interviewed and interrogated subjects,

witresses, and victims, and conducted suryeillance. In the oouxse ofthese investigations, I hane

gained dn rmderstanding of current technology, to inslude oomputers and online aocounts,

cellulartelephones and associatedrecords and data, andhave oonducted analyses ofthe data

related to such accouuts and devices, for the purpose of solving and proving crimes.

Z. I am submitting this Affidavit in support of an Application for a Search'Warant

authorizing the production and review of Google account information assosiated with Berk

El/xrry,more specif.oatly desoibed in Attachment A. As discussed below, there is probable

oaussto Uelieve that Jerry Banks was involved inthe abduction and murder of Gregory Davis,

vrhose deceased body wus disoovered on January 7 ,2018 and that Eratay was involved in

aflanghg for Banks; participation in the murder. There is probable cause to believe that Davis'

abduction and murder involved the following federal crimes: wire fraud, in violation of 18

U.S.C. g 1343; kidnappine, inviolation of 18 U.S.C. $ 1201; murderto obskuct justice, in

violation of 18 U.S.C $ tStZ(uXt), and murder for hire, 18 U.S.C. $ 1958. There is probable

cause to believe that the information descdbed in Attachmeni B will provide evidence of those

crimes. I have been involved in the investigation of these crimes since January 2018 and have

participated in the review of material from a number of search warrants obtained dwing the

l*"rtigutioo. In summary, there iS probable oause to believe that Davis was involved in a

financialfraud scheme andwas murderedby someonehiredby others involvedinthe fraud

soheme to silence Davis. In the past several monttrs, I have leamed about evidence linking Bantrs

and Eratay to the murder scheme. I am now seeking Google data for the period from July 1,

20t7 toJuly 1, 2018,the same periodforvfiichthe court authorizedprevious searchwarrants

associated with data involving Banls.

3. This case is being investigated by the FBI and the Vermont State Police (VSP).

Since this affidavit is being submitted for the limited purpose of zupporting a search warant

application for a single accoun!.I have not included details of every aspect ofthe investigation.

bii".pt as otherwise noted, the information contained in this Affidavit is based upon my personal

knowledge and observations, my training and e4poiencg conversations with other lavr

enforoeme,lrt offi.cers and witnesses, and my review of documents and records.
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hobable Cause

A. The.AbductioeandShooting

4. On January 7,2078,YSP responded to a homic'ide in Bamet, VT. The victina,

identified as Crregory Davis, date of birth October 27,1"968,was found partially covered by snow

near the base of a bank on a pull off area n6ar the west side of Peacham Road. Gregory Davis

was found handcuffed and had been shot multiple times in the head and torso. Davis resided at

884 Haq/kinsRoad, Danville, YT af thetime. GregoryDavis'bodywas discovered

approximately 15 miles from his residencs. Evrdence gafhered fromthe ctime scene included

.72 caliber cartridge casings.

5. Onthe same date, VSP Detectives respondedto Davis' home and interviewedbis

wife, Melissa Davis. Melissa Davis advised VSP Det€otives tlat at approximately 9:00 p-m- on

January 6,2A18,a male olaiming to be a U.S. Marshal came to the Davis' home. This male had

handoutrq a gurq and was wearing a jacketand mask with an eye opening, both of rarhich had a

U.S. Marshals emblem. The male's vehicle had red and blue emergoncy lights activated on the

dash. The male said he had an arrest wanant for Greg Davis for racketeering and that Greg Davis

was going to be brought to Virginia"

6. On January 10, 20J.8, Agent Jennie Enrmons confirmed with Supervisory Deputy

U.S. Marshat CarI Staley ofthe BurlingtonVermont offi.ce ofthe U.S. Marshals Servicethat

Gregory Davis was not arrested by their agency. Further, it was confirmed by Marshal Staley

that there had been no active federat wmrants for Gregory Davis.

B. CnegoryDavis'BusinessDealings

7 . Melissa Davis told the YSP Detectives that Davis had been involved in the oi1

invesfinent business and had concems about his bwiness partrers being involved in fraud. I
parficipated in a follow-up interview with Melissa Daris on January 8, 2018, during vfuich

MelissaDavis stated:

L Melissa Davis and. Gregory Davis were married with six children. At thal time,

MelissaDavis was pregnant withthe couple's seventh ohild. Their family has lived inVermont

for approximately t}t . y"um. At the time of Gregory Davis' deatJq the family was living at 884

Ilawkins Road, Daaville, Yermont.

b. Sometime after 2011, Gregory Davis told her that he began working on an oil

inveshent deal with a person named Gregory Gac. Gregory Davis contaoted Gao by phone, texf,

and possibly by email. br"gory Davis told her that he had supply contacts for the oil, and Gac

was able to tning in investors. Gregory Davis mentioned that Gac ha.d two specific investors,

Serhat and Murat. MelissaDavis rmderstoodthaf Gac had done business with Serhat and Murat

beforg and they had the means to make the investuents.

c. Melissa Davis was told by Gregory Davis that wire tansfers had taken place for

this invosfinent deal. The first one was for $30,000. A receipt was provided by Gac to Gregory

Davis showing the wire transfer from Bank of America. Giegory Davis consulted with a lawyer
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about this wire tansfer, and the lawyer told hirn it was &audulent. Gregory Davis then contacted

Gac and Gac tied to convince Gregory Davis that the deal, and tbe investors, were legitimate.

Three sgbsequentwire tansfers of approximately $10,000 eachwerewiredby Gacto Gregory

Davis, which appearedto rea.ssure Gregory Davis.

d. Gregory Davis told Melissa Davis that trro additional wires tansfers occurred

later, which came to a TD Bank account for Gregory Dafls' company, Mode commodities. The

first one was $40,000. The second, more recent tuansfer, was for $75,000. Melissa understood

that the purpose of these wires was for Gac to show Gregory Davis the investors were real and to

provide some compensation to Gregory Davis. The Davis family lived offttris money and made

some improvements to the 884 Havftins Road property. Gregory Davis told his wife tlat he

planned io talk to the FBI abou! the potential fiaud matter and that he had told Gac that he was

gorxg to the EBI.

e. After the Davis family moved to Yermont, Gtegory Davis took a job with a

com:pany inBarte, VT called Safety Klesn

. 8. OnJanuary g,Z}ls,DetectiveBakertoldAgentEmmonsthatGregoryDavis'

celhrlar phone was looated on his body in his left inner ooat pocket. The phone is an Apple

iphone. Accortling to Melissa Davis, the phone nmrber Ls 802-377-1303. The service provider

for this phone is Verizon Wireless.' The ph*. is ovmed by Safety Kleen Detective Baker told

Agent gro-o* that Safety Kleen management provided oonsent for the search of the phone'

g. Record chects oonducted by the employees of the FBI Albany - Br-rlington

Vermont Resident Agency revealed that a Grcgory Gac resides at t9705 Chartwell Hill,

Excelsior, Minnesota 55331. EBI records showthat Gac was interviewed for an FBI

investigation rogarding an invesbnent fraud matter. The investigation was based in Los Angeles,

Califomia, and resulted in the arrest of Serhat Gmrukcu in February 2AL7 .

1 0. On January g, zl1.8,Agent Emmons contacted EBI Special Agent Heather

Stacbnik of the Los Angeles Division. Agent Stachxik advisedttrat shb began investigating

Serhat Gumrukcu for a real estate investuent scheme and a cheok fraud scheme. She told Agent

Emmons the following:

a. Duringthe course of the investigation, she learnedthat Serhatwas involved in

additional fraud schemes, to include claiming to be an American doctor vfuo had a speoial cure

for canoer and AIDS, and another involving the oil in<lusfy. Serhat is a Turkish national

cugently living iu the USA. Serhat is known to be married to a William Anderson Wittekind.

b. Accordingto Agent Staobxik, Serhatwas ohargedbythe sh;te of Califomiawith

fraud-relaxed offenses that included his dealings with Gao. He pleaded guilty and was sentenced

to five years ofprobation

11. Ireviewedareportof aJuly 7,201.7 interviewAgent-stachnikhads'ithGac. Gac

advised he was an esc:row ug"ot f* Serhat. Gac claimed he met Serhat through a friend of a

friend and that Gao wrote the term sheet for aa oil inveshnent deal. The inveshnent deal was in

an oit tading company with a coqpany called Mode Lauren LLC (hereinafter'Mode"). The
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investors were Serhat and Murat Gumrukcr:, Serhat's older brother. Gao draftedthe term sheet

for the deal. Gac e4pected to recaive residuals from the deal. The Gumrukcus did not make

payments a.s specifiei in the deal's term sheet and got in arrears with the obligations to. Mode'

3".nut ended up tuansferring his interest in Mode to his brothen, Mrnat. Gac was told by a

business assooiate that the Gr:mrukcus are very wealthy and part ofthe Turkish royal family' Gac

also told Agent Stachnik tlat he had talked to ;'Crreg Davis' on the phone but had not met him in

persoIL

L2. Record checls perfomed by employees of the Albany Division - Burlington

Vermont Resident Agenin n .tLr identified Sernat Gr:orukcu The records indicate that in eaxly

201g he lived in Wei ffoiiywood, California and used the celh:.lm telephone number 310-590-

8250. The service provider for this phone is T-Mobile.

i3. I reviewed information obtained &om FBI Task Force Officer Jeffsweeney of

Customs and Border protection that shows Murat Crmnrtcra a Ttrkish national, fraveied alone

to the United States on Decemb x 78,2017, ftom Germany to Las Vegas, Nevada Murat

Gr:mrukcu,s I-94 travel record shows a Las Vegas address, '2700 2704Las Vegas, Las Vegas,

NV 89109.,, CBP system reoords show that Mrnat planned to depart from the United States on

March 28, 201 8 to TurkeY.

14. Inthe oourse ofthe FBI Los Angeles investigationregarding Serhat, an additional

person by the name of Berk Err/caywas identifi-ed as having parbrered with Serhat in a potential

fraud scheme in Las vegas, in which serhat infuoduced a pe$on claiming to be a saudi Ambian

prince to a potential victim. Acoording to record cheols perfomed by FBI Los Angeles, Etatay

showed an early 2018 address of 2700 Las vegas Blvd. S, Vn1t2704,La.s Vegas, Nevada This

appoars to bethe destination address listedbyMurat onhis I-94 idomation

15. On January 9,2A18,VSP Detective sergeant TysonKinneyreviewedtext

messages on Gregory Da*vis; phone Fwther investigation by other state pofioe personnel showed

thut Gregory Davis' pn*u had a contact for a gac@qindfin-oom, with the address: D7A5

CharriyellHill, Shoriwood, Mimesota,55331,phone: 6L2-395'5317, home: 952470-1'969'

Gregory Davis had exchanged text messages with Gregory Gas a1612'669'9441 as recently as

lamry+,zOtS.

16. Detective Sergeant Tyson Kimey told Special Agent Jennie Emmons about his

review of certain text *"rrug", contained on Gregory Davis' phone between what appears to be

GregoryDavis and Gac.

a. According to these messages, in sumrnary, it appears Gregory P€vis 
and Gac

were involved in a business veuture with investors. A contract was in plaoe with the investors'

l1e con1ad stipulated that if the investors failsd to meet their responsibilities, a $75,000

monthly late fee would be levied. As of Ootob er 20l5,the investors oollectively had accrued

over $900,000 in late fees. As of october 2016, Gregory Davis was offering seveml options to

Gac to resolve matters with the investors so thoy could move forward with the business'
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b. On December 13, 2017,Gregory Davis texted Gac the following: "Greg, it is

always best to square 
.lings 

between people. Goodness when it is the proseqsor's office it's
*rty, hard and very rmforgiving. Can we agree to seriously work to come to the table this

week"

c. On Decemb w 27 ,2077 , Gregory Davis tex0ed Gac: 'Tlappy post Chrishas. We

need to get things resolved and settled. Please advise as to vlhat they are going to put on the table

to aocomplish this. Clearly the IIBS was just another misrepresenting distraction It's been duly

noted. I look to your reply. GD."

d" On Deoemb er 28,2077, Gregory Davis wrote a.long text message to Gac, urhich

in summary, showed Greg Davis wished to termfuate the business relationship under the teuas of

the contract or, Greg Davis threatened, the relationship "conve$ely will end in a series of

indictnents, clearly bearing civil and crininal repercussions. They are in contol of hornr it ends,

but it is the end.' From tle context of the text messages, 
othey'' appeaxs to refer to Serhat and

'*' .. On Decemb er 29,Za7;,Gregory Davis wrote a text message to Gac, demanding a

settlement of approximately $980,000 to exit tlLe business deal with Gac, Serhat, and Mwa!
purzuantto their contact. Further oonversation continued atthe end of December invrhich Gac

refercnces conversatiors with Serhat

f. A final text message to Gac from Gregory Davis, dated January 4, 2018 was

located on Gregory Davis' phone vrhioh states: ooThere has now been a history of fraudulent

barking docr:mentation that has beoome the standard. In many instanoes the bantrs could not

corroborate the claims ofthe parbrers. Howevel, in some instances the bantrs very seriously

denied assooiation with the docunents and their intention. As regards the TS, all have had a hand

in crafting it. Mmat himself was directly involved the late sheet segment, to vfiich we gave NO

rebuttal. This was then fully exeqrted. We have srffered mr:ltiple banking debacles which of
itself are YERY serious instances. Therefore, as we've discussed it would be prudent to address

the ogtstanding accormting. Have Murat and Safiatpresent something to speakto. Let's

hopefully close that matter and move forward. Withod this orn hands will be forced to tunr this

into authorities uihich neither party wants. Please bave an honest but serious discussion with the

brothers as regards all of the ubor" and let's re-congregate to resolve the immediate matler and

discusshowwe canmove forward. Regards, GD."

17. OnJanuary LL,2A!8,Iparticipatedintheoxeoutionof asearohwa::ant at19705

Chartwell Hill, Excelsior, MN, the re,side,nce of Gregory Gac. Gac was also interviewed by me,

along withVSP Detectives. Gac stated:

a- Gac ovms a company called Quadrant Financiat vihioh he runs'out of his home in

Excelsior, MN. Gac conducts invesbnentbusiness withbrothers, Serhat andMrnat Gumrukcu"

The bro&ers ovn a business called Lauran Trading which is based in Oman Serhat and Murat

have been working with Gac on deals for over tlree years.
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b. Gac met Gregory Davis througfu other business associates. They have never met

in person and have only communicated. tlirough phone, text and email. Gac put together an oi1-

related deal with the Gumrukcu brotlers and Gregory Davis. Gac is aware that Gregory Davis

has oqpressedfrustrationwiththe Grmrukcubrothers'failureto perforn ontheir obligations in

the deal. Gac advised that a third, $40,000; payment is still due to Gregory Davis. A total of three

paSm.ents, totaling $100,000, were to be paid to Gregory Davis in lieu of the large lafe fee that

had been accrued by the Gumrukcu brothers.

c. Gac advised that in February 2016, Serhat told Gac that Murat was upset that

Gregory Davis had called officials at ttre National Bank of Abu Dhabi to veriff that Serhat and

Murat maintained accounts there. The bank did not provide an answer to Gregory Davis, but the

brothers learned of this inquny andMuratwas angeredbecatrse ittlreafenedthe brothers'

repgtations at the bank. n*iog the search watrant at Gao's residencg Gac's notes regarrling this

matter were located and the notes reflect that Murat was offended.

d. Gac doesnotbelieve GregoryDavis andthe Gumrukcubrothers have evermetin

person though they have talked in conference calls. Gac does not believe Gregory Davis and the

Gumrukcu brothers ever spoke directly outside the conference calls.

e. Gac sommunicates with Murat exclusively th,rough email, Serhat has told Gac

that no one is provided with Murat's phone number.

f. Acoording to Gao, while Serhat is the main point of contact for the brothers,

Murat is in control of the money.

g. When the interviewers told Gac that Gregory Davis had been mr:rdered, Gac

claimed to have no knowlefue about the murder.

h. On January 12,z1l1,Serhat told Gac that his brother was amanging for the third

payment to be made to Gregory Davis and direoted Gac to contact Mrnat via email about that

palment.

i. Gac noted that penalties for not completing the deal, or fi:nding the deal, were

$75,000 per month, per the term sheet vrhich was agreed to by all parties and executed a couple

of years ago. Davis could sue the Gumruckus per the term sheet.

j. Gac said that about a year ago Davis was ooreally, really upsef' and that oMurat

was pretty gpset as a result of that and said you know wbal, we'Il do this hansaction with Gregg

but we're not gonna do anything else. I don't want to deal with this kind of guy. . ."

k. Gac did not recall providing an address for Davis to the Gumrukcus. Specifically

Gac said there "Would have beep no reason for me to reloase it (Davis' address) to Murat " But

tlien stated '1 think they probably knew he. lived in Vermont. I'm sure that would've been

something that just came up in passing, you know, the Greg's in Yermont or something like that.

I don't know for sure, but it wouldn't be unusual for me to mention that."

1. Gac also said, "I have absohrtely no indicationthat these grys ever inteirded

anybodybodilyharm."
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18. On January 26,2}!8,Agent Emmons spoke to VSP Detective Angela Baker

about her review of the contents of Gac's phong qlhich was seized during the aforementioned

search warrant at Gac's residence. According to Deteotive Baker, Gac's recent texts with
Gregory Davis me consiistont wilh those found on Gregory Davis' phone. Further, Detective

Baker observed Gac communicated with Serhat al ttre telephone numbff 301-590-8250.

a- Detective Baker observed that Gac alerted Serlat to Gregory Davis' discoatent

with Seihat and Murat On Decemb er 29,2A17, Gac forwarded the aforementioned December

28, 20L7 tort from Gregory Davis to Gac along to Serhat" In this text, Gregory Davis stated that

he believed he has witnessed fraud and alluded to potential civil and criminal repercussions. On

prior dates, dating bask over ayeffi,Gac summarized intextmessales to Serha{ Gregory Dayrs'

anger about the business dealings with the Gumrukou brothens.

b. Lr the fal1, of 20t7, ilm.erous texts were sent to Serhat from Gac regarding

Gregory Davis' oommunications with G"o, to include a September 77 ,zAfi text to Serhat

stating, 'oGtegg is going balistic, and I don't know if I can conAol ?u-m anymore. I heard from

Murat that he was retun:ing to Mami today or tomorrow; but nothing qpecific about meeting.

I've heard notliing about meeting with your parents, and nothing from Mmc. I11 be getting a call

ftom Gregg soon, and he's going to e4plode." Further, on Septemba25,20l7, Gac texted

Serha! stating, "I'm getting naslygrams from Gregg Davis. Anything I can tell him? IU reach out

to UBS shortly," and on October 3L,2017, o'Thantrs forpinging Murat. Om friend is all over me

again." And, on December 13,2017, Gac texted Serhat, o'Gregg Davis is getting antsy again, and

I haven't heard from Mwat in four weels. Gregg wants to see a path forward with ML. . . . I
believe he's on the road to prosecution again, believing there's no fiSure."

19. I have spoken with EBI personnel vlho have been reviewing bank records

obtained during the investigation, including bankrecords for aU.S. bank account in Serhat

Grmarukcrr's nam.e. Those bank records show that between March 2017 and October 20L7 ,.

Serhat received fimds from an unknown Turkish bank account totali:ng over $220,000. Some of
these fi:nds appearto be have fundedthe pa;ments to Gao and Davis.

20. On February 9,2018, a searc,h wartant was served on Google for records and

information assooiated with m@:com and serhatgrmrukcu @gran .com+

v,hich had been identified through Gac directly or Gac's elec,tonio devices. Google retr:med

records related to this warrant on February 28,20L8, some of sihich have been reviewed. The

review of the email msssages conoborates that the Gumrukcu brothers, Gao and Gregory Davis

were involved in a business deal, aud that Davis was applying prcssure on the Gumrukcu

brothers bytlreatingto go to the authorities aboutthe Gr:mrukcus' fraud. Moreover, the emails

show that Mural e4pressed anger at these threats. In late 2015, Murat told Gac that he was

finding Gregory Davis' behavior'tnacceptablq'tlathe was'tighly disturbed" andtlat he clid

'T(OT wanna hem ridiculous and vulgar tlreats from him" because his 50k payment was on the

way. About two weeks after this email, Murat wrote to Gac, e:r.pressing more frushation with.
Gregory Davis, stating (in part), "As planned, we will initiate this trade to shut tum. up but I
doubt our parhrership will smvive longer tlan a couple of liffs .. . He called me a ftaud a seoond

will be no third time. I am trying to olean a mess here and all I hear are tlneats. . . . If

7
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he will harm you or Serhat in any moans I will make sure I will find something to return fhe

favor," The rocords fi:rther showthat onDecember 13, 20L7,Gac wrote an email message to

Murat, inpart stating "Gregg Davis again has expressed concern and frusfation atthe lack of

progrcss and at the ubr.o* of firm direction in proceeding toward implementation ofthe Mode

f,** pogram. I fear he may pur$ue a 'nuclear option' if I can't offer him clear guidance on

how we are going to move forward."

21. On March 16,20L8,H8I personnel in Las Vegas oonducted a search warrant at

the residence of Berk Eatay u&en Murat was present at the residence. Multiple phones and other

computer-related items were collected, andMurat was interviewed. Mlnat claimedto have

difficulty speaking and understmding English. Mrraf adamantly denied ever having any

communication with Gac and stated he only knew of him through his brother, Serhat Mumt

stated he has no knowledge about,the deafh of any business partrer of Gac's. Ia:w emforcement

has'noi completed areview of these devices, inpartbecause of translation diffi.culties-

C. The911 Phone

22 . I listened to a zuqpicious 9 1 1 call made around the time of Gregory Davis'

kidnapping. The call took plaoe approximately t5 to 25 mimrtes prior to the kidoafntlg-11!- ,
within a mile of Davis' residence. The VT 911 catl center received a call from (802) 473-0535

at 8:40 p-m.. on January 6,201.8. The 911 call center's technology identifiedthe call as coming

from a looation onNorth,Danville Road, Danville, VI, only a short distance fromthe Davis

residence.

u During ttre oa]l, a male stated that he shot his wife and was going to shoot hinnself,

and gave an address of 71772 Cross Road (with no town information), affer which the caller

n""e rrp. The call fuformation was relayed to VSP in St. Johnsbury, Vermont. VSP attempted to

locate a Cross Road inthe St. Johnsbury areawithout suooess.

b. VSP thereafterrequestodthatAT&Tpingthephoneinquestiondueto the origent

circrmstance. Several pings were oonducted. The ping information showed that the call came

from tle North Danville Road location It was leamed ttrat the phone was a prepaid phone with

AT&T servioe with no subscriber information available. After VSP checked the Norlh Danville

location and several possible Cross Roads outside the town of St. Johrsbury, the niatter was

closed. At that time, Gregory Davis' body had not been discovered-

23 . On January 1 5, 20L8, AT&T responded to a search warrant for information

associated with the celluiax number (802) 473-0535, ulhich placed the suspicious call to 911 on

January 6,20l8,near the time and locqtion of Gregory Davis' kidnapping.

24. The dataprovided by AT&T was rwiewed by Special Agent James Wines of the

HBI's Cellular Analysis Survey Team. After this review, and consultationwithAT&T security

personnef Agent Wines advised that the phone was a prepaid phone purchased at a Walmart on

i**y 5, 2018. The records showed only two calls made by the phone, a four-seoond call to a

Piw;-mIt in St. Johnsbury, YT at 4:14 p.m.on January 6 and the 911 call at 8:Ap.rL on

Janriary 6. The phone used only two seotors of the same oell towet, looated in St. Johnsbury,
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YI, for all ceil site activity. Agent Wines also advised that this phone *ry *ql{"d, meaning

that it could operate on the netwolk, shortly before 4:00 p.m. on January 6, wittrin minutes of the

PisaH:,alcall.

25. Agent Wines advised me that he leamed from contacts at IMalmart secrnity that

the prepaid phone was purchased with $100 cash on January 5,2At8 at 4:14 p.rr' at the Walmart

located at 100 Supercenter Drive, Clearfield, PA. Agent Wines forwarded numerous security

oamera images of thr inaviau* purohasing the phonq which were obtaineil from walmart

security. me images show abearded, aduii white male purchasing the phone. The male arrived

and departed in a vlhite Ford Explorer. The cam.ora footage indicatep the vebicle parked in the

Walmart parking lot around 3:5! p.m. and exited the 1ot around 4:t7 pm- A &ont license plate is

not obserred on the Ford E4plorer. A rear license is observed on the Ford Explorer' The rear

plate is light in color and.pp"*r to be white. Numbers and/or letters are not reco guzahle on the

reat plate.

26. On January 19, 2018, I leamed that EBI pesoonel in Pennsylvania had canvassed

gas stations and other locations in the vicinity of the \Yalmad at 100 Supercenter Drive,

Ct"rrfAE pA, to determine if additional r""*ity camera footage of the bearded, white male

and/or the qrhite Ford Explorer oould be located. Additional video footage of the suspeot male

andvehicle were located at aBP gas station at14624C1earfie1d ShawviUe Highway, Clearfiel4

PA 16830.

27. I reviewed stills of this footage, v&ich inctuded images of the bearded, white

male and the white Ford E4plorer, and they appear to be the same person and vehicle shoqm in

the Walmart seourityvideo. tn" sirspectmalipurchasetl gas atthe BP station. I sawulhat

appears to be a smartphone in the suspect male's hand. A time stamp on this video put the stop at

,Ui g* station in the i:27 p.m.time perioa on Jamrary 5, 201 8 . My review of the reports of the

,g."tr who tavelledto Clearfield, Pennsylvaniaindicatethe displaytimes ftomtE gas station

secgrity footage qppear to be plus six or seven mintrtes relative to the actual time. The person

depictedint1" stiU images does not appear consistentwithphotographs obtained of Gac or either

ofthe Gumrukous.

Zg. In early March 2018, I learned &om Agent 
'Wines about his review of certain

AT&T tower data obtained as a result of searoh warrants issued by this court in January 2018 '

Agent Wines received a list of oellular devices connecting to atower covering tho area of

CGurnaa, pennsylvaniq vlhere the 911" Phone was purchased- The daJaincluded devices

connecting to the tower at or about the time the 911 Phone was purchased' Agent Wines

compared this data to data he received listing cellular devicss cornocting to a tower covering the

** of p*ri11e, Vermon! where the abduction took place. The data included devioes

connecting to the tower at or about the time of Gregory ourit' abduotion- only one cellular

phone was common to both sets of data, and it was a device 'with phone number Q}D 2A8-7 436

and IMEI number 86423703243563 (the'201 Phone').

D.
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Zg, FurtherinvestigationbyAgent\Mines determinedthatthe devicethat oonnected

to towers in Peonsylvaniu *d D*ri]]e, Vermont, is an Androitl oell phone purchased at a

Wajmaxt located atzlLsoutheast Salem Stee! Oak Grovq Missouri onNovembet L3,20L7 at

approximately 1.0:58 a-m., and additional servioe (min1ltes/data) for that phone were purchased at

aWalmartlooated at2025W. Business Higfuway 60, Dexter, Mssouri onJantrary 4,2A18 at

approximately 10:20 Am. Agent Wines oUtainJ receipts for these purc'hases, ulhich show these

frichas"s, like the 911 Phone purchase in Pennsylvania on January 6,2018,wer1 eachmade

with $100 cash. The details on the receipt suggest that the oustomer paid with a $100 bill for all

three pr:rchases.

30. I obtained a search warrant for historioal cell site and location information for this

phone onMarch2 ,zlll,fromthis Cor:rl AgentWines andJhaverevierredthe information

obtained &om this wa:rant. Analysis ofthe data shows the phone assigaed number (201) 208-

7436 firstinteracted with cell towers in the area of Monte Vista" Colorado for a b:ief time on

December 29,2017 between 10:00 am. and 1:00 p.m. The phong next interaoted with a cell

tower inthe moa of Dexler, Missouri &om 6:00 p-*. f*"uty 3,2018to 1 p'm' January 4'2018'

Thereafter, the phone interactedwith cell towbrsnear roads following apath in anorthem and

eastern direotionthrougfo U.lirois,Indiana and Ohio. Analysis ofthe data shows the phone

interacted with ceil towers inthe colunbus, ohio, area for atime period botwoen 7:30 p'm'

January 4, 201.8to 1 1 :2g a-m. January s, zotg. The phone thereafter continued to interact with

sell towers neax roads tlrougfu Pennsylvania, New York and Connecticut' Analysis of the data

slrows the phone interacted for a periocl of time with cell towers in the area Southington,

Connecticu! from 12:00 a.m. to i0,00 r.*. onJanuary 6,20t8' The dalashows thephonethen

continued througfr. Massachusetts and a:rived in Vermont on January 6,2AL8, at approximately

1,L:37 am. The phone then traveled nort}, coosistent with tavel on Lrtestate 91, and arriveil in

the mea of St Johnsbury, Vermon! at about 1:30 p.m. Throughoutthe aftemoon Ad into the

evening of January 6,2ll8,the data shows ttre phone was inthe areas of St. Johnsbury and

Danvillo, VermonL The phone remained in the general area in urhich Gregory Davis' abduction

took place (at approximaiely 9:00 p.m.) and vlhere his body was recovered the nexf day' After

uppro*i*utay irZA p.*.,the phone appears to have taveled sor:lh out ofthe Danville/St'

Johnsbury area, consistent witn navei on hrterstate 91. The last reported cell site or location data

was at 10:01 p.m., after which the phone had no more interaction with the AT&T network' Based

on this infornation, there is probable cause to believe that the 201 Phone was used by someone

involved in Davis' abduotion and mrrrder.

31. Further analysis of the dah, shorrs that during the fravel to Vemaont the 201

Phone passed tlrough the area of Clearfield, Pennsylvania at the time the 91 l" Phone was

prnohased at the Walmart in Clearfield, Pennsylvania

32. I have aitempted to obtain information &om Googl.e aborrt the use of this phone

by subpoena and search walaanit, but have to date been unsuccessfi:l in obtaining any useful

information from Google.

10
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33. I consulted wifli uatthew Fyie, Manager, Design Analysis Engineoring, at Ford

Motor Compann to determine the model *a y.* range ofthe Ford Explorer observed in

photographs and video obtained from clearEela, Pennsylvania- Fyie told me that the clearfield

B>qplorer wus a2013 b 2l$polioe Interceptor model. IIe noted that the Clearfield Explorer was

pictmed with Ford Explorer XLT qfuee1r, *hirh *"r. not an option for ths 2013 to 2015 Police

hrterceptor models. Fyiq provided photographs of the three,wleel Syles offered fo1]hose Police

trterceptors, each of vAicn is different from the )(LT r4rheel' Fyre suggested the )O-T urheels

were installed on the vehicle at a later time or as an after-maxket change' Ford later provided

information, including VIN numbers, for the 17 }gt$hite E:rplorer Police Inceptors for model

years 2013 to 2015 manufactured and sold by Ford'

34. The Vermont Intelligence Center $ruq conducted searches to identify and find

vehicles of interestbased on oertainparameters/ctiteria (vehioles registored in states of interest'

in this case Colorado, vehicles sold at auotion with high mileage, and vehicles with sales or

service.records that -occrned around the time of the kidnapping and homiside')

35. Leads were generated to looate the vehicles of interest and identify the oqners at

the time of the kidnappinglhomicide. One lead was sent to Colorado Bureau of Investigation

(CBD Agent Joseph Ckhi1l, q/ho was then assigned to an FBI Task Force' This partioular 1ead"

based onthe additional research and identifi.ers provided by the Vetmont Intelligence Centel

(vIC), was specific ta a2ll3Ford Exploror witn vm ffiM5K8AR6DGC73609' CARFAX

ororO" indicated that on October 6,2AL7, a2013 rafuito Ford Explorer from Higfoline

Antomotive Inc., YIN IFM5K8AR6D GC736Og,was osered for sale. Mileage ontho Erplorer

atthetimewas 117,L38. OnDeoembu22,20L7,theFordExplorerwasservicedatDowneyCar
Center, Downey, California per CARFAX records. Mleage on the Ford Explorer at the time

was 130,404. CARFAX records indicate the mileage on the vehiole was 137,168 on March 16'

20l8,the next time the vehicle was offered for sale by Marimr:m Auto Searoh'

F. Identificatiog of JerrY Banl<s

36. Agent cahill and cBI Agent Kevin Koback conducted interviews in connection

with.the Ford E4plorer and the dealership, Higlline Automotive, rphich is located in Denver'

Colorado. Prior to the interviews -y pr"tlrirlry reviow of the CARFAX records suggestod that

Higloline was renting the Explorer at tle time ofthe abduction and murder of Davis' Agent

Cahitl provided me verbal and written reports of the interviews.

a- Record checls revealed that Vyaoheslav "(teve" Isl&akov was a salesman for

Hig$line Automotive. The gwner of Higfuline at the time of interest was Amlrm Iskhakov'

Steve's fafher.

b. Steve Istfi.akov was interviewed on 2/1 gnAZO.Islfrakov stated that Highline

Automotive purohased the Explorer h 2017 and offffed it for sale in late z}fi ' Higlline sold

the E4plorer but it rruas later returned to Highline, and the Explorer was finally sold to a different
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person later in 2018. Carmine Gulli dealt with the first buyer. Islhakov said he would obtain the

ieal jacket &om his storage unit. Isltakov noted that Highline paid for no significant

modifications or changes to the vehic,le.

c. Carmine Gulliwas also interviewed on Ztlg/2}20. Gulliwas aHiglline

Automotive saleqperson and its finance marag,er. Steve Tslhakov was his boss. Gulli recalled

the initial sale of Ford. Explorer * Police lderceptor. The buyer said he *lived offthe grid" near

the New Mexico border. Gulli recalled there were finanoing probleno,s with the buyer. The

buyer had had no real credit score, the buyer o?as a ghost.' Gulli reoalled there was a female in

u bro*o 70,s Dodge *dualM' style pickup truck with the buyer vlhen the buyer later returned the

vehicle. Gulli looked at a piloto pu"t Af tn vehicle of interest and recalled that at the time of the

initial sale the Eqplorer had cutouts for police equipmen! oo driver's light but there was a hole,

Gulli lookpd at the Walmaxt security camera photographs and stated he felt it appeared to depict

the same person as the brryer but with more facial hair.

d. Steve Iskfi.akov was interviewed again on 2126t2020. Ist&akov provided CBI

Agents wittr docriments, including the original Higbline Automotive sales jacket for the

Eiplorer, vihichrefleot atansactionwithJenyDeaaBartrs onll/1.6/2A 7 Is}hakov saidhe

o"r", nuO anyone drive so many miles on a car in the short period of time Bantrs had the

Explorer. Iskhakov reviewed the photograph package of tho vehiole of interest and stated he felt

the wheels were consistent with the ones on it vfuen Highline was in possession of it.

e. Mark Wilcox was interviewed on lUarch 7 ,2019 by Agent Cahill. Wilcox is the

Chief of Mountain States Emergency Medical Services in Denver, Colorado. He is the ourrent

owner ofthe FordE4plorer of intercst. WilcoxpurohaseditonApril I7,2AL8 fromllanimr:m

Auto Search in Englevrood, Colorado. Wilcox recalled the person he dealt with at Maximrm told

him tbat the E4piorer ** b"iog sold on consignment for Highline Automotive due to a pending

baltrruptcy. The XLT wheels can be seen in a photograph taken during the time of the interview.

37. I spoke with S/ilcox on April 15,2020. Wilcox conf:med that the same XLT

u&eels were on the Explorer rnihen he prnchased it from Ma:rimum Auto Search. Wilcox also

told me the Explorer did not have a spottight attached on the driver's side I lhen he bought it. I
note that the Clearfield photos, $lhile not clear, do appem to show a spotlight onthe driver's side'

This lighq even if present, could have been attached while Bantrs had the Explorer and removed

before Baols retr:rned itto Ifighline Automotive

38. I have reviewed the Higfrline Auto sales information- I found the following

information regarding the sale/purchase of the 2013 qrhile Ford Explorer:

a- p*.h*.rr Jerr5rBanks, inoluding his date of birth and social seourity ni:mber;

b. address: 1179 Pfotenhauer Road, Fort Garland, CO 81133;

c. phonenuaber: QD) ABA'3879;

d. email address: banksavs@groai1.com;

o. additionalphonenumber: QL8)298a328;
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f. registation information: plate 8094536 for the 2013 white Ford Explorer;

g. Progressive Insuranoe, policynumb et917738127, effective 1'aD6/2017 to

4t26t2018, for tbe Ford Explorer ardat999 Ford F350;

h. pwchaso ddte: LL66D017 with mileage reading of 117'138;

i. surrender date:1/242018, docrments-indicate "miles andusepaidfot''and "loan

is being vni6en ofl no harm to borrower." A reoeipt for the additiofl 'hiles and

use" iidicates Banls paid $1,500 in cash when he surrendercd the vehicle;

j. Banls o.surrsodered" fhe Ford Explorer to Highline Automotive Lrc.

39. I also reviewed records provided by kogressive Insmance involving Bamks'

pr:rchase of the 2013 Ford Explorer. fn" m"*"a is fisted as Jerry Bantrs with phone nr:mbers

ieetl Ul-5327 atd(719) 43&3879 and anemail address ofbanlsavs@gmai1'com' Theprimary

.use ofthe vehicle is iesignated o?leasure." This vehicle was added to the polioy on'7A/26D0L7 '

This vehicle * ,*orJd &om the policy on,1t25120l8. Bads provided a valid Arizona driver

license of D0g37g473. His emplo;nnent was noted as police/fire/security with an oooupation of

oorrectional or probation officer. gurlo also insured a1999 Ford F350 Super Ddy YIN

1FI"WW33I)OGA1344 3 aad a2003 Land Rover Disoovery tr YIN SALTY16423A789183'

40. I have reviewed Colorado driver's license information about Banks' On

December 78,2A17,a CoLomdo driYer's license was issued to Jerry Dean Robert Bantrs' The

colorado Driver,s Licensenumber is170647692. The license expires 9/22na22 andthe given

mailing address for Banks is 1.L79 Pfotenhauer Roa6 Fort Garland, co.

41. I have also revielryed Colorado vehicle regismation information about the

Highline Explorer. Those records show that Ban}s got a temporary regisbation for the E4plorer

first on LADltlT,consistent with the Progtessive Insurance Records. The Colorado regishation

records fi:rther show that Banls got a seoond temporary registration for the Explorer on

l1/t6/I7,the purohase date in tle Higrune Auto reoords. The temporq Wissued on'LL/L6lL7

wasB094536.AgentCahill,ulhoisfa-'liarwithColoradotemporaryregisfationtags'toldme
that those tags are vlhite in color and made of paper. Colorado only issues a temrporary tag for

the rsar of car not a seoond for the front. This kind of temporary tag is consistent-with the images

from the Clearfield Explorer, ulhich had a Ught colored rear tag and no &ont tag' I cannot make

out the tag number from the Clearfield images.

G. The (719) 4E0-3879 Phone

42. I have reviewed reoords from Verizon Wireless that identify Jerry Banks as the

subscriber ofthe phone withnumber (719) 480-3879 (the "7L9 Phone') during the relevant

timeframe. The device used was a Samsung Galary Note with IMEI 352A 7509 LL78 25L'

Baoks is the effective subscriber tuomL0lz0/2017 tbrougfu LLISDA1j8. Phone number (66L) 433-

5327 islisted as lanks' home phone number and work phone number'

43. I have also reviewed Verizon Wireless Billing Statements, I fuich showthe

location ofthe Baols phone rvhen oalls are made. I have confirmed with Verizon

13
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Wireless personal. tlat this location information is associated with the cell towers and switch

connectingto thephone atthe time of calls. I also lear:redthatVerizonWireless maintained

*or" pr"Jre location infomation for this phone for only approximately one year' I formd the

following locdions of note for this phone in the BiIing Statements:

a- on 1012612a17, acall from this phone originated in Denver, co.
b. on 12l13l2}l7, acall from this phone originated in Dexter, MO.

c. on"12l28l2Afi acalJ.fiomthisphoneoriginatedinAlamosa, CO.

al. Onl2tZ9t2017, another call ftom this phone originated in Alamosa CO, vlhich is

close to Monte Vistq Co. As noted above, theZfiphou" first interacted with oell towers in the

area of Monte Vista, CO on 12129120t7.

e. on 7/2l20ls afit/312018, calls fromthis phone originatedinDexter, MO. As

noted above, the 201 Phone interacted with cell towers in Dexter, MO on l/3D018'

f. No calls are made between 12:59 p.m. on7BDAL8 a[LdLl712018, vihenthe 201

Phone was aotivelY being used.

g. on'l,llaafi, at approximatd 9:24 p.m.,a call from this phone origirated in

O,Falion, MO, which is along l-ZO i" Missouri. fni time between the last use of the 201 Phone

and this call on the 719 Phone is approximately 25 hours. Google lvlaps shows that driving time

from Bame! VT to O'Fallor, MO is approximately 19 hours'

h- On 1/g12018 , a calLtom tlis phone originated in Alma KS. This call takes plaoe

approximately L5 minutes after the Kansas ffign*ry Patrol car stop of Banks in AlrA KS'

iescribed below. The call comects with (573) ML47g8 for approximately 20 minutes'

i. On, L/9/20L8, multiple oalls are made from tlis phone, all originating in Colorado

(Alamosa, Sanford and Colorado Spring$.

M. Banks, use of the 719 Phone is consistent with him buying and using the 201

Phone.

H. The (660 433-5327 Phone mrmber

45. I reviewed Verizon Wireless records obtained for the phone using numbor (661)

433-5327 during the relevant period. The subssriber is Al1 valley Solar (AVS). The IMEI is

9900 0435 4670 SZ4, The mailing address for the bi[ing statement is All Valley Solar (AVS),

12623 Sherman Way Ste. A N. Hollywood, CA 91605. As noted above, Progressive reoords

show that Bants proviAea this phone number as his woik phone number, and Verizon Wireless

records for the ?19 Phone show Bartrs provided this number as his home and work phone'

46. The 661 phone reoords also show approximale looation iaformation for the calls'

on the mbrning of Ltl18DA17, three calls were made from this phone all originating from

Bamet, Vermont. T:heTtgPhonerecords showno phone activitybetween Ll/1'01t7 aItd

nDAlfi,while Banls was appaently taveling to Vermont'

L The (.573) 421-4798 Phone num.ber

t4
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47 . I have reviewed AT&T records obtained for the phone using (573) M1479&

Jami Machovec is the user ofthis phone fuomtZllTDOl7 througfo 8n6n}1,3,user address 1206

E Stoddard Stee! Dexter, MO 63841, home email chov47@wul.aom. The IMEI is 3104 1002

6681 0s0.

. 48. TheAT&Trecords showthatbetween 12lL2lL7 aadl'l3t/l9the (573) 4214798

number is intext commrmicationwiththe (71\ 4SA-3879 numberhundreds oftimes, vhich

zuggests to me that Machovec has a ciose relationship with Banks. There are no text

communications between the phones dr:ring the following disirete time periods @orns are listed

inUTC):

a^ 12/23111from 18:05 hours through 12127/17 at1'6:43 hours

b. 72Z9/L7from21:5ghoursthrough LZB||LT *L8:Z4hours
c. ll4ltS from 15:00 hours ttrrough 1lS/18 at 16:08 hours (this period overlaps ttre

time period between the approximate time of the purchase of the 201 Phone minutes at fle
Dexter \falmart and approximate time ofthe first oall made onfhe 719 Phone on 1/8/18 from

o'Falloq'o"""" 
&om 15:44 hours tbnough 1/t5/L8 at73:lghours

e. LlzAl$from 15:38 hours thror:gh 1/22lLS atll:45 hours

f. l/26/LSfrom2Z:3|hours to 1'128/18 at 12:06 hours

J. Kansas Highway Palrol vehigle stop

49. Basod onreviews of law enforoement contactwithBaJlks, I disooveredthat on

USl2Afi at approximately 1:48 p.m. Central Standaxd Time, a taffic stop was conducted by
' 
Kansas Highway Patrol Technica1 Trooper Clark in the vicinity of mile post 337 on I-70

Westbormd in AIma, KS. I have revierred reports abord the stop. Jerry Baols was operating a

rrhite Ford Explorer. Binls was stopped for a lane violation I spoke with Technical Trooper

Clark and reviewed a DYD recording of the tuaffic stop he provided. Trooper Clark desqibed

Bantrs as exhemely neryous. The vehiole contained multiple law enforcement items including a

gun, tactical vest and law enforcement eq.rripment Trooper Clark noted the back seat of the Ford

Explorer was folded down and a matkess was observed in the middle to back mea of the

E:qplorer. The Call Summary Report indicates'the vehicle that was stopped was a 2013 white

Ford E:4plorer with YIN 1FM5K8AR6D GCffi6A9 and Colorado plate 8094536.

50. On.31312020, I reviewed aDVD copy of the taffic stop conducted by Technical

Trooper Clark on 118/201 8. Jeny Banls said that he was traveling from Dexter, Missoui.

During the tmffio stop, a phone can be heard dnging inside the Ford Explorer. The phone

ringtone is oonsistentwith a samsung Galaryphone standardringtone

51. I compared the video of Banls from the car stop to the photoslvideo from the

Clearfield, PA Walmart prnchasing the 911 Phone and BP gas station, desoibed above. Banks

looks similar to the person in the Clearfield images.

15
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52. I compared Banks' voice inthe video to the voioe ofthe 911 caller. Bantrs' voice

sounds similar to t},e 911 caller's voice.

K. Banksavs@.gnail.comemailacoount

53. I reviewed Google subscriber records for the email address Banls provided to

Higfoline Automotive, lanksavs@mail.com. Jerry Bantrs is the subsoriber of the email account.

He wes bankspes@gmail.com for his reoovery emaiL. The aocount was created on6/512009.

SMS (exts) are connected to phone number 01r 45A4879 (the 719 Phone). The Google

aocount D is332795558920. The subscriber services listed are An{roid, Gmail, Google

Calendar, Google Chrome Sync, Goog[e CloudPrin! Goog1eDrive, GoogleHangouts, Google

Keep, Google My Maps, Google Payments, Google Photos, Google Play, Google Play Musig

Goog[e Services, Goog[e Voice, Has Madison Aocount Location History Web & App Activity,

YouTube, andiGoogle

54. On Apri122 ,2020,I obtained a'search warant for information from the

banfusavs@grrail.com account. I and other investigators working with me have begun reviewing

the information..We have identified a number of pieces of information in the Google datathat

fi:rther sgpport the conclusion that Barlrs was involved in the shooting of Greg Davis, inoluding

the following:

a- 'Within the Google m4ps data there are a nr.m.bet of pieces of information

includingsemchesforVermontonOctober !0,2A17,December 12,20L7 andJanuary 4,2018.

b. Withinthe Google searchhistory dataar:e anrmber of pieces ofinformation

including searches for: ExplorerPolice Interceptors for sale on October 26,2017;FordExploret

Police Interceptor rims as well as steel wheels and a police spotlight on Ootober 29,2ALl; ARC-

22 .22 LR Conversion Kits on Decemb er 17 ,2Afi ; and body annor on Decemb et 26,2A17 . As

noted above 22 cahber ammunition was used to kiIlMr. Davis.

c. Within the Google location information are fhousands of GPS coordinates

including ooordinates showing thatthe Google account user was atthe Dexter, MO Walmaxt at

9:2A *m. onJanuary 4,2018,the same time the minutes were purchased for the 201 Phone.

Thor:gfothere are hundreds of pieces of locationinformation onmost days, there is no location

information for certainperiods oftime inoluding: 1) between 9:51 a.m- (CST) on January 4,2418

andg:2|p.m. (CSTI onJanuary 7,2A18 2) between 3:53 p.n:" (CST) onNovember 11,2017

and 11:09 am. (CST) bnNovember 13, ZAfi;and 3) 2:37 p.m (CST") onNovemba 13,2017

andg:L7 p.m. (CST) onNovember}I,zAfi. Asnoted above, the 201 Phone was purchased in

Oak Grove, MO aJ 9:58 a.m. (CSD onNovemba !3,2017. OnNovember l3,2AL7 at 11:09

a.m., when the location information was tumed on, it shows the user 50 miles east of Oak Grove,

MO on Interstate 70. ftrterstate 70 also tavels tbrougfu Oak Grovg MO. This information

sqggests to me that the user was in Oak Grove at the time the 201 Phone was purchased-
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d. Withinthe Goog1e email dataaxenumerous emailswithinformationrelatedto

purchases includingthe following: 1) OnNovember3,2}l7,an order confirmation emailto

ierry Banls aescribing Ae purchase from Amazon of a public safety scalmeq 2) on November 8,

2017 ashipping confirmation email to Jerry Banks for a blue/red flashing modes; and 3) on

December 2A,20!7,an email containing a Pannl purchase oonfirmation to *Jerru Banls' for

purchases of an Antique Gold Marshal Badge, a US Marshal Shoulder Patch and a US N4arshal

e,mbroidery patch-

55. . The Google d.ata also provides evidence that Bads was using Tinder, a dating

app, on his phone dmid the relevant period of time. $pecificalIy, the Google data includes a
.'p*hus" histoqy''folder. In this folder was apurchase dated t2/271I7 for Tinder Plus (Iinder)

iotn" amount of $9.99. An additionalpurchase for Tinder GoId (Iinder) was noted on 01/15/18

and again on02/12/18 and}3ll5llS inthe amount of $14.99.

Erata:r

56. One matter we are investigating is the oonnectionbetween Bads andthe

Gumrukous. The investigation to date iinL* Banks to the Gumrukous through Aron Ethidge and

Berk Eratay. I have found no oommrmications between Bads and the Gumrukcus directly. As I
describe above, the evidenoe suggests that the murder for hire scheme began at some point in or

about emly Octob er 2017. For example, the text messaging between Seihat Gumnrkcu and

Gregory Gac show that the tensions pick back up between Greg Davis and Serhat in late

SepLmber 2017. Moreover, the bantrsavs Google reoords zuggest that Bafts was involved in

the scheme before October 11,2077,vlhenhe searched for directions to Yermont.

57 . The first call made from the 719 Phone after IvIr. Davis' homicide occurred at

9:24 p.m. (CST) on January 7,2018. This call was made to 76A-22A'0478.' I have reviowed

Verizon wireless filling records which show that that nrm.ber was used by Aron Ethridge at that

time. TheTlgPhonereceivedacallfromtheEthidgenumberonJanuaryS,20ls at5:.Mpm.

(CID.

58. The banksavs Google data described above includes several conneotions between

Banls and Aron Ethridge. FiNt, ttre Google accormt contains contact information for Aron with

phone number 76A-22A-0478. Secon( the Google account shows searches for 1137 Sport of

fiogt Avenue, Henderson, NV on October 5,2017 and January 11, 2018. The Vermont Stafe

Police Infelligence Center (VIC) has reviewed Acourint data, \ rhich inoludes property sales

infomation and utility infomation, showing Aron Ethridge residing d LI37 Sport of Kings

Avenue in October 2017. The 661 Phone records shovr that Banks was in Henderson, NV on

.October 7,2017 at 1:00 p.m. (PST).

59. I bavo reviewed data from a searoh warrant return fromthe

serhatgumrukcu@gmail.com accormt. lhat data inoludes contact information showing Aron

Ethidge wilh phone nrmber 76A-220-0478.

t7
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60. As noted above, my investigation has showu connections betweenthe Gumrukcus

and Berk Eratay. I have reviewed Verizon \ilireless phone records for a number subscribed to by

Berk Eratay, 702'E36.2264, ufuic,h show nunoerous contacts between July 2017 and January

201S with a phone aumber subscribed to Serhat Gumrukcr:, 310-590-8250. Those records aLso

show contacts during the relevant period between Berk Eratay's phone number and Aron

Etlrifue's phonq inoludingfive galls on September22,2A17,two calls onOctober 10,20L7,

and a calt i nrZip.m. (PST) oa January 7,2018. The first call made after the Ethridge phone

has contact with the 719 Phone on January 7,2A18 is this oall to the F,ratay phone. Accurint.

records show that for a period before ZAfi ,Fratay resided next door to Aron Ethridge on Skjrtop

Drive in Hendersorq NV.

6t. The phone records for the Erutay and Ethridge phones also show that on

December 18;20t7,the Eratay phone was in oontact with both the Ethridge phone and the Serhat

phone. As described above, email records show that on December 13, 2A17, Gregory Gac wrote

an email to Murat fearing the 'huclear option" from Gregory Davis, and Davis text messages to

Gas showhim talking about "theproseoutor's office."

62. The banksavs Google data shows that on January 9,zAll,the user semched for

flights to Las Yegas, NV, dhioh is near Hendersoa, NV. The Google location information

shows that the user traveled to Henderson, NV on January 11, 2018. The Eratay aod Ethddge

phone records showthatthe Erafayphone was in contastwithboththe Ethridge phone and the

Serhat phone on January 1 1, 20 1 8 .

6g. I have reviewed the results of a search wa:rant obtained for Banlcs' Facebook

aocount. I have not idenrtified any communications with Facebook identities associated with

Ethddge. However the Facebookrecords support the conclwion that Ethridge met with Ba*s in
early Octob er 2Afi .The first reference to "Aron" in the Bad<s Faoebook data is a

communication with a third party on March 23, 2Al7 ,in whic,h Banlxs refers to *Aron" as o'his

buddy." The Facebook records show tlat Banks was communioating with Facebook user John

Cooper. Banlcs calls this user olvlr. Bruce." On Septemb er 24,2017, 'oBrtlce" wrote to Bantrs

thati'Aron was looking to get intouch with you-" On October 4,2017, 'Bruce" wrote to BanlG

about Bartrs' planto tavel to visit ooAron." On October 5,20l7,Banks wrote to oTlruce" 
's.lnng

about o'arons Addy." o'Bruce" responded "LL37 Sport of Kings Ave. HendersoqNV 89015." On

October g,z}!7,Bantrs wrote to oBruce" saying tlat he had retumed from the tip *at like 6am"

on October 8,2017.In early December, Banls vnote to 'Bruoe" about communicating with

Aron by *messagq" but those messages are not in the Faoebook data"

64. I have reviewed records provide by Bancorp for Banls' credit card. lhose

reoords corroborate that Bal*s made a debit card purchase in Hendersoq NV on October 6,

2417.
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65. I have examined records regarding Bantrs' tavel from Chrishras 2017 to eafly

Iaauary 2018. The Google location data shows tlat Bankq was at Ethidge's home in
Henderson, NV on Decemb er 26 and27,z\fi, The location infomation shows that between

Deoember 27 and28 he tuavelled to liis home in Ft. Gariand vlhere he appears to stay until
January 1,,2A18. On January 1,2078 he began driving &om his home, aniYing in Dekter, MO at

approximately 3:20 a-m. on January 2,2018 (CSD. As noted abovq there is no location data for
the period from 9:51 a-m. (CST) on January 4tu to g:22p.m. (CS! on Jauuary 7tu,201'8. (Dwing

that time, thez}L phone tavelled from Dexter, MO to Vermont and was in Vermont at the time

of the murder.) From January 3,201,8,rarhen the 201 Phone was turned on, until January 4e

ralhenthe location data ends (Iikoly because tbe7l9 Phone is tumed off) bothphones are in
Dexter, MO. When the looation data tumed backon January 7 at9:22 p.m. (CST) it shows the

user in O'Fallon, MO, the same location as ttre Verizon reoords show for the phone call placed to

Etlridge at9:24p.m (CST). The location information shows Bankq driving home to Ft. Garland,

CO and then driving to Henderson, NV, where he arrives on January L1,2078 at approximately

2:35 p.m. (PST).

M. Befkeratav@.gmail.oom email account

66. On March 2 , 202A a preservation letter was sent to Google LLC, pursuant to 1 8

U.S.C. g 2703(f),requesting preservation of all.stored communioations, records, and other

evidence regarding berkerday@gmail.com (the *SIIBJECT ACCOUNT) for a period of 90

days. On May 2S,2A2A,apreservation extension letter was sent to GoogJ.e LLC exteading the

preservation fgr an additional 90 days.

67. I reviewed PayPal records fo; the account of Berk Eratay. Paypal zubscriber

records showthe email address for BerkEratay a.s beikdr:S@gnai1.com. Google subsodber

records for the email address berkdutry@gmail.com list a rooovery email address of
berkuatay@gmail.com.

68. I reviewed Google records regarding beikeratay@gnrail.com. Berk Eratay is the

subssiber of the email account. He uses beratay@live.com for his reoovery email. The account

was created on October 37,20}4.Recovery SMS (texts) is connectedto phonenumber 70L336'
2264.T\e Google account ID is 60235 6%A227. The subscriber ssrvices listed are Gma4

Google Shopping, Google Bools, Google Page Creator, Google llangouts, Google Services,

Google Paym.ents, Blogger, Google Drive, iGoogle, Googl.eNotebook, Google Search Console,

Google Docs, Google Reader, Androi4 Google Calendar, Google Analytics, Website Optimizer,

YouTube, Google AdWords, Google Groups, Google Photos, Iocation History Google Play

Console, Google Chrome Sync, AdMob, GoogleURL Shortener, GoogleVoice, Google

Developers Consolq Google CloudPrin! Google Mqps Engine, Google AdSense, Web & App

Activity, Has Madison Accoun! Google ltdy Maps, Google Play hdusic, Google Keep, Yeti,

Billing, Has Google One Membership Information, Nest Autl, Is In Family and Chromeos

Logrn.

Background concemine Google Datq
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69. In my taining and experience, I have leamed that Google provides a varisty of
online services, including electonic mail (bmail') access, to the public. Google allows

srbscribers to obtain email accounts at the dqmain nme Gmail.oom. Subscribers obtain an

account by registering with Google. Google maintains records conoerning the devices used to

connect to its services. During the regisnation prooess, Goog1e asks subscribers to provide basic

personal information. Therefore, the computers of Google are likely to oontain $ored electonic

communioations (including retieved and unretieved emaii for Google srrbscribers) and

information conceming subscribes and ttreir use of Google servioes, zuch as account aooess

infomatiorU email tansaction information, and account 4plioation information. In my haining

and experience, such informationmay constitute evidence of the crimes rmder investigation

beoause the irformation can be used to ide,ntify the account's usel oI lisers.

7A. A Google zubscriber can also store with the Provider files in addition to emails,

such as address bools, contact or buddy lists, calendar dat4 pictures (other than ones attached to

emails), and other fi1es, on servers maintained and./or owned by Google. This files ars associated

with a Google emaiL account. For examplq Google Voice allows for inooming or outgoing phone

cal:ls, voicemails, including voicemail oontent and any and all incoming or orfrgoing text message

hisLory, together with text message oommunication Googl.e Hangouts allows for oommunication

inoluding bgt not limited to, audio, vidoo, text medsage and/or chat Croogle * allows for posts,

status upd.ates, and/or any otler information including photogaphs and/or video. Photographs

and/or videos can also containsd and/or were uploaded inthe Google, hrc. services knonm as

Google Photos, Picasaweb albums, or any other Googl.e,Inc. service designedto store video,

photo$apbs, and/or data. Electonic files, folders, mediq and/or data can also be uploaded

*al* contained on the Google, Inc. service knovn'as Google Drive. Google Keep stores entries

oreatd deletd or modified- Contacts oan be stored in Gmail or in the Gdogle. Inc. service

known as Google Coutacts. Further, Googl.e allows Android users to purchase and download

applications fortheir devioes. Goog[e Servers will store the applications downloaded, installed,

and purchase. In my fraining and experiencr, evidepce of who was using an account may be

formd in ali ofthese services.

71. Inmytaining and experience, emailproviders generally asktheir strbscribers to

provide certainpersonal identi$ing informationwhenregistering for an email accormt. Such

iofomutioo can inc,lude the zubscriber's firll nrune, physioal address, telephone numbers and

other identifiers, alternative email addresses, and, forpaying subscribers, m.eans and source of
payment (inoluding any credit orbank acoountnumber). Inmyfuaining and u4perience, such

information may coastitute evidence of the crimes under investigation because the infomation

can be used to identiff the accomt's user or users. Based on my taining and my experience, I
know that even if subscribers insert false infomation to conceal their identity, I know that this

infomation often provide clues to their identity, location or illicit activities-

72. In my taining and experience, email providers typically retain certain

transactionaL information about the creation and use of each accormt on their systems. This
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information can includ.e the date on vlhich the account was created, the length of service, records

of login (i.e., session) times and durations, thetypes of service utilized, the stahrs of the dccouat

(inc,luding lyh.ether the accormt is inactive or closed), the methods used to connect to the account

(such as loeging into the aocount via the provider's website), and other log files tlat reflect usage

of the account In additioq omail providers often have records ofthe Infernet Protocol address

('IP address') used to register the account and.the IP addresses assooiated with particular logins

to the account. Because every device that connects to the Infernet must use an IP address, IP

address information can help to identiff rn&ich computers or other deYices were used to acsess

the email account.

73, Inmytaining and experieace, in some cases, email accountusers will
communicate direcfly wifh an email service provider about issues relating to the accoun! such as

technical problems, bi[ing inquiries, or complLaints from ottrer users. Email providers typicaly
retain record.s aboirt such communications, including reoords of oontacts between the user and

the provider's support services, as well recolds of any aotions taken by the provider or user a"s a

result of the eommunications. Inmy training and eq)erience, such information may constitute

evidence of the crimes under investigation because the ffirmation oan be used to identify the

account's user or users.

74. As explained herein, information stored in connection wittr an email. account may

provide crucial evidence ofthe ohrho, u/hat, s&y, ulhen, vlherc, andhow" of the criminal conduct

under investigation, thus enabling the government to establish and prove each element or

alternatively, to exclude the innocent from further suspicion In my training and experienoe, the

information stored in oonnectionwith an email account can indicate $&o has used or controlled

the account. This 'trser attribution" evidence is analogous to the soarch for "indicia of
occupancf' ulhile executing a search warrant at a residence. For example, email

communioations, contasts lists, and images sent (and the data associated with the foregoing zuch

as date and time) may indicate qfio used or contolled the account at arelevatrt time. Further,

information maintained by the email provider oau show how and when the accormt was accessed

or used. For example, email providers typioally log the IP addresses from which users access the

email account along with the time and date. By determining the physical location associated with
the logged IP addresses, investigators can understandthe cbronological and geographic context

of the einail account access and use relating to the crime under investigation. This geographic

and timeline information may tend to either inculpate or exculpate'the account owner.

Additionally, infomration stored at the user's account may fi:rther indicate the geographic

location of the account user at q pmticular time (e.g., location infom.ation integrated into an

image or video sent via email). Last, stored eleohonic data may provide relevant insight into the

email account olyner's state of mind as it relates to the offense'under investigation For example,

information in the'email acoount may inrlicale the owner's motive and intent to commit a crime

(e.g., communications relating to the orimo), or consciousness of guilt (e.g., deleting

oommunications in an effort to conceal them from law enforcement).
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75. In my haining and experie, rce, I have ieamed that Google provides a variety of
oniine services that tuack and store location information, including Google Maps and'Waze that

allow a user to maps their havels and get direotions to various locations. These services allow

Google to store frequent locations, favorite looations, havel searches, and even certraintavel of
the device ftself. Moreover, I have leamed that various Google services may contain information

about location history of tle device including GPS data, oell site data, and Wi-Fi looation, vrhich

may the location gnd the estimated" radius that the device was from the location

76. Accordingto representatives of Google, the companykeeps resords ttrat can

reveal Google accounts aocessed fromthe same electronic device, such as the same computer or

mobile phong including accounts that are iinked by o'cookies," rlrrhioh are small pieces oftext

sent to the user's Internet browser when visiting websites. This wanant reErires Google to

identiff any other accounts aocessed by fhe same device(s) that accessedthe SubjeotAccount

described in Atlachmelrt ,t inoluding accounts linked by cookies, recovery email address, or

telephone mmbet. This wamant will ask that Google identiff such accounts and produce

associated subscriber information (not content ofthose accouots).

AufhorizationRequest

77. Based on the foregoing, I request that fhe Court issue tho proposed search

wanant pursuaut to 18 U.S.C. $ 2703(c) and Federal Rule of Criminal Prooedure 41.

78. I fi:rtherrequestflatthe Court direct Google,Inc. to discloseto the govemment

any information described in Attachme,lrt A th'it is within its possession, custody, or control

Because the wanant will bo served on Googlq Ins. who will then c'ompile the requested records

at a time convenient to i! reasonable cause exists to permit the exeoution of the requested

warrant at anytime inthe day ornight

79. This Cor:rt has jurisdiction to issue the requested warrant because it is 'oa court of
competentjurisdiction" as definedby 18 U.S.C. 92711. See 18 U.S.C. $$2703(a), (bX1XA), &
(oX1XA). Speoifically, the Cor:rt is ooa distict court of the United States ' . . that - has

jurisdiction over the offense beine investigated." 18 U.S.C. $ 271 1(3XAX0'

22
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80. Pursuant to 18 U.S.C. $ 2703(9), the presence of a la;w enforoement officer is not

required for the service or execution of this wanant.

Dated at Bwlington, inthe Disftiot of Vermont, tfi" ruff^yof August 2020'
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. AO 105(Rev. 04/10) AppficaionforaSearohWarrant

UNuren Srarss Dtsrmcr CoIIRT
for the

Dishict ofVermont

Inthe Matter of the Search of
(Brteflv describe the proDertv to be seoclud
'or ifuinti$y the personby nane and adbe;$

Data associated with Microsoft account
berkeratay@hoimall.com that ls stored at premises controlled

by Microsoft CorPoraffon

CaseNo. 2:18'm14

APPIJCATION T'ORA SEARCE WARRANT

I. a federal law enforcement officer or an attorney for the govemmen! request a search warrant and state under

penalty ;'f;ffi,y ?i;i I hav; rcas"n io U"U"ve tnut-o" tn6 foUowiie person oi property frdenW the person or describe the

proprrty n be seoclred md. give its locotton):

See Aftachment A

looated in the Westem Disfrictof Washington-., therc is now concealed AtufiW the

persor. o ilescribe the property to be seized):

See Attachment B

The basis for &e search under Fed. R Crim. P. 41(c) is (check ow or tnore)i

devidence of a crime;

tr contraband fruits of oime, or other items illegally possessed;

11 properly designed for use, intended for use, or used in committing a orime;

il apersonto be arrested or apersoo who is udawfirlly restrained"

The search is relatedto aviolation of:

cod'e sectign 
ar nersion drrh rntentto 

"rrW#rffiftrt*{Lraw 
enforcement

18 U.S.c. $ 1512(a)(1) Killlng another person with lntent to pn

18 U.S.C. 5 tZOt 
' " ' Use 6f hterstaie facility or lnterstate travel for kldnapping

18 U.S.C. S 1343
'r8 u.s.c. s 1e58

\Mre Fraud
Murderfor hlie

The applioation is based onthese facb:

See Attached Affidavit

Continued onthe attac,hed sheet

Delayed notice of _ days (give exaot ending date if more than 30 da_ys:

unaer t g U.S.C. $ 31034r the basis of qihich is set forth on (e attached sheet

d
n ) is requested

Patrick R. Hanna, FBI SPecialAgent
?rtnted, na n e attd title

City and state; Budingfion, Vermont
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AttachmentA

1. This warrant is directed to Microsoft Corporation (the "Provider'], headAuartered

at One Microsoft Way, Redmond, WA 98052, and applies to all content *d oth" infomaation

within the Provider,s possessioh, custody, or conhol associated with Microsoft account

..berkeratay@hotuai1.com" (the "SUBJECT ACCoIINT'), including al1 data proserved by tle

Provider in connectioa the preservation request on March 2 ,}O21,reference nrunbers GCC-

13 88760{1Y5P 1 and GCC-I 4$89A-I:TY3P1'.

2. A law e,:rforcement offi.cer will serve this warrant by tansmitting it via email or

another appropriate manner to the Provider. The Provider is directed to produoe to the law

e,r:forcement offioer an eleotronic copy of the information specified in Attachment B(t) below'

Upon receipt of the production, law enforcement personnel will reviewthe information for items

fafling within tho categories specifi.ed in Attachment B(tr) below.
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AttachmentB

L lnformation to be producod by the Provider

Within ten (10) days ofthe date of service, to the extent within the Provider's possessiol,

custody, or contol, including deleted information retievable bythe Provider, the Provider is

directed to produce the following information associaGd with the SUBJECT ACCOUNT,

including any information preserved as described in Atiaclment A:

a. The contents of all emails associated withthe account, inoluding stored or

preserved copies of emails sent to and from the SUBJECT ACCOIINT, draft emails, the source

and destination addresses associated with each email, the date and time at lvhich each email was

sent, and tle size and length of each email;

b. All records or other hformation regarding the identification of the SIJBJECT

ACCOLINT, to include fullname, physical address, telephone numbers and other idontifiers,

reoords of session times and duratioas, the date on which the acoount was created, the length of

service, the IP address used to register the account, log-in IP addresses associated with session

times and dates, account status, altemative email addresses provided during regishation, methods

of connecting, log fi1es, and means and sornce of payment (including any credil or bank account

nr:rnber); r ,

c. Thetlryes of serviceutiiizsd;

d. All reoords or other information stored at any time by an individual using the

SUBJECT ACCOUNT, including address bools, contact and buddy lists, calendar data, pictures,

and files;
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e. A11 rocords pertaining to oommunications between the Provider and any person

regarding the SIIBJECT ACCOUNT, including contacts with support services and records of

actions taken.

If. Rwiew of Information by the Goverment

Law enforcementpersonnel (who may includg in additionto 1aw enforcement officers

and agents, attomeys for the govemmen! attorney sgpport staff, agency personnel assisting the

government inthis investigation, and or$ide teohnioal experts under govemment oonfuol) are

agthorized to review the records produced by the Provider in order to locate any evidencq fruifs,

and inskr:mentalities ofviolations of Title 18, United States Co{.o Seotions 1201 ftidnapping),

1343 (rrire &aud), 1512(aX1) (nurder to obstructjustice), and 1958 (murder for hire), for the

period January L,2017 to July 1,2018, including the following:

Any data that helps show the identity of the person ulho oreated the SUBJECT

ACCOUNT, andthe identity of person(s) qrho usedthe accoun! including data

that he$s show the vlhereabouts of such person(s);

Any and all datareialing to the death of Gregory Davis, including any information

relatedto pe15ons interested inhis death, involved in oausing his deat}, aad/or

hiring someone to kill hun;

Any and all data that helps show a connection between the user of the SUBJECT

ACCOLINT and Gregory Davis, including any peopie associated with Davis,

inoluding Gregory Gac, Serhat GumrukcU Mlgat Crmrukcr:, Aron Etfuidge and

JerryBanks;
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d- Any and ali dat& including calls, voicemails, toxt messages, and emails between

the user of the SUBJECT ACCOTINT and others, regarding Davis and/or the

criminal offenses above;

e. Any and all data ttrat he$s show the location ofthe user of the SUBJECT

ACCOUNT;

f. Any aud all datathathe\x showthe location of anypeople associatedwith

Gregory Davis, inoluding those listed above in paragraph c; and

g. Any and all daia regarding financial tansactions involving the user of the

SUBIECT ACCOIINT
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A]{FIDAVTT

I, PatoickHaana, being duly sworr, depose and say:

Intoduction

1. I am a Speoial Agent with the Federal Bureau of Invesngation (IIBD and currently

assigned to the Br:rlinglon Resident Agency in Yermont. I have been an FBI Special Agent for

17 years. My dgties as an ItsI SpecialAgent include investigating violations of Title 18 of the

united states code as they pertain to oorporate fraud, complex financial crimes, embezlement'

public comrytion, moneyiaundering andielaredwhite-collar orimes, as well as violent crirres

and oriminal enterprises. I have participated in investigations of criminal violations of various

federal laws. I have exeouted searoh and arrest wa:rants, interviewed and interrogated zubjects'

witresses, aqd victims, and conducted surveillance. In the course of these investigations, I have

gained anunderstanding of current teohnology, to include computers and online acoounts'

cellnlar telephones and;sociated reoords id awand have conducted analyses of the data

related to such accounts and devises, for the pu{pose of solving and proving crimes'

2. I am submitting tlis Affidavit in support of an Application fo1 a search warrant

authorizingthe production andrevie\r of Microsoft Corporation (Microsoff) acoount

information associated with Berk Eratay, more speoifi.cally described in Attachment A' As

discussed below, there is probable cause to believe that Jerry Banks was involved in the

abduction and murder of brregory Davis, vrhose deceased body was discovered on January 7,

201g and thaf Eratay was involved in arranging for Banks' participation in ttre murder' There is

probable cause to believe that Davis' abduction aad murder involved the following federal

crimes: wire frau4 in violation of 1 8 U.S.C. $ 1343; kidnapping in violation of 13 U'S'C' $

1201;murdertoobstructjustice,inviolationlf tSU.S.C. $ i512(a)(L), andmurderforhire' 18

U.S.C. $ 1958. There is probable cause to beliwe that the information desoribed in Attac'bment B

will provide evidence oftho." crimes. I have been involved in the investigation offlese crimes

siuce January 2018 and have participated in the review of material ftom a nrmber of searoh

warrants obtained dwing the Lvestigation In summary, there is probable cause-t9 believe that

Davis was involved in a financial &aud scheme and was murdered by someone hired by others

involved in the fraud scheme to silerrce Davis. In the past several months, I have learned about

evidence linking Bantrs and Eratay to the murder scheme, I am now seeking data for the period

from July L,Z0L7 to July 1,2018,the same period for vlhichthe cor:rt authorizedprevious search

wamants associated with d{a involving Banl<s.

3. This case is being investigated by the FBI and the Vermont State Police (VSP)'

Since this affidavit is being submitted for the limited purpose of supporting a searoh warrant

application for a single account, I have not included details of every aqpect of the investigation'

Except as otherwise noGd, the information contained in fhis Affidavit is based upon my personal

tnowledge and observations, my taining and experiencg conversations with other law

enforoement offi.oers and witresses, and my review of docunnents and records'
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. Probable Cause

A. The Abdustion and Shooting

4. On January 7,2A18,VSP reqponded to a homic,ide in Banre! VT. The victino,

identified as Gregory Davis, dafe of birth October 27,lg68,was found partially covered by snow

near the base of a bank on a pu1l off mea near the west side of Peacham Road. Gregory Davis

was found handcuffed and had been shot multiple times in the head aod torso. Davis resided at

884 Hawkins Road, Danville, YT at the time. Gregory Davis' body was discovered

approximately 15 miles from his residence. Evidence gafhered &om the crime sc€ne inoluded

.22 calibq carhidge casings.

5. Onthe same datq VSP Detectives reqpondedto Davis''home and interviewed his

wife, Melissa Davis. Melissa Davis advised YSP Detectives that at approximately 9:00 p.m. on

January 6, 2A78,a male claiming to be a U.S. Marshal came to the Davis' home. This male had

handcuffs, a gun, and was wearing a jacket and mask wittr an eye opening both of urhich had a

U.S. Marshals emblem. The male's vehicle had red and blue emerge,o.cy lights activated on the

dash- The male said he had an arresi warrant for Greg Davis for racketeering and that Greg Davis

was going to be brought to Virginia-

6. On January !O,2A1,8,Agent Jennie Emmons confirmed with Supervisory Depufy

U.S. Marshal Carl Staley ofthe BurlingtonVemont office ofthe U.S. Marshals Service that

Gregory Davis was not arrested by their agenoy. Further, it was conf:med by I{airshal Staley

that there had been no active federal warrants for Gregory Davis.

B. Gregor.v Davis' Business Dealings

7. Melissa Davis told the VSP Detectives thal Davis had been involved in the oil

invesfinent business a+d had concerrs about his business parhrers being involved in &aud- I
panicipated in a follow-up intervien, with Melissa Davis on Ianuary 8, 20L8, during lvhich

MelissaDavis sbted:

a- Melissa Davis and Gregory Davis were married with six ohildreu. At that time,

Melissa Davis was pregnant with the couple's seventh child- Their family has lived in Vsrmont

for approximately thr"" y"*r. At the time of Gregory Davis' deatlf the family was Uving at 884

Havrkins Roa{ Danville, Vemont

b. Sometime after 2011, Gregory Davis told her that he began working on an oil

inveshent deal with aperson named Gregory Gac. Gregory Davis contacted Gac by phone, texl

and possibly by email. bregory Davis told her ttrat he had supply contacts for the oil, and Gac

was able to bring in investors. Gregory Davis mentioned that Gac had two specific investo'rs,

Serhat and Murat Melissa Davis rmderstood that Gac had done business with Serhat and Mmat

before, and they had the means to make the inveshents.

o. Melissa Davis was told by Gregory Davis tlat wire transfers had taken place for

ttris inveshe,lrt deal. The first one was for $:O-,OOO. Areceipt was provided by Gac to Gregory

Davis showing the wire tansfer from Bank of America. Gregory Davis consulted with a lawyer
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about this wire trdusfer, and the lawyer told him it was ftaudulent. Gregory Davis then contacted

Gac and Gac tied to oonvince Gregory Davis that the deal, and the investors, were legitimate'

Three subsequentwiretransfers of approximately $10,000 eachwere whedby Gaoto Gregory

Davis, vhich appeared to reassure Gregory Davis'

d. Gregory Davis told MelissaDavis that two additional wires tansfers oocured

later, urhioh came to aTD Bank acoount for Gregory Davis' company, Mode Commodities' The-

first one was $40,000. The seoond, more rccent f*tf"t, was for $75,000' Melissa understood

that the purpose of these wires was for Gac to show Gregory Davis the investors were real and to

provrde some compensalionto Gregory Davis. The Davis family lived offthis moley and made

some improvements to the 8S  Hawkins Road prope4y. Gregory Davis told his wife that he

plannedio talkto the FBI abouttlepotential fraurimatter andthathehadtold Gacthatho was

goingto the FBI.

e. After the Davis family moved to Yermorl, Gregory Davis took a job with a

company in Bare, VT oalled Safety Kleen.

8. Oo January g,zlll,Detective Baker told Agent Emmons that Gregory Davrs',

cellular phone was located on his body inhis 1eft inner coat pocket. The phone is an Apple

iPhone, According to Melissa Davis, the phone number ls 8A2477 '1 3 03 . The service provider

for this phone is Verizon Wireloss. rhe plone is o'rmed by Safety Kleen. Detective Baker told

Agent dr-o* tlat Safety Kleen management provided oonsent for the search of the phone'

g. Record checls conducted by the employees of the FBI Albany - Burlington

Vermont Resident Agency revealed that u bo.goty Gac resides at 19705 Chartwell Hill,

Excelsior, Vtinnesota 553i 1 . EBI records show that Gac was interviewed for an FBI

investigation regarding an invesme,ld fraud matter. The investigation was based in Los Angeles'

Catifornia, ana Ls*ea in the arrest of Serhat Gumrukcu in February 2017 '

1 0. on January g, 2018,Agent Emmons contacted FBI speoial Agent Heather

Staohnik of the Los Angeles Division. Agent Stachnik advised that she began investigating

Serhat Gumrukcu for a real estate invesment scheme and a check fraud soheme. She told Agent

Emmons the following:

a- Duringtho course ofthe investigation, she leamed that Serhatwas involved in

additional fraud scheles, to include claiming to be an Amelicao doctor vfuo had a special or:re

for cancer and AIDS, and another involving the oil indushy. Serhat is a Turkish national

currently Uving h the USA. Serhat is knovm to be married to a'lfilliam Anclerson rfittekind"

b. Accordingto Agent Stachnik, Serhatwas chargedbythe sta:te of Californiawith

ftaud-related offlenses that included his dealings with Gac. He pleaded guilty and was sentenced

to five years of probation.

1 1. I reviewed a report of a July 7 ,2017 interview Agont Sta:lmik lad 
with Gac' Gas

advised he was an escrolry ug.ot r* serhi. Gac claimed he met serhat through a ftiend of a

friend andthat Gac vnotethetorm sheetfor an oil inveshent deal. The inYesment deal was in

an oil nading company with a company oalled Mode Lauren LLC @ereinafter'Mo<le',)' The
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investors were Serhat and Murat Cumnrtcu, Serhaf s older brother. Gac drafted the term sheet

for the deal. Gao expected to receive residuals ftom the deal. The Gumrukous did not make

pa;mrents as qpecified in the deal's term sheet and got in arrears with the obligations to Mode'

Serhat ended up tansferring his interest in Mode to his brother, Murat' Gac was told by a

business associate that the Gumrukous are vory wealthy and part of the Turkish royal family' Gac

also told Agent Staohnik that he had talked to 
;'Greg Davis" on the phone but bad not 6e1 him in

pefson.

L2. Record chocls performedby employees of theAlbany Division-Burlington

vermont Resident Agency, flrith", identifiLd Sefiar Gumn:kcu. The records indicate that in early

201 g he lived in W"J ffoiiywoo4 Calilomia and used the oellular telephone urm.ber 3 10-590-

8250. Ihe service provider for this phone is T-Mobile'

13, I reviewed information obtained from FBI Task Force Offioer Jeff Sweeney of

Customs and Border protection that shows Murar Grmrukcu, a Turkish nationat taveled alone

to the United States on Deoemb er 18,2017, from Gemrany to Las Vegas, Nevada Murat

Gumrukou's I-94 havel record shows a Las Vegas address, 'W}}Z7}4LasVegas, Las Vegas'

NV gg10g., cBp systemreoords showfhatMuratplannedto departfromtheunited states on

March 28, 2018 to TurkeY.

L4. In the course of the FBI Los Angeles investigation regmding SerhaJ, an additional

person by the name of Berk Eratay was identified as having parhrered with Serhat in a potential

&aud soheme in Las Vegas, in whioh Serhat introduced a person claiming to be a Saudi Arabian

prince to a poientiat victim. Acoording to record cheoks performed by FBI Los Angeles' Eratay

showed an early 2018 address of 2700 Las Vegas Blvd. S, IInfiz7A[,Las Vegas, Nevada' This

appeaffi to bethe destination address listedbyirzlurat onhis L94 information'

1 5. On January g, 2018,VSP Deteotive sergeant Tyson Kinney reviewed text

messages on Gregory Da\its; phone. Frrther investigation by other state police personnel showed

that Gregory Davis' phone had a contact for a gac@quadfi:lcom, with the address: 19705

Chartwell Hill, Shoriwood, Minnesotq 55331,phone: 6t2-395'5317, home: 952470'L959'

Gregory Davis had exchanged text messages *iA Ct goty Gaa al6L2'669-9M1 as recenfly as

January 4,2018.

16. Detective Sergeant Tyson Kinney told Special Agent Jennie Bmmons about his

review of certain text -orug", *rtuio.a on Gregory Davis' phone between vrhat appears to be

Gregory Davis and Gac.

a. Accordingto fhese messages, in summary it appears Gregory Davis and' Gac

were involved in a business venture with-investors. A contact was in place with the investors'

The contuact stipulated that if the investors failed to meet their responsibilities, a $75,000

monthly late fee would be levied. As of Octob er 2016,the investors collectiveiy had accrued

ovtr $900,000 in late fees. As of October 20l6,Gregory Davis was offering several options to

Gac to resolve matters with the investors so they could move forward with the business'
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b. OnDecember L3, ZALT,GregoryDavis texted Gacthe following: o'Greg, it is

always best to square things between people. Goodness vlhen it is the prosocutor's office it's

o*ty, hard and very unforgiving. Can we agree to seriously work to come to the table this

week."

c. On Decemb ar 27,2017, Gregory Davis texted Gao: 'Tlappy post Chrisfinas. We

need to get ll:ings resolved and settled. Please advise as to what they are going to put on the table

to accomplish this. Clearly the UBS was just another misrepresenting dishaction. It's been duly

noted. I look to your reply. GD."

d. OnDecemb1y28,2At7, GregoryDavis wrote alongtextmessageto Gao, vfuich

in summary, showed Greg Davis wished to terminate the business relationship under the terms of

the contract or, Greg Davis tlreatened, the relationship *conversely will end in a series of

indiotuents, clearly bearing civil and sriminal repercussions. They are in contol of how it ends,

but it is the end.' From the context of the text messages, 1hey'' appears to refor to Serhat and

Mrnat.

e. On Deoemb er29,2A17, Gregory Davis wrote atext message to Gac, demanding a

settlemenl of approximately $980,000 to exit the business deal with Gac, Serhat, and Murat

pursuant to their contact. Further conversation continued at fte end of December in vfiich Gac

references conversations with Serhat

f. A final textmessage to Gao from Gregory Davis, dated January 4, 2018 was

looated on Gregory Davis' phone which states: "Thore has aow been a history of fraudulent

banking doormrentation that has become the standard. In many instanoes the banks could not

corroborate the claims ofthe parhers. However, in some inshnces the bantrs'very seriously

denied association with the doouments and their intention As regards the TS, all have had a hand

in crafting it. Mumt h.imself was directly involved the iate sheet segmen! to whioh we gave NO

rebuttal. This was then fi:Ily executed. We have suffered multiple banking debaoles rlllhich of

itself are YERY serious instances. Therefote, as we've discussed it would be prudent to address

the outstanding accounting. Have Murat and Soihatpresent somethingto speakto. Let's

hopefully olose that mattei and move forward. Without this orn hands will be forced to turn this

into authorities qfiich neither party wants. Please have an honest but serious discussion with the

brothers as regards atl of the utor and let's re-eongrcgate to resolve the immediate matter and

discuss howwe canmorre forward. Regards, GD-"

17 . On January 72,2AL8,I participated in the exeoution of a search warrafut at 19705

CharfirellHi||, Excelsior, MN, the residence of Gregory Gac. Gao was also interviewed by me,

atong withVSP Deteotives. Gac stated:

L Gac owns a coqpany oalled Quadrant Financial ulhich he runs out of his home in

Excelsior, MN. Gac conducts inveshent business withbrothers, Serhat and Mr:rat Gumrukcu.

The brothers oqm a business called Lauran Trading $/hich is based in Oman Serhat and Murat

have been working with Gac on deals for over tlree years.
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b. Gac met Gregory Davis througfu other business assooiates. They have never met

in person and have only communicated through phone, text and email. Gac prt together an oi1-

related deal withths Gumrukcubrothers andirregory Davis. Gao is aware that Gregory Davis

has expressed frushation with the Gumrukcu brothers' failure to perform on their obligatioos in

the deal. Gac advised that a thir4 $40,000, paynent is still due to Gregory Davis' A total of three

payments, totaling $100,000, were to te paidio Gregory Davis in fieu ofthe large late fee that

Lrn U"* accrued by the Gumrukcu brothers.

c. Gac advised that in February 2016, serhat told Gao that Murat was upset that

Gregory Davis had called officials at the National Bank of Abu Dhabi to veriff that Serhat and

Murat maintained accounts there. The bank did not provide an answer to Gregory Davis, hfi the

brothers learned of tlis inquiry and Murat was angered because it tlreatened the brothers'

reputations at the bank. Ouring the search warraniat Gac's residonce, Gac's notes regarding this

matter were locafed andthe notes reflectthat Muratwas offended-

d. Gac does not believe Gregory Davis and the Gumrukcu brothers bave ever met in

person though they have talked in conferencs salls. Gac does not believe Gregory Davis and the

bumrukou brothers ever spoke directly outside tho conference calls'

e. Gac communicates with Murat exclusively tlrcugh email. Serhat has told Gac

that no one is provided with Murat's phone number'

f. According to Gao, nlhile Serhat is the mainpoint of codact for the brothers,

Murat is in conaol of the money.

g. when the interviewers told Gac that Gregory Davis had been murdered, Gac

claimed to have no knowledge about the murder'

h. On January 72,2l|g,Sefiat told Gac that his brother was arranging for the third

pap:.ont to be made to Gregory DaYis and directed Gao to contact Mrnat via email about that

payo.ent.

i. Gac noted that penalties for not completing the cleal, or funding the deaL were

$75,000 per montfu per the term sheet which was agreed to by all parties and execrrted a couple

of leml ago. Davis could sue the Gumruclus per the term sheeL

j. Gac said that about a year ago Davis was "really, really upsef' and that'Murat

was pretty upsot as a result of that and said you know what, we'll do this tansaction with Gregg,

but 1ve're not gonna do anything e1se. I don't want to deal with this kind of gUy' ' 

"'
k Gao did not recall provtding an address for Davis to the Crmrukcus. Specifioally

Gac said there .'Would have been no ,"ur* fo, *. to release it (Davis' address) to MrnaL" But

then stated, "I think they probably knew he lived in Yermont. I'm sute that would've been

somethingthatjust came up inpassing, youknow, the Greg's inVermont or something likethat'

I don,t know for sure, but it wouldn't be rmuzual for me to mention that."

l. Gao also said, "I have absolutely no indicationthat these guys eYer inteirded

anybody bodilY hann."
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18. On January 26,2}1.8,Agent Emmors spoke to YSP Detective Angela Baker

about her review of the 
"oot*tr 

of Gac's phone, vlhich was seized during the aforementioned

searoh warant at Gac's residence. According to Detective Baker, Gac's recent texts with

Gregory Davis are consistent with those found on Gregory Davis' phone. Further, Detective

Baker observed Gac communicated with Serhat at the telephone nrmber 301-590-8250'

a- Detective Baker observed that Gac alerted Serhat to Crregory Davis' disoontent

with Serhat and lvlurat" OnDeoemb er29,20|7,Gac forwarded the afore,mentioned December

Z1,1OL1 text from Gregory Davis to Gac along to Serlat. Inthis texf Gregory Davis sterted that

he believed he has witressed fraud and alluded to potential oivil and criminal repercussions' On

prior dates, dating back over ayeat,Gac summadzed in text messages to Serhat Gregory Davis'

angff about the business dealings wilh the Crumrukcu brothers'

b. Inthe fall of 2017, mrmerogs texts were sentto Serhat from Gac regarding

Gregory Davis' communications with Gag to include a September L7 ,2017 text to Serhat

ttuti"g, "Crogg is going ballistic, and I don't know if I can conftol him anlm'ore' I heard from

Murat that he ** ,"tiiog to Mami today or tomonow, but nothing qpecl]ic about meeting'

I've heard nothing about meeting with your parents, and nothing from Idarc. Ill be getting a call

from Gregg soon, and he's goin! to o ploda" Furthet, on Septemb et 25 , 2At7, Gac texted

Serhaf statin& ,'I,m getting nasygrams &om Gregg Davis. Anvthing I * t l him? Ill reach out

to UBS shorfly,,' *d oo October 3L,2Al7,"Tharlis for pinging ldirat Our friend is all over me

again.,,And, onDecember !3,2017,Gactexted Serhat'oGreggDavis is getting antsy agaiq and

I haven't heard from Murat in four weeks. Gregg wants to see a pafh forward with ML' ' ' ' I
believe hs's onthe road to prosecution again, believingthere'sno fiItule'"

19. I have spoken with EBI personnel who havo been reviewing bank reoords

obtained dqring the invesfigation, including lank pcords for aU.S. bank account in Serhat

Gumrukcu's rutme. Thosebankrecords showthatbetweenMarch 2017 aadac/uobet2}lT,

Serhat received fimds from an unknoum Tu*ish bank account totaling over $220,000. Some of

these fimds appear to be have fimded the payments to Gac and Davis.

ZA. On February 9, 2018, a searc,h warrant was served on Google for records aod

irformation associated with m@.com and serhat. gworukou@gr.ai1'coq

urhich had been identified througfo-Gao dir.rtly or Gacis electonio devices. Google returned

records related to this warrant on February 28,2018, some of u&ich have been reviewed' The

review of the email messages conoborates that the Gumrukcu brothers, Gac and Gregory Davis

were involved in abusiness deal, andthatDavis was applyingpressure onthe Gmrukcu

brothers by tlreating to go to the authorities aborrt the Grmrukcus' fraud. MoteoYer, the emails

show that Murat oir"r*A anger at these threats. In late }Ats;Murat told Gac that he was

finding GregoryDavis'behavior'1macceptable," thatho was'figbly ilisturbed" andthathe did
,T{OT wanna hear ridiculous and vulgar tireats from him" because his 50k payment was on the '

way. About two weets afrer thii 
"*uil, 

Mltrat wrote to Gac, expressing more frustrafion with

Cregory Davis, stating (in prt), "As planned, we will initiat€ ttris tade to 5fu6 him up but I
doubt orn partnership-will r*uio" longer tlan a oouple of lifts ... He called me a fraud a second

time, the6 will be no third time. I am tying to clean a mess here and all I hear are threats' ' ' ' If
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he wiII ham you or Serhat in any means I witl make srne I will find something to retum the

favor.,, The reoords figfter showthat on December 13, 2017,Gac wrote an email message to

Muraf, in part stating "Gregg Davis again has expressod coacem and frusftation at the lack of

progress and at the ubr"r". of gr- direotion in proceeding toward implementation of the Mode

Luu*o progfu*. I fear he may pursue a 'nuclear option' if I can't offer him clear gUidance on

howwe are goingtg move forward."

21,. On March L6,2078,EBI personnel in Las Vegas conducted a search warrant at

the residonce of Berk Eratay ulhen Murat was present at the residenoe. Mu1tiple phcines and other

computer*elatedite,ms were collected, and Muratwas interviewed. Muatclaimedto have

Am"UfV qpeaking andunderstandingEnglish.Murat adamantly denied everhaving any

communication with Gac and stated he only knew of him' tlrough his brotler' seihat' Murat

stafed he has no knowledge about the death of any business partrer of Gac's. Law e'lrforcement

has not oompleted a review of these devices, in part because of tanslation difficulties.

C. The9llPhone

22. I listened to a suspicious 911 oall made around the time of Gregory Davis'

kidnapping. The oall took place approxrmarcly L5 to 25 minutes prior to the kidnapping and

within a mile of Davis' ,oid"oo". The vI 911 call center received a call from $Aq 4n'0535

at 8:40 p.m. on January 6, 2018. The 911 call center's teohnology identified the call as soming

from a looation onNorth Danville Road, Danville, VT, only a short distanoe from the Davis

residence.

L During the oal|, a male stated that he shot his wife and was going to shoot himself,

and gave an address of 7L772 Cross Road (with no tovm information), affer which the caller

hrmjup. The call information was relayed io VSP in St. Johnsbury, Yermont VSP attempted to

locate a Ctoss Road in the St Johnsbury area without success'

b. VSp thereafter requested that AT&T ping the phone in question due to the exigent

circumstance. Several pings were conducted. The ping information showed that the call came

from the North Danville Road location. It was learned that the phone was a prepaid phone with

AT&T servise with no subscriber inforrration available. After VSP checked the North Danville

location and several possible Cross Roads outside the town of St. Johnsbury, the matter was

closed. At tlat time, Gregory Davis' body had not bee,lr discovered.

23 . On January 1 5, 201 8, AT&T responded to a searoh wamant for information

associated with the cellular number (802) 473-0535, which placed the zuspicious call to 911 on

January 6,2}\8,near the time and" location of Gregory Davis' kidnapping.

24. The data provided by AT&T was reviewed by Special ABent Jamel Wines of the

FBI,s Cellular Analysis3urvey Team. Aftfftlis review, and consultationwithAT&T security

personnel, Agent Wines advised that the phone was a prepaid phone purchased at a Walmart on

i*uury S , Zalf, . The records showed .only two cal I s mado by the Blorra -1 
forlllcond call to a

yiruaiS*nSl Johnsbury, W at4:l4p.m. on January 6 andthe 911 call at8:42 p.m. on

January 6. The phone *"d ooly ttuo sectors of the same cell tower, located in St. Jobnsbury,
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yT, for all cell site activity. Agent Wines also advisedthatthis phone was activate4 meaning

that it could operafe onfhe network, shortly before 4:00 p.m. on January 6, within minutes ofthe

Ptzzal*tt cilI.

25. Agent Wines advised rae that he learned ftom contacts at \Malmart security that
'the 

prepaid phone was purohased with $100 cash on January 5,20!8 at 4:14 p.m- at the Walmart

tocatetl at 100 Supercenter Drive, Clearfield, PA. Agent Wines forwarded numerous seourity

camera imager ofth" individual purchasing the phone, vlhich were obtained &om Walmmt

secruity. The images show abearde4 ud,nt, white male purchasing the phone' 1'[s male arived

ancl departed in a rarhite Ford Explorer. The camera footage indicafes the vehicle parked in the

IMatnart paiking lot around 3:55 p.m. and exited the lot around 4:17 p.m- A fiont license plate is

not observed on the Ford Explorer. A rear license is observed on the Ford Explorer. The rear

plate is light in color and appears to be white. Numbers and/or letters are not reco gliT*,ble oa the

rear plate.

26 . On January 19 , zALg ,I learned that FBI personnel in Pennsylvania had canvassed

gas stations and otl.er locations in the vicinity of the \Malmart at 100 Supercenter Drivq

Ct"urnUe, PA, to determine if additional security camera footage of the beardod, ulhite male

and/or the vrhite Ford Explorer could be located. Additional video footage of the suqpect male

andvehiclewerelocated at aBP gas station atl4624 Clearfield Shawville Higfoway, Clearfiel4

PA 16830.

27. I reviewed stills of this footage, which included images of the bearded, white

male and the qfiite Ford Explorer, and they appear to be the. same person and vehicle shown in

the Walmart security video. The suspect male purchased gas at the BP stalion I saw what

qppears to be a smartphone in ttre zuspect male's hand. A time stamp on this video put the stop at

the gas station tnthe 4:27 p.rn. time period on January 5,2A18. My review of the reports ofthe

ug""tr vrho havelled to Clearfield, Pennsylvania indisate the display times from the gas station

secr:rity footage appear to be plus six or seven minutes relative to the actual time. The porson

depicted in ft; rtiU i*ugo does not appear consistent wilh photogaphs obtained of Gao or either

ofthe Gumrukcus

Zg. In early Vlarch 2018, I learned from Agent Wines abod his review of certain

AT&T tower Aata oUiained as a result of search warrants issued by this court in January 20 1 8.

Agent Wines received a list of cellular devices connecting to a tower covering the area of

CGarnAO, Pennsylvania, slhere the 911 Phone was purohased. The data included devices

oonnecting to the tower at or about the time the 911 Phone was purchased. Agent Wines

comparedthis datato datahe received listing cellular devices oonnectingto atower covering the

** of D*ri[", Vermon! slhere the abductiontookplace. The dataincluded tlevioes

connecting to the tower at or abogt the time of Gregory Davis' abduction OnIy one oellular

phonewas commonto both sets of data, anditwas adevice withphone number QAD208:7436

and IMEI nnmber 864n7A3243553 (the'201 Phone').

D.
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29. Further investigation by Agent Wines determined that the device that connected

to towers in Pemsylvania and Danville, Vermon! is an Androiil cell phone purohased at a

\Malmart 1o catsd at207 Southeast Salem Stree! Oak Grove, lvlissouri on Novemb st 13,2017 at

approximately 10:58 am., and additional servioe (minutes/data) for that phone were purchased at

u *arrrtt located *.2A25 W. Business Highway 60, Dexter, Mssouri on January 4,2A18 at

approxiniately 10:20 am. Agent Wines obtained receipts for these purchases, which show these

fr:i"hases, like the 911 Phone purohase in Pernsylvania on January 6,20l8,were oach made

with $100 sash. The details oo th" receipt suggost that the oustomer paid with a $100 bill for all

tlree purchases.

30. I obtained a search warrant for historical cell site and location infomation for this

phone on March 2,2A!8,from this Court. Agent Wines and I havs revierned the infomation

oUtui""A from this warrant Analysis of the data shows tho phone assigned number (201) 208-

7436 frrstintEracted with cell towers in the area of Monte Vtsta, Colorado for a brief time on

December 29,2017 between 10:00 a-m. and 1:00 p.m. The phone next interacted with a cell

tower inthe area of Dexter, Missouri ftom 5:00 p.m. January 3,20ttto 1 p.m. January 4'2018'

Thereafter, the phone interacted with cell towers near roads following a path in a northem and

eastern directionthrougfo Tllinois, Indiana and Ohio. Analysis ofthe data shows the phone

interasted with cell towers in the Columbus, Ohio, mea for a time period between 7:30 p.m.

January 4,2018 to !7:2A a-m- January 5,2A78. The phone thereafter continued to intemot with

cell towers near roads through Pennsylvaniq New York and Connecticut Analysis of the data

shows the phone interaoted for aperiod of time with cell towers in the area Soufhington,

Connecticut, from 12:00 a-m- to 10:00 a-m. on January 6,2A18. The data shows the phone then

oontinued through Massachusetts and anived in Vsrmont on January 6,20L8, at approximately

L1.:37 a.m,. The phone fhen traveled north, consistent with travel on Interstate 91, and arived in

the area of St Johnsbury, Vermon! at about 1:30 p.m. Throughout the aftemoon and into the

evening of January 6,2lL8,the data showsthephone was inthe areas of ft. Johnsbury and

Danville, Yernront The phone remained in the general area in v&ich Gregory Davis' abduction

took place (at approximatoly 9:00 par.) and vlhere his body was recovered the next day. After

upp**irrtAy i24 p.^,the phone appea$ to have taveled south out of the Danville/St

fonnsUr:ry area, consistent with tavel on Interstate 91. The last reported oell site or looation data

was at 10:01 p.m., after lyhich ttre phone had no more interaction with the AT&T network. Based

on thig information, there is probable cause to believe that the 201 Phone was used by someone

involved in Davis' abduotion and murder.

31,, Fr:rther analysis of the data shows that drning the travel to Vermont the 201

Phone passed through the area of Clearfield, Pennsylvania at the time the 91 1 Phone was

purchased at the Watmart in Clearfield, Pennsylvania

32. I have attempted to obtain information from Google about the use of this phone

by subpoena and search warrant, but have to date been unsuccessful in obtaining any usefirl

information &om Goo gl.e.

E. Ford Motor Company aad Ford E4plorer rgsearclo
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33. I consulted with Matthew Fyie, Manager, Design Analysis Fngrneering at Ford

Motor Company, to determine the model and year range of the Ford Elxplorer observed in

photographs and video obtained from Clearfield, Pennsylvania" Fyie told me that fhe Clearfield

fxp|6rer was a20L3 to 2015 Police Interceptor model. He noted that the Clearfield Explorer was

pictrnea with Ford E:qplorer XLT urheels, vlhioh were not an option for the 2013 tn 2015 Police

Interceptor models. Fyie providecl photographs of the tlree wheel $yles offered for those Potce

Interceptors, eaoh of which is different from the )([.T wheel Fyie suggested the XLT vrlheels

*"r. iortufl"d onthevehicle atalatertime or as an after-markot change. Fordlatertrrovided

information, including VIN numbers, for tle 17 2gl White E: plorer Polioe Ince,ptors for model

years 2013 1o201.5 manufactured and sold by Ford.

34. The Vernont Intelligence Csnter $nq conducted searshes to identiff and find

vehicles ofhterestbased on cerbinparameters/criteria (vehicles registered in states of intsrest,

in this oase Colorado, vehicles sold at auotion with hig!. mileage, and vehicles with sales or

service records that occured around the time of the kidnapping and homioide.)

35. Leads were generated to locate the vehicles of interest and idenfrff the osmers at

the time of the kidnapping/homicide. One lead was sent to Colorado Bureau of Iavestigation

(CBD Agent Joseph Cahill, who was then assigaed to an EBI Task Force. This particular lead,

basei on-the aAdftronai research and identifiers provided by the Vermont Intelligence Center

(VIC), was speoifi.c ta a}}l3Ford Explorer \pitMN 1FM5K8AR6DK73609. CARFAX

iecords indioated that on October 6,2A17 , a2OL3 white Ford Ekplorer from Hig$ine

Automotive Ino., MN 1FM5K8AR6D OcnlAg,was offered for sale. Mileage on the E4plorer

at the time was 117,138. On Decemb er 22,2A17,the Ford E4plorer was serviced at Downey Car

Center, DowneR Califonria per CARFAX records. Miieage on the Ford B4plorer at the time

rvds 130,404. CARFAX records indicate tlie mileage on tho vehiole was 137,168 on March 1'6,

2018, the next time the vehiole was offered for sale'by Ma:rimum Auto Search.

F. Identificationof Je,[ry Banks

36. Agent CahiU and CBI Agent Kevin Koback conducted interviews in conneotion

with the Ford Explorer and the dealership, Higlrline Automotive, which is located in Denveq

Colorado. hior to the interviews my preliminary review of ths CAITFA)( records suggested that

Highline was renting the Explorer at the time ofthe abdustion and murder of Davis. Agent

Calill provided me verbal and writren reports of the interviows.

a- Record checks revealed that Vyacheslav "Steve" Islfiakov was a salesman for

HighlineAutomotive. The owner ofHighline atthetime ofinterestwas Amnrmlskhakot

Steve's farher.

b. Steve Iskfr.akov was interviewe d on2l19/2020. Iskhakov stated that Higbline

Automotive purchased the Explorer ia.z}fi and offered it for sale in late 2017. Highline sold

the Explorer but it was later returned to Highline, and tle Explorer was finally sold to a different
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person later in 2018. Carmine Gulli deaft with the first buyer. Isl&.akov said he would obtain the

ieal jacket frorr his storage unit. Iskhakov notedthat Higlline paid for no sigrrifi-cant

modifi.cations or changes to the vehicle.

c. Carmine Gulli was also interviewed on Ztl9/2020. Gulli ums aHigbline

Automotive salespetson and its finance man4ger. Steve Islhakov was his boss. Gulli recalled

the initial sale ofFordExplorer-.Police Ilterceptor. The buyer saidhe "lived offthe grid" near

the New Mexico border. butti r."utt"d there were finanoing problems with the brryer. The

buyer had had no rql credit score, the buyer'lras a ghost." Gulli recalled there was a female in

a brown 70's Dodge *duallt'' style pickup truck with the buyer rnlhen the brryer later retumed the

vehicle. Gulli looked at a pLoto pack of the vehicle of interest and recalled that at the time of the

initial sale the.Explorer had 
"otort* 

for police equipmen! no drivet's ligfut but there was a hole,

Gu1li looked. at the Walmarr security camera photogaphs and stated he felt it appeared to depict

the same person as the brryer but with more facial hair.

d. Steve Isfthakov was interviewed ugaio on 2D6l2A0. Islhakov provided CBI
. 
Agents with documents, includingthe orig:rnal Higbline Automotive sales jacket forthe

Eiplor"r, whichreflect atansactionwithJerryDeanBants onL1,ll6/2017. Isl&akov saidhe

""ro 
had anyone drive so many miles on a car in the short period of time Banls had the

Explorer. Istrrhakov reviewed ths photogaph package of the vehicle of interest and stated he felt

the vlheels were consistent with the ones on it when Higbline was in possession of it.

e. Mark Wilcox was interviewed on March 7,z}tg by Agent Cahill. Wilcox is the

Chief of Mountain Sirates EmergenoyMedical Services inDenver, Colorado. He is the current

o1vnsr of the Ford E4plorer of interest. Wilcox prnchased it on April 77 , 2018 from Ma:dmum

Auto Search in Englewood, Colorado. Wilcox recalled the person he dealt with at Ma:rimum told

him that the E4plorer was being sold on consignment for Higfoline Automotive due to a pending

bantrruptcy. fne >ff,f vrheels can be seen in a photograph taken dudng the time ofthe interview'

37. I spoke with Wilcox onApril '1,5,2A2A. Wilcox confirmedttratthe same XLT

wheels were on the Expiorer when he purohased it from Maximr:m Auto Search- Wilcox also

told me the Explorer did not have u qpotlight attached on the drivet's side vlhen he bougfut it, I
note tlat the Clearfield photos, qrhile not 

"1"*, 
do appear to show a spotlight on the driver's side'

This light, even if presen! oould have been attached while Bantrs had the Explorer and removed

before Banks retumed itto Highline Automotive.

38. I have reviewed the Highline Auto saLes information I formd the following

information regarding the sale/prnchase of the 2013 rrhite Ford Explorer:

a. p*"G"rr JerrJlBantrs, including his date of birh and social security number;

b. address: i179 PfotenhauerRoad, Fort Garland, CO 81133;

c. phone ntrmber: Q19) a8A4879;

d- email address: banksays@gmail.com;

e. additionalphonenumber: Ul8)298-2328;
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f registration information: plate 8A94536 for the 2013 vrhite Ford E4plorer;

g. ProgressiveInsuranoe,policynumbergTTT3SLZT, effective 7012612017 ta

4126/20t8,for the Ford E:qplorer and a t999 Ford F350;

h. purchase date 11176/2017 with mileage reading of 117,138;

i. su:render date: L/24/201.8, docrments indicate "miles and use paid fot''and'1oan

is being written ofF, no harm to bonower." A receipt for the additional *miles and

use" indioates Banls paid $1,500 in oashwhenhe surrenderedthe vehiole;

j. Badls 'osurrendered" ihe Ford Explorer to Highline Automotive trrc.

39. I also reviewed records provided by hopessive Insurance involving Baolirs'

purchase of the 20i3 Ford Explorer. The insured is listed as Jerry Banls withphone numbers

lAAg +ZS-5327 and(719) 480-3 879 and,an email address of bantrsavs@gmai1.oom- The primary

use ofthe vehioie is designated'?leasure." This vehicle was added to the policy onL0l26/2017.

This vehiclo \ilas removed from the policy anl/252018. Banks provided a valid Arizona driver

license of D08379473. His employm.ent was noted as polioe/fire/security with an occupation of
correctional or probation offi.cer. Banks also insured a1999 Ford F350 Super Duly YIN

1FTWW33F)OGA 13M3 aad a 2003 Land Rover Discovery IMN SALTYL6M3A789L83.

4A. I have reviewed Colorado driver's license information about Banks. On

December 78,2017 ,a Colorado df,iver's license was issued to Jerry Dean Robert Bantrs. The

Colorado Driver's License number ts fiA647692. The license expires 9/22n022 and the gven

mailing address for Banks is 1179 Pfotenlauer Roa4 Fort Garland, CO.

41. I have also reviewed Colorado vehicle registation information about the

. Higbline Explorer. Those records show that Banls got a temporary regisndion for the Explorer

first on LAF26|L7 , consistent with the Progressive Insurance Records. The Colorado regiskation

records fi:rther show that Bankrs got a secoird temporary registration for the Explorer on

LL/t6/L7,the purchase date in the Highline Auto records. The temporary tag issued onl1l16l17

was 8094536. Agent Cabill, who is familiar with Colorado temporary regisbation tags, told me

that those tags me white in color and made of paper. Colorado only issues a temporary tag for

the rear of car not a second for the front This kind oftemporary tasis consistent with the images

from the Clearfield Explorer, qrhich had a light colored rcat tagaod no front tag. I cannot make

out the tag ntm.ber from the Clearfield images.

G. The 019) 480-3879 Phone

42. I have rwiewed records fromVerizon Wireless that identify Jerry Banls as the

subscribn of the phono with number Ql, 45A4879 (tho "719 Photd) during the relevant

timeframe. The device used was a Samsung Galary Note with IMEI 3520 78A9 1778 251.

Bmls is the effective subscriber from1A20/2017 throueh tllS/2ALS. Phone mmber (661) 433-

5327 tslisted as Banks' home phone ngmber and work phooe nxmbel.

43. I have also reviewed Yerizon Wireless Billing Statements, v/hich show the

approximate iocation of the Banls phone vlhen calls are made. I have confirmed with Verizon
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Wireless personaL that this location information is associated with the oell towers and switch

connecting to the phone at the time of calls. I also learned that Verizon Wireless maintained

*or" pr""ire location information for this phone for only approximately one year. I formd the

following Locations ofnote for ttris phone inthe Billing Statements:

a- On 1012612017, acallfromthisphone originatedinDenver, CO'

b. Oa"72lt3l20!7, acall fromthisphone originatedinDexler, MO'

c. An,t2l2uzAl7 acalJ,fromthis phone originated inAlamosq CO'

d. On l2l2g/2017, aoother call fromthis phone originated inAlamosa, CO, which is

close to Moate Vi$ta CO. As noted above, the}}t Phone first interacted with cell towers in the

areaofMonteviste CO on L2/DD0L7.
e. On Ll2/2}1&andtl3l20l8, calls fromthis phone originatedinDexter, MO. As

noted above, the 201 Phone interacted with celL towers in Dextq MO on LBDAfi'
f. No oalls are made between 12:59 p.m. on IBDALB arLdLlT/2AL8, vlhenthe 201

Phone was actively being rxed.
g. An yT/2A$, at approximately 9:24 p.m.,a call from this phone originafed in

O,Fallog MO, which is along t,O A Uissouri. The time between tle last userof the 201 Phone

and this call on the 719 Phone is approximately 25 hours. Google Maps shows thaf driving time

from Bamet, VT to O'Fallon, MO is approximately 19 hours.

b. AnUBD1l1, a call from this phone originated in Alma, KS. This call takes place

15 minutes after the Kansas Highway Palrol car stop of Banks in Alm4 KS,

desoribsd below. The call connects with (573) 421.-4795 for approximafely 20 minutes.

i. O1L/912AL8, mgltiple calls aremade fromthis phone, al1 originatingin Colorado

(A1amos4 Sanford and Colorado Spring$.

M. Banks' use of the 719 Phone is consistent with him brrying and using the 201

Phone.

' H. The (661) 433-5327 phone number

45. I reviewed Verizon Wireless records obtained for the phone using number (661)

433-5327 dudng the relevant period. The subsc,riber is AI1Valley Solar (AVS). Th" IMEI is

9900 0435 4670 824. The mailing address for the biling statement is Al1Valley Solar (AVS),

L2623 Sherman Way Ste. d N. Hollywood, CA 91605. As noted above, Progressive records

show that Banks provided this phone number as his work phone number, and Yerizon \[ireless

records for the 719 Phone show Banls provided this number as his home and workphone.

46. The 661 Phone records also show approximate location information for the calls.

On the monring of 1llL8/2A17, thee calls were made from this phone all originating from

Barae! Yermont. The 719 Phone records show no phone activity botween Ll/l\lt7 afi
Ln0/L7,vrhile BantrG was apparently taveling to Vermont.

L lhe (573) 4214798 pbenenumbe.r

L4
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47. I have reviewed AT&T records obtained for tle phone using (573) 4214798.

Jami Machovec is the user of this phone from12112t2017 tbrough'8/L6nA18,user address 1206

E Stoddard Steet, Dextor, MO 63841, home email chov4T@gmail.com- The IMEI is 3104 1002

6681 050.

4g. TheAT&Trecords showthatbetween 12/12117 and 1131/13 the (573) ML4798

number is in text communication with the (719) 480-3879 number hrmdreds of times, rarhich

suggests to me that Machoveo has a close relationship with Banks. There are no texl

communications between the phones during the foflowing disctete time periods (]ours arc listod

inUTC):

a- L2123117 from 18:05 hoursthroueh l2/271L7 atl6:43 hous

b. 12/29/L7from21:5ghoursthrough 12/3tll7 atLS:Z{hours

o. Llfull}from 15:00 hours through 1/8/18 at 16:08 hours (this period overlaps ttre

time period between the approximate time of ttre purohase of the 201 Phone minutes at the

DexterWalmart andapproximaretime ofthe first callmade onthe'719 Phone on 118/18 from

O'Fallon, MO)
d. 1.112/18 from 15:44 hours tbroueh 1115/1'S atL3:19 hours

e. 1"/20t78&om 15:38 hours throueh 1,l22llS atll:45 hours

. f. 1126/18 from?2;34hotrs to ll28ll8 at72:A6 hours

J. Kansas Highway Pa8ol vehiole stop

. 49, Based onreviews of 1aw enforcement contactwithBanks, I discoveredthat on

ll1lz1tS at approximately 1:48 p.m. Cenhal Standard Time, a taffi.c stop was conducted by

Kansas ffigm-ray Patrol Technical Trooper Clark in the vioinity of mile post 337 on I-70
'Westbound in Alma, KS. I have revierred reports about the stop. Jerry Banks was operating a

\^fuite Ford Explorer. Baol<s was stopped for a lane violation. I spoke with Technigal Trooper

Clark and reviewed a DVD recordiug of the taffic stop he provided. Trooper Clark doscribed

Banks as exfremely nervoun. The vehicle contained multiple law enforcement ite,ms including a

gun, tactical vest and law enforoement equipment. Trooper Clarknotedthe back seat of the Ford

E*pUr"r was folded down and a mattress was observed in the middle to back area of the

E:qplorer. The Call Summary Report indicates the vehicle that was stopped was a 2013 vlhite

Foid Explorer with VIN 1FM5K8AR6D GC73609 and Colorado plate B094536.

50. A1JBDAZO, I revierned a DYD copy of the traffic stop conduoted by Technical

Trooper Clmk on 1/8/2018. Jerry Bants saidthat he was taveling from Dexter, Missouri.

Drning the taffrc stop, a phone can be heard ringing inside the Ford Explorer. The phone

ringtone is consistentwith a Samsung Galaxyphone standmdringlone.

51. I compared the video 6f Sanks ftom the car stop to the photos/video from the

Clearfield, PAWalmartpurchasingthe 911 Phone andBP gas station, described above. BartrG

loots similar to the person in the Cleadeld images.

15
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52. I oompared Bartrs' voice int}e video to the voioe ofthe 911 calier. Baotrs' voice

sounds similar to the 911 oaller's voice.

K Bantrsavs@email.somemailaccount

53. I reviewed Goog[e subscriber reoprds for the email address Banks provided to

Higtoline Automotivq banksavs@gmail.oom. Jerry Bants is the subscriber ofthe email ascourt.

He uses bantrspes@gnail.com for his reoovery email. The account was created on 615D009 .

SMS (texrs) are connected to phone number (7L9) 4SO;4879 (the 719 Phone). The Goog1e

account D is33279555892A. The subscriber services listod are Analroid" Gmail, Google

Calendar, Googl.e Ctrome Sync, Google Cloud Print, Google Drive, Google Hangouts, Google

Keep, Google My Maps, Google Payments, Google Photos, Google Play, Google Play Music,

Google Services, Google Voice, Has Madison Account, location Hisiory, Web & App Aotivity,

Youlhbe, andiGoogle.

54. On April 22,2A20,I obtained a search warrant for infomation from the

banlsavs@gmail.com account. I and other investigalors working with me have begun reviewing

the information We have identifi.ed a nr:mber of pieces of information in the Google data that

fipther slpport the conclusion that panks was involvod in the shooting of Greg Davis, including

the following:

a- Within the Google maps data there are a number of pieces of information

including searches for Yernront on October L},zol7,December |z,\Afi and January 4,20L8.

b. Within the Google search history data are a number of pieces of information

including searches for: E:4plorer Police Interceptors for sale on October 26,20t7;FordExplorer

Police Interce,ptorrims as well as steel vlheels and apolioe spotlight on October 29,2AL7; ARC-

22 .22 tR Conversion Kits on Decemb er 17 , 2AL7; and body axmor on Decemb x 26 , 2017 . As

noted above .22 oahba ammunition was used to kitl l\dr. Davis.

c. 'Withinthe Google looationinformation are thousands of GPS coordinates

including coordinates showing tlat the Google aocount user was at the Dexter, MO Walnart at '

g:20 a.m.on January 4,2018,the same time the minutes were purchased for the 201 Phone.

Though there are hundreds of pieces of location information on most days, there is no location

information for certrain periods of time including: 1) between 9:51 a.m. (CSI) on January 4,20L8

andg:2Zp.m. (CST) on January 7,2018;2) between 3:53 p.m. (CST) onNovembet LL,2017

and 11:09 am. (CST) onNovember 1.3, 20L7; artd3)2:31p.m. (CST) onNove'r:rber 13,2077

andg:l7 p.m. (CST) onNovembs}},z}I7. Asnotedabove,the20l Phonewasprnchasedin

OakGrove,MO at9:58 am. (CST) onNovember 13,2017. OnNovember 13,20t7 at 11:09

a.m-, whenthe looationinformationwas turned on, it showsthe user 50 miles east of Oak Grove,

MO on Lrte6tate 70. Interstate 70 also tavels through Oak Grove, MO. This information

suggests to me that the user was in Oak Grove at the time tho 201 Phone was prnchased.

L6
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. d. Withinthe Goog!.e email dataaremmerous emails withinformationrelaJedto

purchases including the following: 1) On Novemb er 3,2A17 , an order confirmation email to

lerry Banks doscribingthe purchase from Amazon of apublic safety scannec 2) onNovember 8,

2A\7 ashipping confirnoation email to Jerry Banks for a blue/red flashing modes; and 3) on

Decemberi},z}lT,an email containing aPalpal purchase corfir,tt'tationto *JemrBantrs'for

pr:rohases of an Antique Gold Marshal Badgq a US Marshal Shoulder Patch and a US Marshal

embroiderypatch.

55. The Google data also provides evidence that Bads was using Tinder, a dating

app, on his phone during the relevant period of time. Specificalln the Google data includes a
,.pwchase hi*qf'folder. Inthis folder was apurchase dated 7?127lL7 for Tinder Plus (tinder)

io tn" amount of $9.99. An additionat purchase for Tinder GoId (tinder) was noted on 01i15/1 8

and again on02/721l8 andA3ll'51t8 inthe amount of $14.99.

Erafay

56, One matter $'e are investigating is the connection between Bantrs and the

Gumrukcrx. The investigationto date li:rks Banks to the Grmrukcus t]roughAronEthridgo and

Berk Eratay. I have found no communicatiors between Bants and the Gumruksus directly. As I
desctibe above, the evidence suggests that the murdel for hire scheme began at some point in or

abont emly October 2A17. For example, the textmessaging between Serhat Gumn:kcu and

Gregory Gac show that the tensions pick back up between Greg Davis and Serhat in lato 
,

Sepiember 2AL7 . Moreover, the bantrsavs Google records suggest that Baollls was involved in

the scheme before October LA,AAL7,qihen he searched for directions to Vermont.

57. The first call made from the 719 Phone after Mr. Davis' homicide ocqnred at

9:24 p.m. (CST) on January 7,2018. This catl was made to 76A-22A-0478. Ihave reviewed

Verizon wireless billing records qlhich show that that nr:mber was used by Aron Btfuidge at that

time. The 719 Phone received a call from the Ethrifue nmber on January 8, 2018 at 5:M p.m.

(csr).

58. The banlsavs Google data described above includes several connections between

Banks and Aron Ethidge. Fi$t, the Google account codains contact information for Aron with

phone nnmber 760-22A-0478. Second, the Google account shows seaohes for1737 Sport of
Kings Avenue, Henderson, NV on October 5,2AL7 and January 11, 2018. The Vermont State

Police Intelligence Center (YIC) has reviewed Accurint data, vrhich includes properly sales

hfomation aad rfility informafion, showing Aron Ethidge residing at ll37 Sport of Kings

Avenue in October ZAfi. The 661 Phone rocords show that Banks was in Henderso& NV on

October 7,2017 at 1:00prn. (PST).

59. I havereviewed datafrom a searchwarrantrefum fromthe

serhat.gumrukou@gmail.com account That data includes contact information showing Aron

Ethidge with phone number 7 6A-22A-A47 8.

L7
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60. As noted abovq my investigation has shown connections between the Gumrukcus

and Berk E'ratay. I have reviewed Verizon lMireless phone records for a number zubsaibed to by

Berk Eratay, 7A2436-2264, ufiich show numerous contaots between l:rdy 2A17 and January

2018 with a phone nrmber zubsoribed to Serhat Cumrutcr:, 310-590-5250. Those records also

show conta;s during the relevant period between Berk Eratay's phone nrmrber and Aron

Etlridge's phone, including five calls on Septemb er22,20L7, two calls on Ootober 1'0,20L7,

and a call x nrZ1p.m" GSD on January 7,20L8. The firsr call made after the Ethidge phone

has contact with the 719 Phone on January 7,20t9 is this catl to tle Eratay phone. Accurint

records show that for a period befo re 2017 ,Ftatay resided next door to Aron Etlridge on Sky0op

Drive inHenderson, NV.

Oi.. The phone records for the Er*ay and Ethridge phones also show that on

December 18,20!7,the Eratay phone was in contact with both the Etbridge phone and the Serhat

phone. As described above, emailrecords showthat onDecember 13, 2AL7, Gregory Gacwrote

an email to Murat fearing the "nuolear option'' from Crregory Davis, and Davis text messages to

Gac showhim t^lking ribout'othe prosecutor's office."

62. The banlaavs Google data shows that on January g,2l78,the user searched for

flights to Las Vegas, NV, vfuich is near Hendersoq NV. The Google location information

shows that the user taveled to Henderson, NV on January 1 1, 2018. The Eratay and Ethridge

phone records show that the Eratay phone was in oontaot with both the Etlrifue phone and the

Serhat phone on Jauuary 1 1, 201 8.

63. I have reviewed the results of a search warrant obtained for Ba::ks' Facebook

account I have not identifi.ed any communications with Facebook identities associated with

Ethddge. However the Facebook records zupport the conclusion that Ethridge met with Bantrs in

early Octob er20t7 .The first referencs to ooAfon' in the Ban1s Facebook data is a

communication with a third party on Maroh 23,2017,in which Banks refers to ooAlon" as 'tis
buddy.,, The Fasebookrecords showthatBanks was communicating withFacebookuser John

Cooper. Banks calls this user olvk. Bruce." On Septemb er 24,2017,'Bruce" lYrote to Banlxs that
,.Aron was looking to get intouoh with you." On October 4,20L7, 'Bruce" wrote to Banks about

Banlxs, plan to tavel to visit ooAron." On October 5,20L7,Banls lvrote to 'Bruoe" aslrrtg about
ooarons eAay." *Bruoe" responded "LL37 Sport of Kings Ave. HendersorL NV 89015'" On

October g,2}L|,Banks *rot" to o'Bruce" saying that he had retuured from the tip *at like 5am"

on October 8,2Al7.In early December, Banls wrote to "Bruoe' about communicating with

Aron by "message," but those messages are not in tho Facebook data

64. I hare reviewed records provide by Bancbrp for Banks' credit card. Those

records oonoborate that Banks made a debit card purohase in He,lrdersoq NV on October 6,

20t7.

65. Ihave examinedreoords regarding lanks'ffavel from Cbristmas to early January.

The Google location data shows that Banks was at Etlridge's home in Henderson, NV on
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December 26 and27,2017 . The looation information shows that between December 27 mdzg
he tavelled to his home in Ft. Garland wherc he appears to stay until January 1, 2018. On

January !,2OLB he began driving from his homo, auiving in Dexter, MO af approximately 3:20

a-EL on January 2, 2OL8 (CST). As noted above, there is no location data for the period from

9:51. a.m. (CST) on January 4tu to g:22p.m- (CST) on January P,2018. (During that time, the

201 phone travelled from Dexter, MO to Vormont and was inYermont at the time of the

mnrder.) From January 3,2018,v&enthe 201 Phone was tumed on, until January 4 whenthe

location data ends (ikely because the 7L9 Phone is turned off) both phones are in Dexter, MO.

When the location data turned back on January 7 at9:22p.m. (CST) it shows the user in

O'FaIlor, MO, the same location as the Verizon records show for the phone call placed to

Ethridge at9:24p.m (CST). The looation infomation shows Banks driving home to Ft. Garlan4

CO and then driving to Henderson, NV, where he arrives on January 11, 2018 at approximately

2:35 p.m. (PST).

B-erkeratay@,hoturail.com email account

66. On March 2 ,2020 a preservation letter was sent to Microsoft, pursuant to 1 8

U.S.C. $ 2703(0, requestingpreservation of all stored communications, records, and other

evidence regarding berkeratay@hoimail.com (the *SUBJECT ACCOUNT') for aperiod of 90

days. On May28,2020, apreservation extensionletterwas sentto Microsoft extendingthe

preservation for an additional 90 days.

67. I reviewed PayPal records for the acoormt of Berk F,ratay. Panral subscriber

rscords showthe email address for Berk fua1ory as berkeratay@hotuai1.com.

68. I reviewed Microsoft records regmding berkeratay@hohail.com. Berk Eratay is

the subscriber ofthe email account. The accountwas created onJanuary 7,20t5, Thepostal

oode listed is 89109. The subscriber service utilized is email.

Backgnound concerBing Mcrosoft Dafa

69, In my taining and e4perience, I have leamed that Microsoft provides a variety of

on-line services, including electronic mail ('e,maif) access, to the public. According to

Morosoft's website located at Microsoft.com, which I have reviewed, Hohail.com is a free

email and calendar service offered by Miorosoft It is one of tle services hosted by Microsoft and

accessed by a user though his or her Microsoft account. Microsoft allows subscribers to obtain

email acoounts af the domain name Hotnail.oom, like the email accouat listed in Attachment A.

Subscribers obtain an accormtbyregistering withMictosoft" During theregistrationprocess,

Miorosoft astrs subscribers to provide ba,sic personal infom.ation. Therefore, the computers of
Mcrosoft me likelyto contain stored elechonic con:irnunications (including retuieved and

unretrieved email for Miorosoft subscribers) and infomation conceming zubscribe6 ancl their

use of Microsoft services, zuch as account acoess infomation, email transaction information, and

account application information In my taining and o perience, such information may constitme
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evidence of the orims under investigation because the information can bo used to identiS the

account's user or users.

7A. AMicrosoft subscriber can also store withfheprovider files in additionto

emails, such as address bools, contact or buddy lists, calendar data, pictmgs (other than ones

attached to emails), and other files, on servers maintained and/or owned by Mcrosoft' In my

baining and e:4perience, evidence of vlho was using an emaail iccount may be found in address

bools, contact orbuddy lists, email inthe account, and aftachments to e,mails, inoludingpictures

and files. These materials may also be stored in association with a user's email address as part of

the user,s Microsoft account. A user's Mcrosoft account allows the user to access all of their

Idiorosoft servioes, inoluding OneDrive, vfuich offers ftee online storage bttrtes including

documents andphotos.

71. Inmytaining and experienoe, emailproviders generally asktheir subsoribers to

provide certainpersonalidenti$inginfoonationwhenregistaing for anemail acoount' Such

information can include the subscriber's full narre, physical address, telephone numbers and

other identifi.ers, alternative email addresses, and, for paying subsctibers, meaxN and souroe of

palmrent (including any credit or bank account numbo). Inmy mining and oqperienoe, such

information **y *rrtit rt" evidence of the crimes under investigation because the information

can be used to identify the accourt's user or users. Based on my taining and my experiencg I
know that even if subscribers inserl false information to conoeal their identity, I know that this

information often provide clues to their identity, location or illicit activities.

72. In my training and er perience, email providers typically retain oertain

tansactional infomation about the creation and use of eash aocormt on their systems. This

information can inolude the date on which the account was oreated, the length of service, reoords

of log-in (i.e., session) times and durations, the t5rpes of service utilized, the status of the acootmt

(including u&ether the account is inactive or closed), the methods used to connect to the account

isu"h as toggog into the account via the provider's website), and other log files that reflect usage

of the account. In additioq email providers often have records of the Intemet Protocol address

(,Ip address,) used to register the accormt and ttre IP addresses associated with particular logins

to the account. Be"ause every device that connects to the Intemet must use an IP address, IP

address information oan help to identiff which complsers or other devioes were used to access

the email account.

73, Inmytraining and experienoe, in some cases, email accountus6rs will

commrmioate dhectly with ; email servico provider about issues relating to the accormt, such as

technical proble,ms, UlI.g inquiries, or oompiaiuts from other users. Email providers typically

retain records abogt such communications, including records of contacts between the user and

the provider's sgpport services, as well records of any aptions taken by the provider or user as a

result of the communicatiors. In my haining and experience., suoh infoimation may constitr:te

evidence of the crimes under investigation bou*" the information can be used to identiff the

accoultt's user or useIs.

2A
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74. As expiained hereiq information stored in oonnection with an email aooount may

provide cruoial evidence ofthe'hlho, s&at why, v&en, ulhete, andhov/'ofthe oriminal oonduct

i*d", investigation, thus enablingthe United States to establishandprove each element or

altenrativelyJo exclude the innocent &om further suspicion. In my taining and o4perience, the

information stored in oonnectionwith an e,mail account cbn indioare vrho has used or contolled

the account" This '1rser athibution" evidence is analogous to the searoh for "indicia of

occgpanct''while oxecgting a searchwamant at aresideoce. For examplg email

communications, contacts lirt , *d images sent (and the data associated with the foregoing such

as date aod time) may indicate-uiho used or conholled the account at a relevant time. Further,

information*uiotui""abythe emailprovider canshowhow andv&enthe accountwas accessed

or used. For example, as described below, email providers t5rpically log the Internet Protocol

@) addresses fiom rnhich users access the email account along with the time and date. By

a"t"r"i"log the physical location associated with the logged IP addresses, investigators can

understandthe chronologloal and geographic context of the email accotmt access anduserelating

to the orimermderinvesf,gation fhis geo$aphic andtimelineinformationmayte'lrdto either

inculpate or exoulpate the account ou,ner. AdditionallR information stored at the user's account

*uy iirtho indicate the geographic location of tle accormt user at a particular time (e'g',

location information intebatea lnto an image or video sent via email)- Last, stored elechonio

dara may provide r"levant insight into the email accormt owner's state of mind as it relates to the

offense rmder investigation for example, information inthe email a.ccount may indicate the

osmer,s motive and intent to commit a crime (e.g., communioations relating to the crime), or

consciousness of guilt (e.g., deleting oommunications in an efforlto conceal them &om law

enforcement)

AuthodzationRequest

75. Based on the foregoing, I request that the court issue the proposed search

warran! pgrstrant to 13 U.S.C. $ 2703(c) and Federal Rr:le of Criminal Procedure 41'

76. I further request that the Court direct Mctosoft Corporationto disclose to the

govemment any information described in Attacbment A that is within its possessior, custodn or

conkol. Beca:se the warrant witl be served on Morosoft Corporation who will then compile the

requestedreoords at atime convenientto iq reasonable oause exists to permitthe execution of

the requested wanant at any time in the day or night-

77 . This Court has jurisdiotion to issue the requested warrant because it is "a court of

competentjurisdiotion" as definedby 18 u.s.c. g27lL. See 18 U.S.C. $$2703(a), &x1xA), &

C"Xilfal Specificatly, the Cornt is "a district cor:rt of the United States . . . that - has

j'*irArio" dver the offense beixg investigated." 18 U.S.C. $ 2711(3XAX0.

2l
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7g. pmsuant to 13 U.S.C. g 2703(g), the presenoe of a law enforoement offi.cer is not

required for the service or execution of this Baxrdnt. 
_r+VL

Datsd at Builingtoq in ttre Diskiot of vermont this z+- diy of August 2020.

Swornro and subsoribedbefore me this U*rofAugust 2020.

SpecialAgent - FBI

22
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