
BEFORE THE ATTORNEY GENERAL OF THE STATE OF NEBRASKA 

OMAHA WORLD HERALD, ) 
) 

Petitioner, ) 
) 

v. ) 
) 

CITY OF OMAHA and THE HONORABLE ) 
MAYOR JEAN STOTHERT, ) 

) 
Respondents. ) 

PETITION FOR DETERMINATION 
BY ATTORNEY GENERAL 

Petitioner, the Omaha World-Herald Company, Inc. (the "OWH"), respectfully submits 

this Petition pursuant to Neb. Rev. Stat. § 84-712.03 (2013 Supp.) requesting that the Attorney 

General for the State of Nebraska determine whether text messages relating to City of Omaha 

("City") business on the personal mobile devices of The Honorable Mayor Stothert, City 

Council members, City Department heads, and other employees of the City-regardless of 

whether the personal mobile device is paid for in whole or in part by the City-are public 

records which must be preserved and produced pursuant to Nebraska's public records laws. On 

April13, 2015, the OWH, through reporter Roseann Moring, submitted a written public records 

request for such text messages between March 23,2015, and April15, 2015, but the City and 

Mayor Stothert have refused to disclose the text messages. 1 In further support of this motion, the 

OWH states and shows as follows: 

Parties 

1. Petitioner, the OWH, is a newspaper of general circulation in the city of Omaha 

and throughout Nebraska. 

1 Despite her refusal to disclose her text messages or consider them public records subject to disclosure, Mayor 
Stothert nonetheless allowed the OWH to view her text messages for a single day-but not for a date within the 
OWH's public records request-and yet despite knowing the controversy her refusal to regard the text messages as 
public records, Mayor Stothert continues to delete such text messages at the end of every day. 
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2. Roseann Moring is a reporter for the OWH. 

3. Respondent City of Omaha is a city ofthe metropolitan class in Douglas County, 

Nebraska. 

4. Respondent Mayor Jean Stothert, was elected to the office of Mayor of Omaha in 

May 2013. 

The OWH's Public Records Request and Mayor Stothert's Denial 

5. On April 13, 2015, Ms. Moring sent an email to Paul Kratz, City Attorney for 

Omaha, requesting "to review or obtain copies of all text message correspondence between 

Mayor Jean Stothert and any Omaha City Council member or city of Omaha department head 

between March 23,2015, and today [April13, 2015]." (Exhibit 1). 

6. On April 21, 2015, Paul Kratz responded to Ms. Moring by letter stating that 

while Mayor Stothert voluntarily showed the OWH her text messages for one particular day, the 

City of Omaha was denying the public records request on the basis that the text messages did not 

constitute public records under Neb. Rev. Stat. § 84-712.01(1). (Ex. 2). Mr. Kratz' letter relied 

heavily on Everston v. City of Kimball, 278 Neb. 1, 767 N.W.2d 751 (2009), to reason that text 

messages sent through a personal mobile device and stored, however briefly, by a private, non

governmental cellular provider such as Verizon, Sprint, and AT&T, do not constitute public 

records because the same are not "of or belonging to" the City of Omaha. ld at 1-2. Mr. Kratz' 

letter also relied on the Stored Wire and Electronic Communications and Transactions Act, 18 

U.S.C. § 2701 et seq. (the "Stored Wire Act"), which the City of Omaha argued prohibits the 

disclosure of the contents of communications or records in the possession of telecommunication 

providers to the public unless a specific legislative exception existed. ld at 3-4. 
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7. However, the City's reliance on Everston and on the Stored Wire Act are 

misplaced because Everston explained that the definition of what constituted a public record was 

to be broadly defined and was "regardless of whether the public body takes possession [of the 

record]." Everston, 278 Neb. at 9, 767 N.W.2d at 759. Everston involved the public records 

request for the investigative report on racial profiling of Hispanics by police, conducted by a 

private investigator hired by the city. Everston interpreted and applied the definition of public 

records under Neb. Rev. Stat. § 84-712.01(1)-the very section relied upon by the City of 

Omaha here-and made several important findings that do not support the City of Omaha's 

position: 

a. Everston held that the "[t]he reference to 'data' in the last sentence shows 

that the Legislature intended public records to include a public body's component 

information, not just its completed reports or documents." Everston, 278 Neb. at 9, 767 

N.W.2d at 759. 

b. Everston also noted that section 84-712.01(3) required courts to liberally 

construe the public records statutes for disclosure particularly when the records relate to a 

public body [such as the City of Omaha] expending funds. Id 

c. "Section 84-712.01 does not require a citizen to show that a public body 

has actual possession of a requested record. Construing the 'of or belonging to' language 

liberally, as we must, this broad definition includes any documents or records that a 

public body is entitled to possess-regardless of whether the pubic body takes 

possessiOn. The public's rights of access should not depend on where the requested 

records are physically located." Everston, 278 Neb. at 9, 767 N.W.2d at 759-60 

(emphasis added). 
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d. Everston expressly rejected the City of Kimball's argument that the "of or 

belonging to" language in section 84-712.01 means a public body must have ownership 

of, as distinguished from a right to obtain, materials in the hands of a private entity." 

Everston, 278 Neb. at 9, 767 N.W.2d at 759. In rejecting this argument, Everston 

explained that the city's "narrow reading of the statute would often allow a public body 

to shield records from public scrutiny. It could simply contract with a private party to 

perform one of its government functions without requiring production of any written 

materials." ld Everston explained that section 84-712.01(1) "does not permit the City's 

nuanced dance around the public records statutes." Everston, 278 Neb. at 9, 767 N.W.2d 

at 759-60. 

e. Based on the particular facts before it, Everston proceeded to adopt a 

functional equivalency test to analyze whether the investigator's reports were subject to 

disclosure. As part ofthat analysis, Everston explained that "[s]ection 84-712.01(3) does 

not permit public bodies to conceal public records by delegating their duties to a private 

party." Everston, 278 Neb. at 12, 767 N.W.2d at 761. The same would be true here. 

Because Mayor Stothert admits that she conducts business for the City of Omaha through 

text messages, including texts with City Council members and department heads, she 

must preserve and disclose those text messages as public records. 

f. Everston concluded that the investigative reports at issue constituted a 

public record, but the same was exempted from disclosure because the exemption in 

section 84-712.05(5) for investigations applied. However, this exemption does not apply 

here, nor is it relied upon by the City of Omaha, with respect to Mayor Stothert's text 
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messages. The City's only basis for denial is its position that the text messages are not 

"or or belonging to" the City of Omaha. (Ex. 2 at 1 ). 

8. The City of Omaha's reliance on the Stored Wire Act also fails to support its 

position in this case. The Stored Wire Act prohibits a person or entity providing an electronic 

communication service to the public from knowingly divulging the contents of an electronic 

communication stored by that service. 18 U.S.C. § 2702(a). However, there are many 

exceptions, including disclosure to (1) the addressee or intended recipient of the communication, 

or their agent; and (2) with the lawful consent of the originator or of the addressee or intended 

recipient of the communication, or their agent. 18 U.S.C. § 2702(b). In any event, the City of 

Omaha's reliance on the Stored Wired Act fails because it entirely ignores that every public 

record at issue is, quite literally, in Mayor Stothert's hands until she knowingly and intentionally 

deletes them from her cell phone. The records are also in the hands of the recipient of each text 

message until also deleted from the recipient's cell phone. Furthermore, there are various 

technological solutions to this issue including, but not limited to, the use of email, saving the 

texts, or transferring the texts to an email file, just to identify a few. Indeed, depending on the 

cell phone service and settings on Mayor Stothert's personal phone, her text messages can be and 

may be stored on "the cloud" and available to her almost immediately. Thus, it is clear that each 

and every text can be preserved and available to her--and therefore available in response to a 

public records request-until she chooses to delete them from her phone. 

Text Messages are Public Records 

9. Mayor Stothert and the City of Omaha admit-and certainly could never deny-

that Mayor Stothert conducts business ofthe City of Omaha through text messages sent from and 

received by her personal cell phone. See Exs. 3-5. Mayor Stothert sends text messages to City 
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Council members about city issues, including during City Council meetings, and some of them 

send texts to her as well, also sometimes occurring during City Council meetings. Ex. 3. The 

texts she showed the OWH confirm this conduct. Ex. 3. 

10. Mayor Stothert states that "[she has] nothing to hide" and that she is "committed 

to conducting government transparently" yet her position and conduct with respect to her text 

messages on City business are at odds with her statements. Ex. 3. She admits to conducting city 

business using text messages, yet she refuses to produce them, she rejects considering them 

public records, and she intentionally fails to preserve them. 

11. Indeed, Mayor Stothert stated "I believe in transparent government organizations. 

We cannot pick and choose or make exception about public information when we are spending 

the taxpayer's money." Ex. 3. Yet Mayor Stothert attempts to downplay her texts by claiming 

she uses texts as a "convenience" and not to conduct "major city business" and that she considers 

texts to be more like a phone call than an email (the latter of which there is no dispute constitutes 

a public record). Exs. 3-5. However, there is no qualification in the definition of what 

constitutes a public record under section 84-712.01 that exempts records subjectively described 

as a mere "convenience" or not intended to be "major city business."2 "[P]ublic records shall 

include all records and documents, regardless of physical form, of or belonging to this state, 

any county, city, village, political subdivision, or tax-supported district in this state, or any 

agency, branch, department, board, bureau, commission, council, subunit, or committee of any of 

the foregoing. Data which is a public record in its original form shall remain a public record 

when maintained in computer files." § 84-712.01(1)(emphasis added). Similarly, Mayor 

Stothert's characterization of her texts as more like a phone call than an email is inconsistent 

2 City Council members have stated that while texts are often used for routine matters and scheduling, texts have 
been used to discuss major issues too. Ex. 3. 
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with section 84-712.01. Unlike a phone call-but very much like an email-a text message 

generates a viewable record that exists in physical form and can be maintained until deleted. 

Furthermore, section 84-712.01 expressly states that the determination of what constitutes a 

public record does not rely on the physical form of the record at issue. Indeed, if texts were 

more like cell phone calls as Mayor Stothert suggests, she would not have been able to show the 

OWH her texts for a particular day as she did. 

12. Similarly, the fact that Mayor Stothert's text messages do not travel through the 

City's email servers, and instead travel over the airwaves and through the cell phone company 

system, is not an excuse or argument that insulates them from qualifying as public records. The 

text messages could be-and should be preserved-while on the phones and in the hands of 

Mayor Stothert and the City Council members. Nebraska's Records Management Act governs 

the handling of public records and "shall apply to all state and local agencies .... " Neb. Rev. Stat. 

§ 84-1217. "Local agency means any agency of any county, city, village, township, district, 

authority, or another public corporation of political entity, whether existing under charger or 

general law .... " § 84-1202(1). Notably, "[a]ll records made or received by or under the 

authority of or coming into the custody, control, or possession of state or local agencies in the 

course of their public duties are the property of the state or local agency concerned and shall not 

be mutilated, destroyed, transferred, removed, damaged, or otherwise disputes of, in whole or in 

part, except as provided by law." § 84-1213(1). Furthermore, there must be an implied duty 

inherent in the public records laws to preserve records so that citizens and other interested 

persons can inspect them as permitted. The public records laws would be meaningless if the City 

of Omaha could destroy records before the public could request to inspect them. Mayor Stothert 

cannot be allowed to continue deleting every day those records that she creates or receives in the 
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course of conducting the city's business. As the chief executive of the city, Mayor Stothert 

clearly holds a responsibility to preserve records generated in the course of conducting city 

business, regardless of how she might subjectively characterize the records. See also Frederick v. 

City of Falls City, 289 Neb. 864,871-72,857 N.W.2d 569, 575 (2015)(explaining that the Court 

held in Everston that the phrase "of or belonging to" in § 84-712.01 (1) should be construed 

liberally to include documents or records that public body is entitled to possess, regardless of 

whether public body actually has possession of documents). Indeed, this is consistent with the 

position the Nebraska Attorney General's office explained in a July 2, 2012 letter by Assistant 

Attorney General Dale Comer, when Mr. Comer explained that "the key question in determining 

whether any particular record is a public record is not where that record is located, but rather 

whether that record is a record 'of or belonging to' government." Ex. 6 at 2 (citing Op. Atty 

Gen. No. 97033 (June 9, 1997)). 

13. Furthermore, the City of Omaha cannot rely on the fact that Mayor Stothert uses 

her personal cell phone as a basis to deny a request for text messages relating to city business. 

As discussed above, neither possession of the record nor its physical form are relevant factors in 

determining whether a text message constitutes a public record. Furthermore, the fact that the 

text messages at issue are found on the mayor's phone highlights the ability of the City to obtain 

a copy of all such text messages, particularly in light of Mayor Stothert's duty to preserve rather 

than destroy records generated while conducting city business. 

14. The Court of Appeals of Washington faced exactly this issue in Nissen v. Pierce 

County, 183 Wash.App. 581, 333 P.3d 577 (2014), when the text messages on a county 

prosecutor's personal cell were sought under the state's public records laws. Nissen found that 

text messages on the prosecutor's personal cell phone that were prepared and used in his capacity 
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as a public official constituted a public record. Nissen, 183 Wash.App. at 593-94, 333 P.3d at 

583. "That such government-business-related text messages were contained on a personal 

cellular phone is immaterial. Our Supreme Court has refused to exempt personal device 

communications from records subject to the [public records laws], stating, 'If government 

employees could circumvent the [public records laws] by using their home computers for 

government business, the [public records laws] could be drastically undermined."' Nissen, 183 

Wash.App. at 593-94, 333 P.3d at 583. See also City of Champaign v. Madigan, 992 N.E.2d 

629, 639-40 (Ill. Ct. App. 2013)(holding under specific language of Illinois open records laws 

that city council members' communications from personally owned electronic devices made 

during city council meetings and study sessions were subject to public records disclosure; also 

"encourage[ing] local municipalities to consider promulgating their own rules prohibiting city 

council members from using their personal electronic devices during city counsel meetings"). 

Following Nissen, the Washing Secretary of State's office issued a "Records Management 

Advice" just this month stating that text messages were public records, including text messages 

sent to or received by a personally-owned device, if the text message related to the work of the 

agency. Ex. 14. 

15. Other state and local governments have recognized or are recognizing that text 

messages relating to the conduct of public business are public records, even when found on 

private cell phones, to wit: 

a. The Mississippi Ethics Commission issued an opinion on April 11, 2014, 

finding that a mayor's text messages on the mayor's personal cell phone (not reimbursed 

by the city) which related to city business were public records that must be preserved and 

disclosed. Exhibit 7 at ~ 2.4. The Commission reasoned that the mayor served as the 
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chief executive officer of the city and was charged with supervising all department of the 

municipality, as well as enforcing the city's charter and ordinances, and therefore text 

messages concerning city business sent by the mayor in his role as chief executive officer 

of the city qualify as public records. /d. The Commission further explained that the fact 

the text messages were on the mayor's personal cell phone was not determinative; rather, 

it was the purpose and use of the text message for city business that was determinative. 

/d. at~ 2.5.3 

b. On July 26, 2012, the the Attorney General of Texas issued an opinion 

explaining that information on a personal cellular telephone, including text messages, 

constituted public records subject to disclosure when the text messages were used in the 

course of government business. Ex. 8 at p. 140. The Texas Attorney General expressly 

rejected the argument that the county did not possess or have control over the records on 

a personal cell phone because the county employee admitted that he used his personal cell 

phone in performance of his official duties for the county. /d. (noting also that county 

provided a stipend for cell phone, but reiterating that information constituted public 

records if it related to official business of a governmental body and was maintained by 

public official or employee of the governmental body). 

c. In 2013, following the above-described opinion of the Texas Attorney 

General, the Texas Legislature expressly included "text message" in the list of what 

constitutes "public information" subject to a public records request. Tex. Gov't Code § 

552.002(c). 

3 The Commission further explained that "purely personal text messages having absolutely no relation to city 
business" would not be subject to production under the public records laws. Ex. 7 at~ 2.5. 
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d. On May 13, 2009, the Attorney General of Oklahoma issued an opinion 

answering whether e-mails, text messages, and other electronic communications made in 

connection with the transaction of public business, the expenditure, of public funds, or 

the administration of public property was subject to the Oklahoma Open Records and 

Management Act when the records were created, received, transmitted, or maintained by 

public officials on privately owned equipment and communication devices. The 

Oklahoma Attorney General answered in the affirmative, excepting only that information 

which some provision of law made confidential. Ex. 9 at 339. The Oklahoma Attorney 

General explained that the answer was not based on who owns the electronic 

communications equipment but rather on whether the electronic communications created 

or received by public bodies or officials on that equipment qualified as "records" under 

the public records laws. Id. at 339-40 (citing prior opinion holding that emails created or 

received by public agencies and officials and made in connection with transaction of 

public business were public records). The opinion also relied upon Oklahoma's Records 

Management Act, which uses virtually identical language to define public records and the 

duty of officials to maintain and preserve public records as does the Nebraska Open 

Records Act. Id. at 341 ("record" means document, book, paper .... or other material, 

regardless of physical form or characteristics, made or received pursuant to law or 

ordinance or in connection with the transaction of official business, the expenditure of 

public funds, or the administration of public property" and defining duty to preserve as 

"[a]ll records made or received by or under the authority of or coming into the custody, 

control, or possession of public officials of this state in the court of their pubic duties 

shall not be mutilated, destroyed, transferred, removed, altered or otherwise damaged or 
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disposed of, in whole or in part, except as provided by law"). "In summary, we conclude 

that ownership of electronic communications equipment is irrelevant in determining 

whether information therein is subject to the ORA and/or the RMA. Rather, that 

determination depends upon whether the information qualifies as a record as defined in 

the ORA and/or RMA." !d. at 342. 

e. In Jacksonville, Florida, the Daily Record reported that the City Ethics 

Commission Subcommittee on Transparency and Open Government met to discuss how 

to capture and preserve text messages. Ex. 10. A member of the Commission was 

quoted as admitting "The first area of concern was whether or not text messages, which 

are public record if they are discussing City business on either city or personal phones, 

are being kept." !d. (emphasis added). At issue were city-issued Blackberry devices as 

well as personal cell phones. Another member of the council explained, "We shouldn't 

prohibit the use of new technology. The vehicle is not the issue. The issue is capturing 

the content." !d. 

f. In August 2013, the Orlando Sentinel reported that after a six-month 

investigation, prosecutor Jeff Aston concluded that commissioners violated Florida law 

by deleting text messages that were public records, though they may not have done so 

knowingly. Ex. 11. While the Orlando Sentinel reporter clearly took issue with the 

finding that the violation might not have occurred "knowingly," it was also reported that 

the investigation prompted the county to install new policies to capture text messages. ld. 

g. In October 2012, the La Crosse Tribune reported a similar problem in 

Madison, Wisconsin, when council members and representatives of a hotel developer 

exchanged text messages to discuss potential votes to approve a construction project. Ex. 
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12. "It's recorded information," said a local attorney and expert in public records laws, 

"that should be archived and retrieved if it concerns public business." Jd at 2. The 

article explained further that the City of Madison's policy provided that text messages by 

public officials were permissible if they are saved as public records and do not otherwise 

violate the law. That was consistent with the position of the La Crosse City Attorney, 

whose default rule about written communication is that if it relates to city business, it is a 

record that needs to be retained regardless of its origin. !d. at 1. 

h. Charles Davis, the executive director of the National Freedom of 

Information Coalition at the University of Missouri was quoted in an article by the USA 

Today and re-broadcast by ABC News: "I don't care if it's delivered by carrier pigeon, 

it's a record. If you're using public time or your public office, you're creating public 

records every time you hit send." Ex. 13. 

16. Based on the above discussion, Mayor Stothert's text messages created or 

received in the course of conducting the business of the city constitute public records. The 

overwhelming authority on the issue reveals that it is not the the form of the record, or the 

possession of the record, or that the record was created on a personal cell phone; rather, the sole 

dispositive factor is whether the record pertains to the business of the city. Mayor Stothert 

admits her text messages at issue pertain to city business. As a public record, the text messages 

must be both preserved and produced, but Mayor Stothert is currently refusing to do either. 

Wherefore, the Omaha World-Herald Company respectfully requests that the Attorney 

General for the State of Nebraska determine whether text messages relating to City business on 

the personal mobile devices of Mayor Stothert, City Council members, City Department heads, 

and other employees of the City-regardless of whether the personal mobile device is paid for in 
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whole or in part by the City-are public records which must be preserved and produced pursuant 

to Nebraska's public records laws. 

Dated this ,JS day of April, 2015. 
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OMAHA WORLD HERALD, Petitioner, 

By: 111.4~J c ~0~ 
Michael C. Cox, #17588 I 
Daniel J. Fischer, #22272 
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1125 South 1 03rd Street, Suite 800 
Omaha, NE 68124 
402-390-9500 
402-390-9005 (facsimile) 
Mike. Cox@koleyiessen.com 
Dan.Fischer@koleyjessen.com 

Attorneys for Petitioner 
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From: Moring, Roseann 
Sent: Monday, April 13, 2015 3:08 PM 
To: paul.kratz@cityofomaha.org 
Subject: request as discussed 

April 13, 2015 
 
Dear Mr. Kratz: 
As we discussed on the phone, and pursuant to the state open records law, Neb. Rev. Stat. Secs. 84-712 to 84-712.09, I 
am requesting to review or obtain copies of all text message correspondence between Mayor Jean Stothert and any 
Omaha City Council member or City of Omaha department head between March 23, 2015, and today. 
 
I can review the text messages in the way that is the most convenient for you. 
 
If you expect costs to exceed $50, please contact me beforehand. 
 
If you choose to deny this request, please provide a written explanation, including a reference to the specific statutory 
exemption(s) upon which you rely. Also, please provide all redacted portions of otherwise exempt material. 
 
Please don’t hesitate to call if you have any questions about fulfilling this request. 
Thank you for your assistance. 
 
Sincerely,  
Roseann Moring 
Omaha World-Herald 
(402) 444-1084 
roseann.moring@owh.com 
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City of Om aha 
J e an Stothcrt, Mayor 

Ms. Roseann Moring 
OMAHA WORLD HERALD 
13 14 Douglas Street 
Omaha, NE 68 102 

Re: Public Records Request 

Dear Ms. Moring: 

April21 , 201 5 

Law D ep artment 

Omaha/ D ouglas C ivic Center 
181 9 Farnam Street, Suite 804 
O maha, N ebraska 68183-0804 

(402) 444-5115 
!'AX: (402) 444-5125 

Paul D. Kratz 
City 1\ ttorney 

This letter is in response to your April 13, 20 15, public records request for text messages 
between Mayor Jean Stothert and any of the City Councilmembers of the City Omaha or the City 
of Omaha department heads between March 23, 20 15, and Apri l 13, 20 15. A similar request was 
made of all of the City Councilmembers. It should be noted that all cell phones involved are 
personal phones of the Mayor and Councilmembers. Even though the Mayor and most of the 
City Councilmembers have voluntarily showed you their text messages, it is the opinion of the 
Omaha Law Department that text messages on private cell phones are not public records for the 
reasons set forth below. 

Your request is made pursuant to the Nebraska Public Records Act, NEB. REv. STAT. § 
84-7 12, et seq. This is the response required by N EB. REV. STAT. § 84-712.04. The contents of 
the many text messages within your request are so varied that I am unable to provide the 
description required by that statute. 

NEB. REv. STAT. § 84-71 2.01(1) defines a public record as "all records and documents, 
regardless of physical form, of or belonging to this state, any county, city . . . Data which is a 
public record in its original form shall remain a public record when maintained in computer 
files." The Nebraska Supreme Court has stated " [t]he reference to 'data' in the last sentence 
shows that the Legislature intended public records to include a public body's component 
information, not just its completed reports or documents." Eversion v. City of Kimball, 278 Neb. 
1, 9, 767 N.W.2d 75 1,759 (2009). 

To determine whether a record or document qualifies as a public record under Nebraska 
statute, one must determine whether the record , document, or data is "of or belonging to" the 
public entity. NEB. REv. STAT. § 84-712.01(1). Nebraska courts must construe this language 
liberally, to include "any documents or records that a public body is entitled to possess -
regardless of whether the public body takes possession" of the record. Eversion at 9. In the case 
of text messages, one must first determine who actually possesses them. 
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Ms. Roseann Moring 
April21, 20 15 
Page 2 

Unlike e-mail communication, which travels from a computer to a data server and is then 
stored on that server, text messages are created on mobile telecommunication devices. The 
message is sent using radio frequencies to a w ireless telecommunication provider's receiver and 
is then routed through the provider 's computer network, where it remains until the recipient's 
mobi le communication device is ready to receive the text message. It is then transmitted using 
radio frequencies from a transmission station to the recipient's own mobile device. The text 
message does not pass tluough a computer server owned or operated by the sender or the 
recipient, but instead uses radio frequencies and bandwidth reserved by the Federal 
Communications Commission (FCC), licensed to telecommunication providers to establish 
public communication services. Any computer server the text message passes through or is 
stored on is owned and operated by the telecommunications provider and is deleted in three to 
seven days. 

Wireless telecommunication providers (such as Verizon, Sprint, and AT&T) are private, 
non-governmenta l entities. To determine whether data or text messages possessed by these 
telecommunication prov iders qualify as records "of or belonging to" the City, one must seek 
guidance from the Nebraska Supreme Court. In Eversion, the Court established a four-part test to 
determine "whether a public body is enti tled to documents in a private party's possession for 
purposes of disclosure." Eversion at 12. The test requires: 

(I ) the public body, through a delegation of its authority, to contract with a private 
entity to perform a gove rnment function; 

(2) the private party to prepare records or documents under the public body' s 
delegation of authority ; 

(3) the ability of the public body to possess materials necessary to monitor the private 
party's decision; and 

( 4) the documents and records requested are used to make a decision affecting the 
public interest. 

!d. When a public employee or official, in that employee or official 's individual capacity, 
contracts with a telecommunications provider for personal cellular and wireless 
telecommunication serv ices, that individual is not delegating governmental authority or 
contracting with the provider to perform a governmental function. The individual is a market 
participant, contracting for personal services from a federally regulated telecommunications 
provider. Likewise, a text message, as a record, document, or data, is not prepared under a 
delegation of public authority, because the contract for service is between two private entiti es, 
the individual and the provider. 
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Ms. Roseann Moring 
Apri l 2 1, 20 15 
Page 3 

Further, the City has no way to compel a telecommunications prov ider to di sclose the text 
messages or other data transmitted over airwaves and frequencies licensed by the FCC. The 
Stored Wire and Electronic Communications and Transactional Records Act (the Stored Wire 
Act), 18 U.S.C. 2701 el seq ., provides that a "person or entity providing an electronic 
communication service to the public shall not knowingly divulge to any person or entity the 
contents of a communication while in electronic storage by that service ... " 18 U.S.C. § 
2702(a)( I). While 18 U.S.C. § 2702(b) authorizes disclosure exceptions, disclosure to a 
government entity is only authorized by court order or warrant issued pursuant to jurisdictional 
rules of criminal procedure, or by the provider when it "believes that an emergency involving 
danger of death or serious physical injury to any person" is imminent. 18 U.S.C. § 2702(b)(8) . 
As for the fourth part of the Eversion test, it is theoretically possible, but high improbably, for a 
text message with limited character and data capabilities to have such an influence on a public 
employee or official that it affects the public interest. 

As noted above, the Stored Wire Act prohibits wireless telecommunication providers 
from disclosing the contents of a communication unless disclosure is made pursuant to specific 
statutory exceptions. Congress has permitted disclosure to ( 1) the intended recipient of the 
message, (2) as necessary to persons or entities incident to the transmission of the 
communication, (3) to the National Center for Missing and Exploited Children, (4) to a law 
enforcement agency if related to the commission of a crime, and (5) to a govenm1ent entity if the 
provider in good faith believt:s that an emergency involving death or serious injury is imminent. 
18 U.S.C. § 2702(b). Disclosure is also authorized pursuant to a court order or authori zed 
warrant issued pursuant to jurisdictional rules of criminal procedure or for certain 
counterintelligence purposes. 18 U.S.C. §§ 2703 and 2709. Importantly, Congress created no 
exception fo r disclosure pursuant to the Federal Freedom of Information Act or a state 
equivalent. 

The Stored Wire Act states that the contents of a w ireless communication may only be 
disclosed to certain enumerated individuals or entities. If a Nebraska court was to determine that 
NEB. REV. STAT. § 84-7 12( I) requires wireless telecommunication providers to disclose the 
contents of certain wireless communications to "all citizens of this state and all other persons" as 
a matter of right, such a holding would place Nebraska statute in direct conflict wi th a provision 
of federa l law. However, NEB. REv . STAT. § 84-7 12.0 1(1) begins with the exception, "[e]xcept 
when any other statute expressly provides that particular information or records shall not be 
made public, public records shall include ... " The Stored Wire and Electronic Communications 
and Transactions Act, 18 U.S.C. § 270 I et seq., contains a provision that expressly prohibits the 
disclosure of the contents of communications or records in the possession of telecommunication 
providers to the public, unless di sclosure is made pursuant to specific legislatively authorized 
exceptions. Because the Stored Wire Act prohibits disclosure of wireless communications, text 
messages fall within the general exception contained in NEB. REV. STAT.§ 84-712.0 1(1) and are 
not public records. 
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I am the public employee responsible for the decision to deny your request. NEB. REV. 
STAT. § 84-71 2.03 may grant you the right to administrative or judicial review, and you should 
consult that statute. 

PDK/dlm 

c: Jean Stothert, Mayor 
City Councilmembers 
Jim Dowding, Chief of Council Staff 
Buster Brown, City Clerk 

City Attorney 
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Stotherts’ flying 
fingers raise 
records concerns 
Are text messages about city business 
open to the public? Should they be? 
The city attorney researches the matter 

By ROSEANN MORINC 

WORLD-HERALD STAFF SVRJI’LR , \ 
Dozens of people came to kip- 

Omaha City Hall a couple of 
weeks ago to hear a public dis- 
cussion about how the city can 
direct more jobs to high-poverty 
areas. It was their chance to di- - 
rectly and publicly speak to the Jean Stothert 
City Council about a controver- The Omaha 
sial ordinance, mayor has 

That day, Mayor Jean Stothert developed 
also made her opinions known a reputation 
to the council. But not from the for frequently 
podium. texting City 

She used text messages Council 

instead. members about 

Stothert sent the ordinance issues, some
with kinder 

sponsor, Councilman Chris language than 
Jerram, a text message asking others. 
if he would delay his proposal. 
"You told me - you would table 
it. What is the reality of this?" THE MODERN- 

Jerram responded, also via DAY MEMOS 
text message. "Nothing has Read more of 
changed." He added that if the Mayor Jean 
mayor agreed to part of his plan, Stothert’s text 
he’d back off the rest. "You have exchanges on 
not agreed to the pilot yet so the Omaha.com/ 
ordinance continues." metro 

"Are you kidding me?" 
Stothert fired back. "Blackmail 
Chris?" 

And they continued to trade 
heated text messages during the 
meeting and after. 

As a method of communi- 
cation, texting has become a 
common practice among Omaha 
city leaders. City business is 
increasingly conducted by text 

See Texts: Page 2 

EXHIBIT 3, Page 1 of 3



2A • MONDAY, APRIL20, 2015 MAIN NEWS 

Texts: Stothert says she deletes messages on persc 
Continued from Page 1 

message, particularly by Stothert
who lias garnered a reputation as a 
frequent texter. 

Councilman Franklin Thompson, a 
fellow Republican and a close ally of 
the mayor, said Stothert has texted 
him during council meetings. He de
scribed texts that contain both positive 
and negative interactions. 

"She texts most people, I think, 
when she's unhappy," lle said. "That's 
just her style. And it's a style that's 
different from the other mayors." 

The rise in texting raises open-gov
ernment questions; Stothert has 
promised to bring more transparency 
to Omaha City Hall. 

The text messages exist in an 
electronic world outside city govern
ment's public email servers. Stothert 
she deletes text messages at the end 
of every day. The city attorney doubts 
that the text messages - which are on 
elected officials' private phones - are 
public records. 

Now a discussion has begun among 
Omaha city officials over the practice. 

Stothert, who uses her own phone 
for city business, said she considers 
the text messages private and sees 
them as a substitute for a phone call, 
rather than email. Still, she allowed 
The World-Herald on Thursday to 
review her city-related text messages 
from that day. 

"I have nothing to hide," she said. 
The World-Herald submitted a pub

lic records request last week to review 
correspondence that is being sent via 
texts by the mayor or City Council 
members. 

Most council members, including 
Jerram, allowed The World-Herald to 
review their text messages. 

There's no question that - with few 
exceptions- government-related 
emails or letters between officials are 
a part of the public record, and anyone 
can file a request to review that corre
spondence. 

City Attorney Paul Kratz said that 
he's not sure whether text messag-
es are public records that must be 
disclosed, even if elected officials are 
conducting public business. 

"We are still researching the legal 
issues and the recoverability of text 
messages pursuant to your records re
quest," he said in an email Friday. "We 
sliould be able to respond next week." 

But John Bender, who teaches me
dia law at the University of Nebras
ka-Lincoln, said that if city-related 
text messages aren't a public record, 
they should be. 

"I think it's pretty clear that the 
public records law applies to any 
records, no matter what physical form 
they're in," he said. 

City Clerk Buster Brown, whose job 
includes maintaining City of Oma-
ha records, was among the officials 
brought into the discussion last week. 
He said he has encouraged officials 
to commuaicate through email rather 
than text message so the record can 
be preserved. The city automatically 
saves emails, so even if an official 
deletes a message, the record is swred 
on city servers. 

Stothert and some council members 
questioned the logistics of releasing 
text messages that are swred on their 
personal cellphones. They said they 
should be allowed to have an expec
tation of privacy for texts with their 
children or spouse, for example. 

Pete 
Festersen 

Garry 
Gernandt 

Ben 
Gray 

Public record laws are intended 
to allow citizens access to important 
information about how government 
operates. 

A similar issue came up nationally 
recently wllen Democratic presiden
tial candidate Hillary Clinton disclosed 
that when she was Secretary of State 
she used a personal email address 
to do government business. Clinton 
ended up voluntarily releasing 55,000 
emails to the State Department. 

Most other states don't specify 
whether text messages are public 
recerds, said Pam Greenberg, an 
expert on information technology 
from the Natiou.al Conference of State 
Legislatures. Texas and Georgia are 
the exceptions: Their laws explicitly 
say that text messages can be public 
information. 

In Nebraska, the open records law, 
which was last amended in 2000, says 
that all records and documents of a 
government entity, regardless of phys
ical form, should be public. The law 
applies to the State of Nebraska and 
all its many government subdivisions, 
including municipalities. 

There are some exceptions, such as 
records that contain medical informa
tion, trade secrets or attorney-client 
communications. 

Stothert and the council members 
don't have city-issued phones -
they're sending these texts from their 
private cellphones. 

An assistant attorney general has 
previously advised that if officials 
conduct government business through 
private email, those records could still 
be public. 

"A key question in determining 
whether any particular record is a 
public record is not where the record 
is located, but rather whether that re
cord is a record 'of or belonging to the 
government,'" wrote Dale Comer in 
a 2012 letter about a dispute between. 
the Beatrice Daily Sun and the Gage 
County Board. 

In response to a query from The 
World-Herald about whether text 
messages are public records, a spokes
woman for the Attorney General's 
Office issued a statement: "We believe 
that text messages are public records 
if they are of or belonging to the State 
of Nebraska and pertain to public 
business." 

Stothert often says that she's 
committed to conducting government 
transparently. 

For instance, she has pushed the 
Metropolitan Entertainment and Con
vention Authority, the nonprofit group 
that manages the Century Link Center 
and TD Ameritrade Park, to release 
more information about its operations. 

''I believe in transparent govern
ment organizations," she wrote in a 
letter to the MECA board chairman 
last month. "We cannot pick and 
choose or make exceptions about pub
lic information when we are spending 
the taxpayer's money." 

Stothert also said she has worked 

Chris 
Jerram 

Aimee 
Melton 

to make herself more available to the 
media and the public than her recent 
predecessors. 

Stothert said she has previously 
asked Kratz to review whether text 
messages would be public and to 
explore whether the city needs a clear 
policy. 

She said that she prefers to talk to 
people face-to-face or by phone, but 
when slie can't do that, she uses text 
messaging for the convenience. She 
said she generally conducts routine 
matters such as scheduling via text 
message. 

"I'm not using it to do major city 
business," she said. 

Her texts often start early in the 
morning and continue at night. She 
said she will often have a thought she 
wants to share but doesn't want to 
wake someone up with a phone call. 

Stothert said she deletes messages 
at the end of the day because she sees 
them as "unimportant." 

"It's not like there's this big secret 
argument going on all the time," slie 
said. 

The text messages she provided 
Thursday were generally routine. 
The texts included discussions with 
staffers about the logistics of a press 
conference and an exchange with 
U.S. Sen. Ben Sasse about being the 
commencement speaker at Midland 
University. She texted Police Chief 
Todd Schmaderer to ask about an 
update of a case. 

She said she would be comfortable 
routinely providing the public with 
text messages that she has sent.. But 
she would balk at showing others' 
texts to her, saying that would be a 
"betrayal" of confidentiality. 

Last week, Stothert continued to 
delete messages after the newspaper 
made the records request. Stothert 
said she was unaware of the news
paper's request for her texts, though 
she had discussed with Kratz that he 
planned to research whether text mes
sages would be public records. Both 
Stothert and Kratz said that be did 
not recommend that she stop deleting 
texts. 

On the council side, most council 
members expressed a willingness to 
comply with the request. 

One council member, Garry Ger
nandt, said he deletes text messages 
and didn't have any such messages on 
his phone. 

Three council members- Jerram, 
Pete Festersen and Ben Gray
agreod to comply within a day and pro
vided The World-Herald with copies of 
their text messages. 

"It's public record," Jerram said. 
"It's city business." 

Friday, Councilwoman Aimee 
Melton allowed The World-Herald to 
review her messages on her phone. 
The same day, Councilmaa Rich Pahls 
agreed to do the same. 

But Councilman Franklin Thompson 
said he wouldn't provide access to his 
city texts unless he was told to de so 
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>nal phone at the end of each day 

Franklin 
Thompson 

by a lawyer or ordered by a judge. 
Later he said he contacted Verizon and 
was told that the company would not 
provide him a transcript of his text 
messages without a subpoena. 

Melton said she would like to see the 
issue clarified so everyone, especially 
constituents, knows the rules. 

"We probably need to have a policy 
in place that we all know, whether 
these are public records or not," 
Melton said. 

The council members' text messag
es show that they generally send texts 
about routine matters or logistical 
planning. The texts show that council 
members have discussed some major 
city issues, most notably Jerram's 
preposal about city contractors, which 
is still pending before the council. 

Stothert's texts with Melton - and 
their shared texts with fellow Repub
licans Fahls and Thompson- show a 
more collegial relationship than she 
shares with the Democrats. 

The four share thoughts about city 
issues and impressions of City Hall 
happenings. 

Stothert occasionally lobbies the Re
publican council members, including 
asking them to support a resolution 
condemning State Sen. Ernie Cham
bers. 

The four spoke about their disagree
ment with Jerram's north Omaha jobs 
ordinance. Melton, an attorney, said 
she considers it unconstitutional. 

Democrats, however, have shared 
the occasional pointed remark about 
Stothert. At one point, for example, 
Gray used the word "petty" to de
scribe Stothert's action. 

During their jobs discussion, Jer
ram called Stothert "Sneaky Jean." 
She said he is "one rude, insulting 
man.'1 

As the council was conducting the 
public hearing on Jerram's ordinance, 
St• thert texted the council Republi
cans: "OMG! This is ridiculous." 

Festersen said it's inappropriate for 
the mayor to text council members 
during public meetings. 

Bender, the UNL professor, sug
gested that texting during council . 
meetings could violate the state's open 
meetings law, which is intended to en
sure that discussion about legislation 
takes place in an open forum. 

Stothert said council members also 
occasionally send her a text during 
council meetings, often to ask what 
she thinks of a particular issue. 

She acknewledged that she dis
agreed with Jerram through texts and 
said she's comfortable with how she 
expressed rt. 

"I would tell Chris Jerram in front 
of you that I was unhappy," she said. 

Jerram said the mayor texts liim 
frequently and often aggressively. 

Gray agreed. 
"They come in barrages. It'll be this 

and that and this and that," he said. 
"As a matter of fact, I don't know how 
she has time to text like that." 
Contact the writer: 402444,1084, roseann.moring@owh.com 

A GOMMON GOAL 
Mayor Stothert's messages are below on 
the left. Councilman Gray's are on the right. 

( B "' j106) Jean 

I am not as dumb as you 
may think I am. Those 
attending the meetings -
keep me very informed. 
Drafts are what they are 
Ben - a working 
document - open for 
input and improvements. 
I invited Preston to come 
to my office today and 
talk with me - he 
declined. We want a 
solution - not a war. 

I would prefer we would 
work together on this. 
No need to disagree. 
We agree on the end 
result. 

TESTY TOO'S 
Stothert's texts, left, and Councilman 
Jerram's on his jobs proposal. 

(Messages Jean 

Sorry - I forwarded your text 
to Amy - she was suppose to 
call you this morning. I will 
find out - I am at Heroes in 
the l-leartland lunch 

Also - we tried to set up a 
standing meeting with every 
Councllmember. All 
meetings are set up and we 
are meeting - but we never 
heard back from you. I 
would still like tq set up a 
standing meeting 

Details 

I arr · briefrn9 CMs on my 
Heartland VVorkfon e 
Sulutrons \vork~o··ce pmposai 
at 11 0.1 Tuesday Wuuld you 
like to me" ' be ore? 

Fri, Mar 13, 12;12 PM 

Why 1n the ~\ orld arf• you 
n-<_·e' rn~l wr'ill::rin 'rom H\NS 
nbout tt1 ~ pro9rarn 
on Monday when she is 
schecluled wrth rs kr our 
meeting on Tu oSd8y???? 

We were 1o provide >II of the 
answers and in'o a~ our 
rneetrny Tuesday Seems 
insu ling 'lnd liKe )'GU m·e 
gorng around rne on rny 
rroposai 

I am NOl happy about thrs' 

Why 'Nouk:l you rro+ wart for 
Tuesclav's mePtmq wrth me 
when we Nere gorng to give 
you <J II of thnt rnfn? Sneaky 
Jean 
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®maha Morld~lierald 
WEDNESDAY, APRIL 22, 2015 
SECTION B 

Texts arelit public; citY attOrney sayS 
• ~ t . ' . . ' \ 

._'"·~ 

Stothert says 
she'll keep 

1 sending 
:q1essages, 
while one 

City Council 
member says 

he'll switch 
to city email 

instead 

BY RosEA.NN MoRING 
WORLD-HERALD STAFF WRITER 

Omaha Mayor Jean Stothert said 
she plans to continue to us~ text 
messaging after· City Attorn.ey Paul 
Kratz issued a legal opinion that text 
~essages are not- a public recerd. · 

·At least one City Council member, 
however, said he plans to use email 
more often after The World-Herald 
raised questions about city business 
being conducted through texts on 
private cellphones. 

Unlike city emails, text messages . 
on private phories are not tracked 
,and preserved as ~fficial public 

documents. 
Kratz, in response to a World-Her

ald request for city-related text mes
sages to or fromthe mayor and City 
Comicil members, cited a Nebraska :. 
Supreme Court opinion·in a case 
involvinK the City of Kimball. Kratz . 
argued that the Omaha officials' text 
messages don't apply to the'test that 
came from that decision. 

In the Kimball case, the Supreme , 
Court ruled that documents created 
by·a private investigator on behalf 
of the mayor were a public record, 
even though the dqcuments were not 

See Texts: Page 3 

TURNED DOWN 

Jean Stothert 
"Myfe~lings 
on it haven't 

· .changed .... · 
I' ll still do 
it because 
it's more 
c6nven ient." 

· Read Omaha City Attorney Paul 
Kratz's response to The World
Herald's request for city-related 
texts. On Omaha.comjmetro 
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Texts: Some on council disagree 
Continued from Page 1 t;co~~ d~ectly to his"cellphone. 
heid by the city itself. However, He said he will continue to 

· the court ruled that the records · text occasionally but only for 
in the case were covered by an mundane matters, and he will try 
exemption to the public records to communicate mostly through 
law, and so the city did not have email so the messages can be · 
to release them. pr~served for the record. 

Kratz said the Omaha officials' Jerram, along with fellow 
text messages are'held by the council members Pete Festersen 
wireless carriers they contract and Ben Gray, have said they 
with. The officials,/he wrote, · believe text messages containing 
are not delegating government r city business are a public record. 
authority to those carriers or · "I handle the vast majority of 
contracting with the providers to . city business·by city email and · 
perform a government function. will continue to do so but believe 

Kratz said the city can't coni- . . both email and texts regarding 
pel a telecommunications pro- city business should be con
vider to disclose text messages ' sidered public information," 
without a court order. Festersen said. "It's just a matter 

"It is theoretically possible, of time before public records 
but highly (improl;iable), for laws and opinions catch up with 
a text message with limited , technology, and they should." ' 
character and data capabilities Council members Franklin 
to have such art influence on a Thompson and Rich Pahls said 
public employee or official that they text infrequently arid will 
it affects the public interest," probably continue to' respond to 
Kratz wrote. text messages via text. 

Stothert sa:id that after The Pahls showed The World-Her-
World-Herald published some ald his city-related text messag-
texts between city officials, oth- es Thesday. He communicates 
ers in the community said they with a handful of other officials 
might choose to call her instead. through text message, th01,1gh the 
But she said she' will continue texts are infrequent. 
to text others because it's more Five council members, all 
convenient. except for Thompson and Garry 

"Will I stop texting? I won't," Gernandt, showed the newspaper 
, she said. "My feelings on it their texts. . 

haven't changed. We'll be very Councilwbman Aimee Melton 
cautious about what we do. I'll said she was glad Kratz issued 
still do it because it's more con- an opiriion, and she considers the 
venient." matter settled. 

Last week, Stothert allowed a 4n assistant Nebraska at-
World-Herald reporter to review torney general has previously 
her texts. messages from that advised that if public officials 
day·; she says she deletes her text conduct government business 
messages at the end of every day. through private email, those 

Thesday, .the mayor said she records still could be public. 
still would allow a reporter tore- "A key question in deter-
view her text messages, though min4tg whether any particular 
she doesn't think she should record is a public record is not 

· disseminat~ text messages she w~ere the record is located, but 
has received. rather whether that record is 
· Stothert said. she wants to be a record 'of or belonging to the 
accessible to.constituents in any government,'" Dale Comer wrote 
way they want to communicate in a 2012 letter about a dispute 
with her, be it social meoia, tex- between the Beatrice Daily Sun 
ting or some other outlet. and the Gage County Board. 

"We .try to use every tool we In response to a query last 
can that's available now to com- week from The World-Herald, 
municate quickly, accurately and a spokeswoman for the Attor-
efficiently," she said. ney General's Office issued a 

Councilman Chris Jerram said statement: "We believe that text 
that after a meeting with City messages are public records if 
Clerk Buster Brown - the offi- they are of or belonging to the 
cial keeper of city records - the. State of Nebraska and pertain to 
councilman decided to use email public business." 
more instead of text messaging. 

, Thesday he set up his city email 
Contact the writer: 
402-444-1084, roseann.moring@owh.com 
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STATE OF NEBRASKA 

®ffite of tbe ~ttornep ~eneral 

JON BRUNING 
ATIORNEY GENERAL 

Shawn D. Renner 
Cline Williams 

2115 STATE CAPITOL BUILDING 
LINCOLN. NE 68509·8920 

(402) 471-2682 
TDD (402) 471-2682 

FAX (402) 471·3297 or (402) 471·4725 

July 2, 2012 

Wright Johnson & Oldfather, L. L. P. 
233 South 131

h Street 
1900 U.S. Bank Building 
Lincoln, NE 68508-2095 

DALE A. COMER 
ASSISTANT ATTORNEY GENERAL 
CHIEF, LEGAL SERVICES BUREAU 

Re: File No. 12-R-116; Gage Co. Board of Supervisors; Beatrice Daily Sun. 

Dear Mr. Renner: 

This letter is in response to your correspondence dated June 19, 2012, regarding 
access to records of the Gage County Board ("Board") under the Nebraska Public 
Records Statutes, Neb. Rev. Stat. §§ 84-712 through 84-712.09 (2008, Cum. Supp. 
201 0). We received your correspondence on June 21, 2012, and we considered that 
correspondence to be a petition for access to public records under § 84-712.03 on 
behalf of the Beatrice Daily Sun. Our response to the newspaper's petition is set out 
below. 

FACTS 

Our understanding of the facts in this case is based upon your letter along with 
the materials which you provided to us with it. We were provided with additional 
information in a conversation with Mr. Schreiner, the Chief Deputy Gage County 
Attorney. 

At its public meeting on May 25 , 2012, the Board went into closed session to 
discuss a personnel matter. After coming back into open session, the Board announced 
that it was accepting the resignation of Dr. Don Rice, the Gage County Medical Director. 
Subsequently, on June 5, 2012, Chris Dunker with the Beatrice Daily Sun made a 
written public records request to the Gage County Clerk seeking a copy of "any 
correspondence between the Gage County Board of Supervisors and former Gage 
County Medical Director Dr. Don Rice including any emails and written letters in the 
month of April and May." Gage County Attorney Roger Harris responded to Mr. Dunker 
on behalf of the County Clerk on June 7, 2012. Mr. Harris provided Mr. Dunker with 
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copies of some invoices and email correspondence between members of the Board and 
Dr. Rice during the specified time period . However, Mr. Harris also indicated that 
information contained on personal email accounts maintained by individual board 
members is not a public record under Nebraska law. None of the Gage County 
Supervisors has a county email. However, on Gage County's website, the email 
addresses listed for several individual Board members are apparently personal email 
accounts, and members of the public may send email correspondence to Board 
members there. 

You asked us to determine if emails which Board members have on their 
personal accounts which reflect county business are public records. You also asked us 
to require Gage County to produce copies of any emails sent or received via Board 
members' personal email accounts which are responsive to Mr. Dunker's request. 

ANALYSIS 

Under § 84-712.01 (1 ), "public records" in Nebraska include "all records or 
documents, regardless of physical form, of or belonging to" governmental agencies, 
including counties. In that regard , we have indicated in the past that, in our view, the 
mere fact that a record is in the possession of a public officer or public agency does not 
make it a public record. Op. Att'y Gen. No. 97033 (June 9, 1997). Conversely, records 
need not be in the physical possession of any agency to be public records under the 
Public Records Statutes. /d. Therefore, the key question in determining whether any 
particular record is a public record is not where that record is located, but rather whether 
that record is a record "of or belonging to" government. /d. If a record does belong to 
government, then it is a public record no matter where it is located. 

In the present instance, given the circumstances described in your letter, it 
appears to us that Gage County Supervisors may well have public records belonging to 
Gage County which are responsive to the newspaper's records request on their 
personal emails. For that reason, we believe that Board members (or whomever is the 
actual custodian of those records) have an obligation to search for such records on 
members' personal email accounts. However, that obligation is also subject to the other 
provisions of the Public Records Statutes. For example, the custodian of the records in 
question may recover the actual cost of providing copies of any public records 
discovered as a result of such a search, including the cost of the search itself. And, any 
responsive documents located as a result of a search which are subject to the 
confidentiality provisions of§ 84-712.05 may be kept confidential. 

We have discussed this matter with counsel for the County. It is our 
understanding that counsel will review your correspondence and this letter, and act 
accordingly. Consequently, we do not believe that there is any need for further action 
by this office at this time, and we are closing this file . 
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If you disagree with the analysis set out in this letter, you may wish to review the 
Public Records Statutes to determine what additional remedies, if any, might be 
available to your client. 

cc: Roger Harris, Gage County Attorney 

05-400-30 

Sincerely, 

JON BRUNING 

~ZJ"L ~;eA. Comer 
Assistant Attorney General 
Chief, Legal Services Bureau 
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April 11, 2014 

th Section 25-61-13(1)(b), Mississippi Code of 1972, as reflected upon its minutes 
of even date.  

I. FACTS/PROCEDURAL HISTORY

The Mississippi Ethics Commission issued this opinion on the date shown above in 
accordance wi

 

1.1 On November 25, 2014, Robbie Ward (“Ward”) of the Northeast Mississippi 
Daily Journal requested the City of Tupelo (the “city”) provide “digital copies of all text 
messages Mayor Jason Shelton sent in his role as Mayor from [a cell phone number] between 
October 23, 2013 and October 26, 2013.”  

es containing governmental subject matter but stored on private hardware are not 
public records. 

h of 
time to comply with laws related to public and electronic records including text messages.”  

1.2  On December 9, 2013, the city attorney timely responded to Ward and denied the 
request. The city attorney explained that the mayor maintains a personal cell phone over which 
the city has no possession or control. The city also stated that the records of the city do not 
include the individual records of appointed or elected public officials. Finally, the city asserted 
that text messag

1.3 Ward filed this public records opinion request claiming that the mayor utilizes his 
personal cell phone to conduct official city business through text messaging. Additionally, Ward 
notes that the city has created a cell phone list of elected leaders and other officials. Ward asserts 
that the city has utilized this list since at least 2002, providing the city “a reasonable lengt

1.4 In response to the public records opinion request, the city reiterates that the 
mayor’s cell phone is a personal cell phone and that the city does not pay or reimburse the mayor 
for the cost of the cell phone. The city also recognizes this request presents a question of first 
impression in Mississippi and requests guidance from the Commission. The response also states 
the city maintains sixty (60) city-owned cell phones. The city asserts that “[o]f the remaining 
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400-plus employees [of the city], it can be inferred that most own their own private cell phones 
and conduct some manner of city business throughout the day. . . .” As it relates to the specific 
public records request at issue in this matter, the city does not deny that the mayor utilizes his 
cell phone to conduct city business.  

versally-utilized means of instant and efficient communication of transitory 
information.” 

II. ANALYSIS

1.5 The city also discusses the difficulty in differentiating between personal text 
messages and text messages concerning official city business. The city urges the Commission to 
differentiate text messages from more widely accepted methods of electronic communication 
such as email. The city points out that accessing text messages is more difficult than other forms 
of electronic communication. The city also explains that text messaging is widely used for 
“transitory communications” which are casual and routine messages that are not required to be 
maintained under guidelines applicable to email messaging. Ultimately, the city posits that 
treating texts messages as public records will “have a chilling and burdensome effect on the use 
of a now uni

 

ted the mayor search his cell phone and provide any text messages responsive to 
the request.   

tion 25-61-5, Miss. Code of 1972. The term “public 
records” is defined by the Act as follows: 

 or 
function of any public body, or required to be maintained by any public body.  

ally declares” a public record to be 
confidential, privileged, or exempt. Section 25-61-11.    

onically maintained, subject 
to the rules of records retention.” See Section 25-61-1 and 25-61-2.  

2.1 At issue in this matter is whether text messages concerning city business but 
stored on a personal cell phone belonging to a mayor are subject to disclosure under the 
Mississippi Public Records Act of 1983 (the “Act”), codified at Section 25-61-1, et seq., Miss. 
Code of 1972. The Commission is asked to opine on this subject in the abstract because the city 
has not reques

2.2 The Act provides that public records shall be available for inspection by any 
person unless otherwise provided by law and places a duty upon public bodies to provide access 
to such records. Section 25-61-2 and Sec

"Public records" shall mean all books, records, papers, accounts, letters, maps, 
photographs, films, cards, tapes, recordings or reproductions thereof, and any 
other documentary materials, regardless of physical form or characteristics, 
having been used, being in use, or prepared, possessed or retained for use in the 
conduct, transaction or performance of any business, transaction, work, duty

See Section 25-61-3(b). A public body must provide access to public records upon request of any 
person, unless a statute or court decision “specific

2.3 Text messages, similar to other electronic records, constitute documentary 
materials. The Act applies equally to paper and electronic records and provides that documentary 
materials are records “regardless of physical form or characteristics.” The Legislature has 
instructed that “[a]s each agency increases its use of and dependence on electronic record 
keeping, each agency must ensure reasonable access to records electr
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2.4 Mr. Ward’s public records request is inexact and broad in that it does not request 
a specific text message or even a category of text messages. Instead, the request broadly seeks all 
text messages sent by the mayor in his role as mayor for a specific time period. The City of 
Tupelo operates under the mayor-council form of government. The mayor serves as the chief 
executive officer of the city and is charged with supervising all departments of the municipality, 
as well as enforcing the charter and ordinances of the city. Notwithstanding the inexact and 
broad nature of the request, text messages concerning city business that are sent by the mayor in 
his role as chief executive officer of the city qualify as public records subject to the Act. The city 
should direct the mayor to forward any responsive documents to the city for review and 
production.  

2.5 The fact that text messages reside on the mayor’s personal cell phone is not 
determinative as to whether text messages must be produced.1 Rather, it is the purpose or use of 
the text message that is determinative. Any text message used by a city official “in the conduct, 
transaction or performance of any business, transaction, work, duty or function of [the city], or 
required to be maintained by [the city]” is a public record subject to the Act, regardless of where 
the record is stored. However, purely personal text messages having absolutely no relation to city 
business are not subject to production under the Act. Documents described by the city as 
“transitory communications” should be reviewed for production on a case-by-case basis. Any 
doubt about whether records should be disclosed should be resolved in favor of disclosure. 
Harrison County Development Commission v. Kinney, 920 So.2d 497, 502 (Miss. App. 2006).   

2.6 As the city notes in its response, the Mississippi Department of Archives and 
History (MDAH) has not developed records retention requirements specifically for text messages 
as it has for emails. However, MDAH’s Local Government Records Office website states that 
“[e]lectronic [r]ecords are subject to the same retention guidelines as paper records and existing 
retention schedules apply to all records regardless of format unless noted otherwise in the 
approved retention period.”2 The city should instruct city officials that all public records, 
regardless of where they are created or stored, should eventually be stored on city equipment or 
in city files if those records are subject to an applicable retention schedule. All questions 
concerning retention requirements should be directed to MDAH.  

MISSISSIPPI ETHICS COMMISSION 
 
 
BY: __________________________________ 

Tom Hood, Executive Director and  
Chief Counsel 

                                                 
1 See Comments to Rule 3, Mississippi Model Public Records Rules, http://www.ethics.state.ms.us/ethics/ethics.nsf/webpage/A_records 
(March 5, 2010).  
2 See http://mdah.state.ms.us/recman/electronic.php (April 11, 2014). MDAH has developed records retention schedules applicable to 
municipalities, pursuant to Section 39-5-9. See http://mdah.state.ms.us/recman/schedulemain.php (April 24, 2012). Additionally, MDAH 
has also developed specific guidelines for retention of emails pursuant to Section 39-5-9 and the Mississippi Archives and Records 
Management Law (Sections 25-59-1 through 25-59-31). The email standards cite Section 29-59-3 for the proposition that work-related 
emails “must be managed the same way that other public records, whether paper or electronic, are managed.” See 
http://mdah.state.ms.us/recman/email_guidelines.pdf (emphasis added). Section 29-59-3 defines “public records” as “documents, papers, 
letters, maps, books, tapes, photographs, films, sound recordings or other materials regardless of physical form or characteristics made or 
received pursuant to law or ordinance or in connection with the transaction of official business by any agency or by any appointed or 
elected official.” (emphasis added).  
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Page 139 

You ask wheth..:r ccnain information is :;ubject to required public disclosure unch.:r the Public Informat ion Act 
(the "Act"). chapter 552 of thc Government Code. Your request was assigned IIJ II 4o0035 (Ref: 12PI/\0235). 

ll1c Harris County Auorncy's Oflice (the "county anoml.!y's o ffice"). wh ich your ri.!IXI.!sent. rec~.: i ved a request for 
cellular telephone records. text messages, and vidcos or phol<ls from a spcci fied time period fi·om any llarris 
County (the "county") issu..:d cd lular telephone nssign..:d to a named individua l. nl You sta te the county auor
ney's offic<.: has relcas<.:d some of th<.: requested information. You claim the infomwtion subm ith:d as Exhibit B is 
not subject to the Act. You also claim th is information is I.!Xccptl.!d from disclosun; under sections 552. 10 I. 
552. 107. 552.11 7. 552.1175. 552. 136. and 552. 13 7 of the Government Cod~.:. \Ve h;n e consider~.:d the cxc~o:p tion s 
you cla im and reviewed the subm iu<.:d representative samples of inlormat ion. n2 

f*2] 

nl You inlonn us that the county auorncy's offici.! reccivcd clari li ca tion li·orn the requestor regard ing 
his request. Sec CrJI''t Codt: .~· 551.n:!{h) (providing that if request lor in formation is undcar. gov<.:rnmen
tal body may ask r<.:qucstor to clari fy r<.:qucst): see also Ci(l' (!/"Dallas 1·. tfhholl. J().J S. II". 3d 380. 387 (Tex. 
]()10) (holding that when govcnun <.:ntal <.:ntity. acting in good f.1 ith. rc Jll<.:sts clari licntion or narrowing o r 
unclear or overbroad request for publil; in formation. t<.:n-day p<.:riod to n:quest auomo.:y g~.:rll.:ra l ru ling is 
measured from dat<.: requ~:st is clarified or narrowed). 

n2 We assume the "reprcscntat iv..: sampl..:" of records submiH<.:d to this nllice is truly r<.:pn.:s~.:ntati vc of" 
the requested records as a whole. See Open Ro.:cords O<.:eision Nos. 499 (19RS ). -197 (19RR). ll1is open re
cords leuer docs not reach. and. therd t)r<.:. docs not authoriz<.: the wi thholding of: an y oth<.:r rcqu ~.:s to.:d r~.:-
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cords to the extent those records contain substantially clifli:rt:nltypt:s o finformaticm than that submiued tn 
this o llicc. 

- - - - - - - - - - - - - - ---End Footnotes-- --- - - - -- - - - - - - -

Ini tially. we note you have marked portions of'Exhibi t l3 as being non-rt:sponsivc to tht: request. Upon rcvit:w. wt: 
fi nd most o f this information. and Lhe additional infonnation we have marked. is not responsive to the request 
because it is not fi·om the speci fi ed time period. Th is decision docs not address the public avai labil ity of the non
responsive information. and the county allomey's office need not rclt:ast: that in format ion in responst: 10 tht: re
quest. l lowevcr. a portion of the information you have marked as non-n:sponsivc. which we havt: marked. is fi·om 
the spet:ificd timc period and. thus. is responsive to the presen t request. Accordingly. we wi ll consider the argu
ments [*31 you raisc for this and Lhc remain ing responsive information. 

Nex t. you assert the responsive information in Exhibit 13 is not subject to the /\ct. The 1\cl is applicable only to 
"public informat ion." See Gm•'t Cude §§ 55:!.00:! . . 02 1. Section 55:!.00:!(a) c?(tlte Gm·£'1'111/lt'llt Code dcfi nes 
"public in f·ormation" as: 

information that is coll..:ctcd. ass..:mhfed. or mainta in..:d under a law or ordinance or in connection 
with the transnction or onicial busin..:~s: 

(I) by a governmenta l body: or 

(2) lor a gov..:rnmcntal body and the governmental body owns the inf(mnation or 
has a righ t or access to it. 

fd. ~ 552.002(a). Thus. virtually all of the in formation in a governmenta l body's physical possessi on constilut c.:s 
public in format ion and thus is subject to the Act. !d. ~ 552.002(a)( I): see Open Records Decision Nos. 549 at .J 
( 1990). 5 1-I at 1-2 ( 1988). The Act also encompasses in formation that a governmental body docs not physically 
possess. if the information is coll cct~·d . asscmblc.:d. or maintained for the governmenwl body. and t h~: governm.:n
tal body owns the in fo rmation or has a riglu of m:c.:ss 1*41 to it. Gm·'t Corle.~· 551.01J]{a){]): sec' Open Rt:cords 
Decision No. -l(i2 at -1 ( 1987). 

\Vc lirnher note that the characterization ol' inform:uion as "public information" under the /\c1 is not d..:penclenl on 
whether the requested records arc in 1hc possession of an individual or whether a gO\·c.:rnmental body has a par
ticular policy or procedure that establishes a gov..:rnmcntallxxlis access 10 the infornw tion. See Open ){.:cords 
Decision No. 635 at 3--1 (1995) (finding that in formation docs not firll outside ddinition ol'"public infi.mnat ion" 
in Act merely because individual m.:mher ol'govcrnm~:nlal body po,;sess.:s information rather than governmental 
body ns whole): see also Open Records Decision No. 425 ( 1 9~5) (concluding. among other things. that in lonna
lion sent to individual school trustee,;' homes was public inlonnation becausl.! it related to orticial business or 
governm..:ntal body) (overruled on other grounds by Open Records Decision No. 439 ( 19!\(>)). Thus. the mere r:rct 
that the county altomey's office docs not posse,;s the information at issue docs not take the inforlllation outside 
th~: scapi.! o l'th..: ;\ct. See id. Furthcrmon.:. we nott: inf(xmatilln [*'51 in a public oflicial's p~:rsonal cellular tclc
phone records may be subject to the Act where the pub! ic orticial uscs the personal cellular tclcphont: tn conduct 
public business. See ORO 635 at G· 7 (appointment calendar owned by public official or employ~:e is subject to 
Act when it is main tained by another public employee and used lor public business). 

You inform us Lhatthe nam.:d individual. not the county attorney's office. OII 'IIS the cellula r tdcphonc at issue and 
has sole access to his cel lular telephone records. text mrssagcs. videos. and photos. l lowever. you stat~: this ind i
vidualuscs his cellular tdephone in the pt:rformanct: of' his orticia l dutics with thc county attorncy',.. oflic~:. You 
also acknoll'kdge that the county provid~:s the named individual wi th a stipend lor h is cellular telephone. \Ve 
reiterate that inlormation is within the scope ol'tht: Act il'i1 rdates to Lhc orticial busin..:ss of a go,·t:mmcntal body 
and is nHtintainl!d by a public of1icial or ~:mployec o l'thl.! govemml.!ntal body. See G01·'t Code§ 55:!.00:!(a). You 
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state some of the information at issue is purely personal and was not transmitted for purposes of the county attor
ney's [*6] office's official business. After reviewing this information, we agree the information we have marked 
in Exhibit B does not constitute "information that is collected, assembled, or maintained under a law or ordinance 
or in connection with the transaction of official business" by or for the county attorney's office. See id. § 552.021; 
see also ORD 635 (statutory predecessor not applicable to personal information unrelated to official business and 
created or maintained by state employee involving de minimis use of state resources). Therefore, this information 
is not subject to the Act, and the county attorney's office need not release it in response to this request. n3 How
ever, the remaining information at issue consists of information related to the transaction of the county attorney's 
office's business. Thus, this information consists of public information under the Act. Accordingly, we will ad
dress your arguments against disclosure under the Act for this information and the remaining information at issue. 

[*7] 

n3 As our ruling for this information is dispositive, we need not address your arguments against the 
disclosure of this information under the Act. 

- - - - - - - - - - - - - - - - -End Footnotes- - - - - - - - - - - - - - - - -

You raise common-law and constitutional privacy for the remaining information in Exhibit B. Section 552.101 of 
the Government Code excepts from disclosure "information considered to be confidential by law, either constitu
tional, statutory, or by judicial decision." Gov't Code§ 552.101. This section encompasses the doctrines of com
mon-law and constitutional privacy. The doctrine of common-law privacy protects information if it ( 1) contains 
highly intimate or embarrassing facts, the publication of which would be highly objectionable to a reasonable 
person, and (2) is not oflegitimate concern to the public. Indus. Found v. Tex. indus. Accident Bd, 540 S. W2d 
668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy, both prongs of this test must be 
established. ld at681-82. The types of information considered intimate or embarrassing by the Texas Supreme 
Court in Industrial Foundation included information relating to sexual assault, pregnancy, mental or physical 
abuse in the workplace, illegitimate children, psychiatric [*8] treatment of mental disorders, attempted suicide, 
and injuries to sexual organs. !d. at683. This office has found that some kinds of medical information or informa
tion indicating disabilities or specific illnesses are excepted from required public disclosure under common-law 
privacy. See Open Records Decision Nos. 455 (1987) (prescription drugs, illnesses, operations, and physical 
handicaps). This office has also determined common-law privacy encompasses certain types of personal financial 
information. Personal financial information related only to an individual ordinarily satisfies the first element of 
the common-law privacy test, but the public has a legitimate interest in the essential facts about a financial trans
action between an individual and a governmental body. See Open Records Decision Nos. 545 at 4 (1990) (attor
ney general has found kinds of financial information not excepted from public disclosure by common-law privacy 
to generally be those regarding receipt of governmental funds or debts owed to governmental entities), 523 at 4 
(1989) (noting distinction under common-law privacy between confidential background financial information 
[*9] furnished to public body about individual and basic facts regarding particular financial transaction between 
individual and public body), 373 at 4 (1983) (determination of whether public's interest in obtaining personal fi
nancial information is sufficient to justify its disclosure must be made on case-by-case basis). 

Constitutional privacy consists of two inter-related types of privacy: (I) the right to make certain kinds of deci
sions independently and (2) an individual's interest in avoiding disclosure of personal matters. See Whalen v. Roe, 
429 U.S. 589, 599-600 (1977); Open Records Decision Nos. 600 at 3-5 (1992), 478 ot 4 (1987), 455 at 3-7. The 
first type protects an individual's autonomy within "zones of privacy," which include matters related to marriage, 
procreation, contraception, family relationships, and child rearing and education. ORO 455 at 4. The second type 
of constitutional privacy requires a balancing between the individual's privacy interests and the public's need to 
know information of public concern. /d. at 7. The scope of information protected by constitutional privacy is nar
rower than that under common-law privacy; constitutional [*I 0] privacy under section 552. 10 I is reserved for 
"the most intimate aspects of human affairs." /d. at 5 (quoting Ramie v. City of Hedwig Village, Tex., 765 F.2d 
490 (5th Cir. 1985)). 

Upon review, we find the information we have marked is highly intimate or embarrassing and of no legitimate 
public interest. Thus, the county attorney's office must withhold this in formation under section 552. I OJ of the 
Government Code in conjunction with common-law privacy. n4 However, we find you have not demonstrated 
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that any of the remaining information at issue is highly intimate or embarrassing and not a matter oflegitimate 
public interest. Furthermore, you have fai led to demonstrate how any of this information falls within the zones of 
privacy or implicates an individual's privacy interests for pwposes of constitutional privacy. Therefore, the 
county attorney's office may not withhold any of the remaining information under section 552.10 I in conjunction 
with common-law or constitutional privacy. 

[* 11] 

n4 As our ruling for this information is dispositive, we need not address your remaining arguments 
against its disclosure. 

- - - - - - - - - - - - - - - - -End Footnotes- - - - - - - - - - - - - - - - -

Section 552.1 07(1) of the Government Code protects information coming within the attorney-client privilege. 
When asserting the attorney-client privilege, a governmental body has the burden of providing the necessary facts 
to demonstrate the elements of the privilege in order to withhold the information at issue. Open Records Decision 
No. 676 at 6-7 (2002). 

First, a governmental body must demonstrate that the information constitutes or documents a communication. !d. 
at 7. Second, the communication must have been made "for the pwpose of facil itating the rendition of profes
sional legal services" to the client governmental body. TEX. R. EVID. 503(b)(l). The privilege does not apply 
when an attorney or representative is involved in some capacity other than that of providing or facilitating profes
sional legal services to the client governmental body. In re Tex. Farmers Ins. Exch., 990 S. W.2d 337, 340 (Tex. 
App.--Texarkana 1999, orig. proceeding) (attorney-client privilege does not apply if attorney acting in a capacity 
other than that of attorney). Governmental attorneys often act in capacities other than that of professional legal 
counsel, such as [* 12) administrators, investigators, or managers. Thus, the mere fact that a communication in
volves an attorney for the government does not demonstrate this element. Third, the privilege applies only to 
communications between or among clients, client representatives, lawyers, and lawyer representatives. TEX. R. 
EVID. 503(b)(I)(A), (B), (C), (D), (E). Thus, a governmental body must inform this office of the identities and 
capaci ties of the individuals to whom each communication at issue has been made. Lastly, the attorney-client 
privilege applies only to a confidential communication, id. 503(b)(l), meaning it was "not intended to be dis
closed to third persons other than those to whom disclosure is made in furtherance of the rendition of professional 
legal services to the client or those reasonably necessary for the transmission of the communication." Id. 
503(a)(5). Whether a communication meets this definition depends on the intent of the parties involved at the 
time the information was communicated. Osborne v. Johnson, 954 S.W.2d 180, 184 (Tex. App.--Waco 1997, orig. 
proceeding). Moreover, because the client may elect to waive the privilege at [* 13] any time, a governmental 
body must explain that the confidentiality of a communication has been maintained. Section 552.1 07( 1) generally 
excepts an entire communication that is demonstrated to be protected by the attorney-client privilege unless oth
erwise waived by the governmental body. See Huie v. DeShazo, 922 S. W.2d 920, 923 (I' ex. 1996) (privilege ex
tends to entire communication, including facts contained therein). 

You raise section 552.1 07( I) for the remaining information in Exhibit B. You assert this information consists of 
communications between an attorney employed by the county attorney's office and individuals seeking legal ad
vice. You also inform us that these communications were not intended to be and have not been disclosed to any 
third parties. However, we note you have not identified any of the individuals who you state were seelcing legal 
advice. Furthermore, you have not identified the information you contend is privileged. See Gov't Code§ 
552.30l(e)(2) (governmental body must label information to indicate which exceptions apply). Accordingly, we 
find you have failed to demonstrate how any [* 14] of the information at issue consists of communications be
tween privileged parties. Therefore, the county attorney's office may not withhold any of the remaining informa
tion under section 552.107(1) of the Government Code. 

You assert sections 552. 117 and 552.1175 for portions of the remaining information in Exhibit B. Section 
552.1 17(a)(2) of the Government Code excepts from public disclosure the home addresses and telephone num
bers, emergency contact information, and social securi ty number of a peace officer, as well as information that 
reveals whether the peace officer has family members, regardless of whether the peace officer complies with sec
tion 552.024 or section 552.1175 of the Government Code. See id. § 552.117(a)(2). Section 552.117(a)(2) adopts 
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the definition of peace officer found at article 2.12 of the Code of Criminal Procedure. We note section 
552.117(a)(2) protects a peace officer's personal cellular telephone number if the officer pays for the cellular tele
phone service with his or her personal funds. [* 15] See Open Records Decision No. 670 at 6 (200 l) (section 
552.117(a)(2) excepts from disclosure peace officer's cellular telephone number if officer pays for cellular tele
phone service). Upon review, the county attorney's office must withhold the information we have marked under 
section 552.117(a)(2) of the Government Code to the extent this information pertains to a peace officer currently 
or formerly employed by the county, including any cellular telephone numbers not paid for by a governmental 
body. However, you have not demonstrated how any of the remaining information consists of the home addresses 
or telephone numbers, emergency contact information, social security numbers, or family member information of 
a peace officer, and it may not be withheld under section 552.117(a)(2). 

Section 552.ll7(a)( I) of the Government Code excepts from disclosure the home addresses and telephone num
bers, emergency contact information, social security numbers, and family member information of current or for
mer officials or employees of a governmental body who request this information be kept confidential under sec
tion 552.024 of the Government Code [*16] . Gov't Code§ 552.117(a)(1). We note section 552.117(a)(l) en
compasses an official's or employee's personal cellular telephone number if the official or employee pays for the 
cellular telephone service with his or her personal funds. See Open Records Decision No. 506 at 5-6 ( 1988) 
(statutory predecessor to section 552.117 not applicable to numbers for cellular mobile phones installed in county 
officials' and employees' private vehicles and intended for official business). Whether a particular item of infor
mation is protected by section 552.117(a)( I) must be determined at the time of the governmental body's receipt of 
the request for the information. See Open Records Decision No. 530 at 5 ( 1989). Thus, information may only be 
withheld under section 552.117(a)( l) on behalf of a current or former official or employee who made a request 
for confidentiality under section 552.024 prior to the date of the governmental body's receipt of the request for the 
information. Accordingly, to the extent the information we have marked under section 552.117 of the Government 
Code is not protected by section 552.117(a)(2), [* 17] the county attorney's office must withhold this information 
under section 552.117(a)( I) to the extent it pertains to a current or former county official or employee who timely 
requested confidentiality for the information under section 552.024 of the Government Code, including any cellu
lar telephone numbers not paid for by a governmental body. However, you have not demonstrated how any of the 
remaining information consists of the home addresses or telephone numbers, emergency contact information, 
social security numbers, or family member information of a current or former county official or employee, and it 
may not be withheld under section 552.117(a)( 1 ). 

Section 552.1175 of the Government Code protects information relating to a peace officer, as defined by article 
2.12 of the Code of Criminal Procedure, and employees of a district attorney, criminal district attorney, or county 
or municipal attorney whose jurisdiction includes any criminal law or child protective services matters. See Gov't 
Code§ 552.1175(a)(J), (5). Section 552.1175 provides in part: 
(*18] 

(b) Information that relates to the home address, home telephone number, emergency contact in
formation, or social security number of an individual to whom this section applies, or that reveals 
whether the individual has family members is confidential and may not be disclosed to the public 
under this chapter if the individual to whom the information relates: 

(!)chooses to restrict public access to the information; and 

(2) notifies the governmental body of the individual's choice on a form provided by 
the governmental body, accompanied by evidence of the individual's status. 

See id § 552.ll75(b). Section 552.ll75(b) also encompasses an individual's personal cellular telephone number 
if the individual falls within the scope of section 552.ll75(a) and pays for the cellular telephone service with his 
or her personal funds. Accordingly, to the extent the responsive information we have marked under section 
552.117 of the Government Code is not protected by section 552.117(a)(l) or section 552.117(a)(2), the county 
attorney's office must withhold this information under section 552.1175 of the Government Code [* 19] to the 
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extent this information pertains to an individual who is or was employed by a governmental entity other than the 
county, falls within the scope of section 552.1175(a), and elects to restrict access to the information in accordance 
with section 552.1175(b), including any cellular telephone numbers not paid for by a governmental body. How
ever, you have not demonstrated how any of the remaining information consists of the home addresses or tele
phone nwnbers, emergency contact information, social security nwnbers, or family member information of a 
peace officer or district attorney, criminal district attorney, or county or municipal attorney whose jurisdiction 
includes any criminal law or child protective services matters, and it may not be withheld under section 552.1175. 

We understand you have redacted a cellular telephone account number and a foundation account number con
tained in the remaining information pursuant to section 552.1 36(c) of the Government Code. n5 We note there
maining information at issue contains a cellular telephone account number and partial cellular telephone account 
number. Section 552.136 provides in part that [*20] "[n]otwithstanding any other provision of this chapter, a 
credit card, debit card, charge card, or access device number that is collected, assembled, or maintained by or for 
a governmental body is confidential." See id. § 552.136(b); see also id. § 552.136(a) (defining "access device"). 
Accordingly, the county attorney's office must withhold the cellular telephone account number and partial cellular 
telephone account nwnber we have marked under section 552.136 of the Government Code. 

n5 Section 552.136 of the Government Code permits a governmental body to redact the in formation 
described in section 552.136(b) without the necessity of seeking a decision from this office. See Gov't 
Code § 552.1 36(c). If a governmental body redacts such information, it must notify the requestor in ac
cordance with section 552.136(e). See id. § 552.136(d), (e). 

- - - - - - -- - - --- - - - -End Footnotes- - - - - -- - -- - - - - - --

Section 552.137 ofthe Government Code excepts [*21] from disclosure "an e-mail address of a member of the 
public that is provided for the purpose of communicating electronically with a governmental body," unless the 
member of the public consents to its release or the e-mail address is of a type specifically excluded by subsection 
(c). See id. § 552.137(a)-(c). Upon review, we find the remaining information does not contain any e-mail ad
dresses. Accordingly, none of this information may be withheld under section 552.137 of the Government Code. 

We note some of the submitted information may be protected by copyright. A custodian of public records must 
comply with the copyright law and is not required to furnish copies of records that are copyrighted. Open Records 
Decision No. 180 at 3 (1977). A governmental body must allow inspection of copyrighted materials unless an 
exception applies to the information. /d. ; see Open Records Decision No. 109 (1975). If a member of the public 
\vi shes to make copies of copyrighted materials, the person must do so unassisted by the governmental body. In 
making copies, the member of the public assumes the duty of compliance with the copyright law and [*22] the 
risk of a copyright infringement suit. 

In summary, the responsive information we have marked in Exhibit B is not subject to the Act, and the county 
attorney's office need not release this information in response to the present request. The county attorney's office 
must withhold the information we have marked under section 552.101 of the Government Code in conjunction 
with common-law privacy. The county attorney's office must withhold the information we have marked under 
section552.1 17(a)(2) of the Government Code to the extent this information pertains to a peace officer currently 
or formerly employed by the county, including any cellular telephone not paid for by a governmental body. To 
the extent the information we have marked under section 552.117 of the Govern men! Code is not protected by 
section 552.11 7(a)(2) of the Governmem Code, the county attorney's office must withhold this information under 
section 552.117(a)(l) of the Government Code to the extent it pertains to a current [*23] or former county offi
cial or employee who timely requested confidentiality for the information under section 552.024 of the Govern
ment Code, including any cellular telephone numbers not paid for by a governmental body. To the extent the in
formation we have marked under section 552.117 of the Government Code is not protected by section 
552.117(a)(l) of the Government Code or section 552.117(a)(2) of the Government Code, the county attorney's 
office must withhold this information under section 552.1175 of the Government Code to the extent this informa
tion pertains to an individual who is or was employed by a governmental entity other than the county, falls within 
the scope of section 552.1175(a) of the Government Code, and elects to restrict access to the information in ac-
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cordance with section 552.11 75(b) of the Government Code, including any cellular telephone numbers not paid 
for by a governmental body. (*24] The county attorney's office must withhold the cellular telephone account 
number and partial cellular telephone account number we have marked under section 552.136 of the Government 
Code. The county attorney's office must release the remaining information, but any information protected by 
copyright may only be released in accordance with copyright law. 

This letter ruling is limited to the particular information at issue in this request and limited to the facts as pre
sented to us; therefore, this ruling must not be relied upon as a previous determination regarding any other infor
mation or any other circumstances. 

This ruling triggers important deadlines regarding the rights and responsibilities of the governmental body and of 
the requestor. For more information concerning those rights and responsibilities, please visit our website at 
http://www.oag.state.tx.us/open/index_orl.php, or call the Office of the Attorney General's Open Government 
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for providing public informa
tion under the Act must be directed to the Cost Rules Administrator of the Office of the [*25] Attorney General, 
toll free at (888) 672-6787. 

Legal Topics: 

For related research and practice materials, see the following legal topics: 
Communications LawTelephone ServicesCellular ServicesGovernmentsLocal GovernmentsEmployees & Offi
cialsGovemmentsLocal GovernmentsFinance 

EXHIBIT 8 - Page 7 of 7



LexisNexis0 

6-1 o U16 DOCUM ENTS 

OFfiCE OF T ilE ATrORNEY GE;-.JERAL Or TilE STATE Or OKLAHOMA 

IU~Q UE TIJY: 

1* 11 
Su~an C. McVey. Director 
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May 13. 2009 

Pag..: 339 

W.!\. DREW EDMONDSON. A ITOI{NEY Ci i:NERAL OF OK Lt\IIOMA: DEBRA SCI·I\V ARTZ. ASSIS
TANT A ITORNEY GENERA L 

OPINION: 

ll1is o flice has received your request fix an ollicial Attorney General Opinion in which you ask. in eflcct. the 
fo llowing question: 

Arc e-mails, text nH•ssagt•s, and ot her r lcctronic conununications madt• in connec tion with tht· 
transaction of public busim·ss, the expenditure of public funds or the administ rat ion of pub
lic propel'ly, s11hjcct to tht' Oklahoma Open Hecords Act and the Records Management :\ct 
wh t· n they arc crea ted. received, tra nsmitted, or maintained by p11hlic officials on priva tely 
owned t•quipmcnt and comm11nicati on dc\'iccs'! 

Th..: an:m-..:r is yes. unless some pro\'ision orla11 nwkes the inlormation ..:onfidentinl. Electron ic communications 
thn t qualify as "records" arc subject to th<.: Op~.:n Records Act and Records Management Act. Moreover. to con
clude otherwise would a llow public o i'Iie ials and employees to circumvent the open records laws sim ply by using 
privately O\l'llt:d personal electronic comrnunicntion devices to conduct public business. 

IJACKGROUND 

Your question I "'2] is prompted by gowrnment o llicia ls' and employees' increasing usc of computers. laptops. 
cell phones. I'D/\s. smart phon..:s. and other personal~.:lcctronic communication devices in conjunction with th..:ir 
ll'ork. In some cases. th..: gcwern mcntal entity purchases the equipment and pays fo r its usc. In other cases. public 
0r!icials or employees personally pay li1r the equipment. either outright or from an allowance given by the gov
ern mental ent ity to cover th..: expense. Your qu..:stion focuses on the Iauer situation. in which the public o rficials 
0r employees. rather thnn the gov~.=rnmen ta l entity. own th~o: L'<(Uipment. 

' l11e answer to your question is based not on who owns the electronic communications equ ipment. but on wh ~.=ther 
the electronic communications created or received by public bodies or officials on that equipment arc "records" as 
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ddined in the Open Records At:t ancVor Ret:ords Management /\ct. This office has already addressed this ques
tion in Allorney Genna! Opinion 0 l-46. which establish eel tha t c-mails created or received by public agencies 
and officials and made in c.:onnect ion with th e transaction of public business. the expenditure of public funds, or 
the administr<t tion of publ ic.: prop..:rty r*3J nrc r..:cords subject to the Ok lahoma Op..:n Records Act <tnd the Re
cords Management /\ct. /d. at 241-42. There is no need to repeat here the extensive analysis in A.G. Opin . 01 -46: 
ruther. we will only exam ine the issue of whether the ownership of communications equipment is relcvalll in de
ciding when the Open Records 1\ct or Records Managt:mcnt/\ct appl ies to electronic communications. 

OPEN RECO RDS ACT 

Under Oklahoma's Open Records /\c.:t. 51 O.S.200 I & Supp.200R. ~~ 24/\. 1 - 24/\.29 ("ORA"). a "record" is sub
ject to disclosure unless some provision orlaw allows it to be kept con lidential. The ORA defines "record" as 
follows: 

"Record" means all documents. including. but not limited to. any book. paper. photograph. micro
film. data Iiles created by or used wi th computer soli ware. computer tape. disk. record. sound re
cord ing. lilm r.:cording. , ·ideo record or other mater in l regardless o f physical form or characteris
tic. <.'l'eatetl hy, receh ·etl hy, under the uuthorio• oj: or coming inw the custol~l', cumrol or posses
sion of public rd/icia/s, public hotlies, or their I"I'Jn·esenwrh •es in connection Jl'ith the tran.mction 
ofpu!Jiic lmsiness, thl' c.\"jlentliture ofpuiJ/ic .fiuu/s or the at/ministering J *41 t~f"public prop
l'rt)'. 

51 O.S.Supp.200S. ~ 24/\.3( l ) (emphasis added). 

This broad ddini tion of the term "record" makes no distinction based on who owns or pays for a communication 
device and the services associated with it: rather. the O RA concent rates on who creates, receives. controls. or 
possesses a record ("public of'licials. n I public bodies. n2 or their representatives") and the context in which it 
was c.:rca tetl or received by those persons (in connec tion with the transac.:tion of public business. the expenditure of 
pu blic funds. or admi nistering public property). Neit her here. nor anywhere else in the ORA. is ownership of 
equipment menti oned as a H1 ctor in determin ing what is or is not a record. \1-/c conclude that who owns an elec
tron ic communications dcvit:c has no beari ng on whether :m clcc.:tron ic communicat ion created or received on that 
device is a ret:ord. Thus. a communication that meets the delini tion of' a record under the ORA is subject to dis
c.:losure regardless of whether it is created or rec.:civcd on a publicly or privately owned personal electronic com
munication device. unless some provision of lmv allows it to be kept conlidcntial. 

[*51 

nl '"Public orticial' means any onicial or cmployet.: or any publit: body as dclined herein[.)" 51 
US.Supp.11HJ8. § 1-/A.J{-1). 

n2 

"Public body" shall include. but not be limit..:d to. any onice. department. board. bureau. 
c.:ommission. agency. trusteeship. authority. c.:ouncil. eommiuce. trust or an y entity crt:ated 
by a trust. county. c.: ity. vi llage. town. township. district. school d istrict. fi1i r board. court. 
l'Xecut ivc ol'licc. advisory group. 1ask lorc.:e. study group. or any subd ivision th ercot: sup
ported in whole or in pan by publ ie li111ds or entrusted with the expenditure of' public funds 
or admin istering or opera ting public property. and a ll connni ttccs. or subcomm ittees 
thereof. Except lor the records required by Secti on 24/\.4 of this title. "public body" docs 
not mean judges. justices. the Council on .Judicial Complaints. the Legislature. or legisla
tors[.] 
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!d. § 24A.3(2). 

Nor does the location of the electronic communications equipment matter, whether it is used in a governmental 
office, in a public official's or employee's home, or somewhere in transit between them. As stated in the definition 
cited above, Section 24A.3(1) of the ORA applies equally to individual public officials as well as to public bod
ies; [*6] accordingly, if a communication qualifies as a record it makes no difference under the ORA whether it 
is in the sole possession of a public official or in the possession of that official's public body. In an opinion re
garding the application ofTexas's freedom of information act to an individual public official's e-mail communica
tions on privately owned equipment, that state's Attorney General reasoned as follows: 

Records that clearly relate[] to official business are public records subject to the act regardless of 
whether an individual member of a governmental body, the governmental body's administrative of
fices, or the custodian of records holds the records. (cites omitted). If a governmental body could 
withhold records relating to official business simply because they are held by an individual mem
ber of the governmental body, it could easily and with impunity circumvent the act merely by plac
ing all records relating to official business in the custody of an individual member. The legislature 
could not have intended to permit governmental bodies to escape the requirements of the act so 
easily. 

Tex. Atty. Gen. Op. OR2001-!790, 2001 WL 949328; [*7] accord ND. Op. Atty. Gen. 0-07, 2008 WL 773339 
(Regarding communications on public officials' privately owned electronic communication devices, if the offi
cials were "acting within the scope of their public positions and created a record regarding public business, that 
record is subject to the open records law regardless of whether it is located at their private homes or businesses. 
The open records law applies to public records regardless of where a public employee or board member pos
sesses the record."). 

Given the expressed legislative intent that Oklahoma's ORA exists "to ensure and facilitate the public's right of 
access to and review of government records," 51 O.S.2001, § 24A.2, we agree with this reasoning. We note that 
whether any particular electronic communication is a record as defined in the ORA, and whether any provision of 
law makes a particular record or parts thereof confidential, are questions of fact that cannot be answered in an 
Attorney General's Opinion. 74 O.S.2001, § 18b(A)(5). 

RECORDSMANAGEMENTACT 

Your question also refers to the Records Management [*8] Act, 67 O.S.2001, §§ 201- 215 ("RMA"), which 
deals with the maintenance and disposition of public records. n3 Using language similar to that in the ORA, the 
RMA defines "record" as follows: 

"Record" means document, book, paper, photograph, microfilm, computer tape, clisk, record, 
sound recording, film recording, video record or other material, regardless .of physical form or 
characteristics, made or received pursuant to law or ordinance or i11 co11nection with tlte transac
tion of official business[,] tlte expenditure of public funds, or tlte admi11istration of public prop
erty. n4 

67 O.S.2001 , § 203(a)(emphasis added)(footnote added). The RMA imposes a duty upon state and local entities 
and their officials to keep and maintain their records as follows: 
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All records made or received by or under the authority of or coming into the custody, control or 
possession of public officials of this state in the course of their public duties shall not be muti
lated, destroyed, transferred, removed, altered or otherwise damaged or disposed of, in whole or in 
part, except as provided by law. 

/d. [*9] (emphasis added). 

[*10] 

n3 The RMA further distinguishes between "state records" (related to state governmental entities, the 
Legislature, and courts) and "local records" (related to counties, cities, towns, districts, authorities, or "any 
public corporation or political entity whether organi.zed and existing under charter or under general law.") 
67 O.S.2001, § 203(b), (c). The RMA is mandatory for state records and shall be followed "as far as prac
tical" for local records. /d. § 207. 

n4 The Archives and Records Commission, the entity responsible for implementing the RMA, has 
promulgated rules that distinguish between "substantive" and "ancillary" records. Substantive records 
document a public body's "organization, functions, policies, procedures, operations and essential transac
tions." OA C 60:10-3-5 ( 1998). Ancillary records are routine and have no informational or evidentiary 
value "beyond the immediate use for which they were created or received, nor do they contain supporting 
documentation for financial or business transactions of[ a public body]." ld. For a thorough discussion of 
this issue and how it affects the disposition of records, see A.G. Opin. 01-46, at 235-36. 

Like the ORA, the RMA makes no distinction between records that exist on publicly owned electronic communi
cation equipment and those on privately owned equipment. Therefore, public officials may not partially or wholly 
mutilate, destroy, transfer, remove, alter, or otherwise damage or dispose of records on their personal electronic 
communication devices, except as provided by law. n5 Whether any particular electronic communication is a re
cord subject to the RMA is a question of fact that cannot be answered in an Attorney General's Opinion. 74 
O.S.200/, § 18b(A)(5). 

[*II] 

n5 State records cannot be destroyed or otherwise disposed of unless the Archives and Records 
Commission determines that they have "no further administrative, legal, fiscal, research or historical 
value." 67 O.S.2001, § 210. However, the Commission's authority "shall not apply to records and archives 
of political subdivisions of the state." 67 O.S.Supp.2008, § 305. 

In summary, we conclude that ownership of electronic communications equipment is irrelevant in determining 
whether information thereon is subject to the ORA and/or the RMA. Rather, that determination depends upon 
whether the information qualifies as a record as defined in the ORA and/or RMA. 

It is, therefore, the official Opinion of the Attorney General that: 

E-mails, text messages, and other electronic communications made or received in connection 
with the transaction of public business, the expenditure of public funds or the administration 
of public property, are subject to the Oklahoma Open Records Act, 51 O.S.2001 & 
Supp.2008, §§ 24A.l- 24A.29, and the Records Management Act, 67 O.S.2001, §§ 201-215, 
regardless of whether they are created, received, transmitted, or maintained by government 
officials on publicly or privately owned equipment and communication devices, unless some 
provision of law makes them confidential. 

Legal Topics: 
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For related research and practice materials, see the following legal topics: 
[* 12) Estate, Gift & Trust LawTrustsGeneral OverviewGovemmentsLocal GovernmentsDuties & PowersGov

emmentsLocal GovernmentsFinance 
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Articles 2012 July 10th City plans to start saving text messages Monday

City plans to start saving text 
messages Monday

07/10/2012

by Joe Wilhelm Jr., Staff Writer

City BlackBerry users will find their text messages saved 
starting next Monday.

The City Ethics Commission Subcommittee on Transparency 
and Open Government met Monday to discuss how to capture 
and preserve text messages.

"The first area of concern was whether or not text messages, 
which are public record if they are discussing City business on 
either City or personal phones, are being kept," said James 
Young, a member of the City Ethics Commission.

The subcommittee met at City Hall with Cole Cartledge, 
director of Intra-Governmental Services for the City, and 
Adam Mathews of the City Information Technology Division to 
discuss the procedures for storing text messages sent on City
-issued cell phones.

Cartledge asked Mathews if the messages were being held.

"No they are not presently held," said Mathews.

"I've directed our staff to start holding those indefinitely and we are going to coordinate with the Office of General 
Counsel to see how long we need to hold those," said Cartledge.

Former Florida Attorney General Bill McCollum announced a policy in 2009 regarding open government and 
transparency. The Attorney General’s Office began treating Blackberry PIN messages and Blackberry text messages as 
public records by automatically retaining those messages that travel through the agency server.

Subcommittee member Larry Pritchard approved of the transparency but said he worried about the cost.

"What you are talking about sounds great, but it's not recoverable in any kind of economical fashion," said Pritchard, 
referring to the number of documents that would need to be searched and produced and the labor costs to find the 
documents.

It was explained that the City is able to control those costs if it has to search its own system, but those costs grow when 
it has to use outside service providers to retrieve the messages. An example would be City Council, where some 
members use personal cell phones with different providers to conduct City business.

Cartledge suggested a policy change, such as not allowing text messaging during open meetings, but subcommittee 
member Joe Jacquot was not comfortable with that idea.

"We shouldn't prohibit the use of new technology. The vehicle is not the issue. The issue is capturing the content," said 
Jacquot.

The subcommittee voted to bring the issue to the full Ethics Commission at 11 a.m. today at City Hall.

jwilhelm@baileypub.com

356-2466

@photojoe71
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'Textgate' crowd got off easy for
destroying records
August 29, 2013 | Scott Maxwell, TAKING NAMES

My dad used to say, "Ignorance is no excuse for breaking the law."

Dad never lived in Florida.

Here, authorities say Orange County commissioners broke the law many times over — but got off with
a slap on the wrist — all because they claimed they didn't know they were doing wrong.

Start Download
fromdoctopdf.com

Convert Any File to a PDF
 Word, Jpeg, Gif, Rtf 
Free Download!

Free Quit Claim Deed Form
onlineforms.lawdepot.com

Edit, Download and Print. Create a Quit Claim
Deed in Minutes

Imagine how well that tactic might work for you:

What that's, Officer? Cocaine is illegal? Why, if only you'd told me earlier, I would've found something
else to snort. Thank you for letting me know … and I hope we're cool.

At the end of a six-month investigation, prosecutor Jeff Ashton concluded that commissioners "violated
Florida law" when they deleted text messages that were public records — but said he couldn't prove
that they did so "knowingly."

So there was no criminal prosecution, only $500 civil fines.

I'm sorry, Your Honor. I had no idea that stealing TVs was illegal. If only someone had let me know
society frowned on such things, I would've gone to Best Buy and purchased one myself.

Perhaps you think I'm being simplistic. But look at the logic these guys used to claim ignorance:

They knew that correspondence in every fashion — from snail mail to email — was a public record that
they couldn't legally destroy or delete. But somehow, they were clueless about text messages.

Anybody who knows anything about public records (and supposedly, these guys do) knows that any
form of communication can be a public record.

It doesn't matter if you deliver a message on a foot-long sausage. If that message is directed to a public
official and related to public business, that wienerwurst is public record.

I'm not sure I blame Ashton for the anemic punishment. Legislators carefully drafted public-records law
to make them harder to prosecute than your average crime. If you steal a TV, prosecutors don't have to
prove you knew you were doing wrong. But to prosecute some records laws, they do.

At least Ashton and the Florida Department of Law Enforcement dove into this matter. Other
prosecutors might have given it a pass. And the investigation did prompt reforms. The county installed
new policies to capture texts. And from now on, no local pols can claim ignorance on the matter.

A lawyer for the fined commissioners — Scott Boyd, Fred Brummer, Jennifer Thompson and former
Commissioner John Martinez — called Ashton's findings a "vindication" for his clients.

SUBOXONE® Sublingual Film
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(buprenorphine and naloxone) CIII. Find a doctor.
That made me wonder if he understood the meaning of the word "vindication" … unless his clients had
also been arguing they broke the law.
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Penalties aside, these guys will probably pay a political price. Future opponents can call them
lawbreakers and quote the state attorney saying so.

If there's an unfair casualty to this investigation, it's probably Mayor Teresa Jacobs. While I haven't had
kind words for the way she generally handled the sick-time affair, she was the only one who quickly and
publicly reproduced all of her text messages.

The public knows everything Jacobs texted. The same can't be said for all the commissioners who
swapped texts with lobbyists from Disney, Universal, Darden, Mears Transportation or any of the
moneyed interests that may have been telling them what to do.

And that's really the shame of all this. The public will never know exactly what transpired.

We know the lobbyists were in close contact with the politicians. But we don't know all that they said, what
orders they may have given or even if they promised the politicians anything in exchange for voting the
"right" way.

The commissioners all claim no such thing happened.

But they deleted the texts — and any chance to prove what they are saying is true.
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Texts. Tweets. Public record? Elected officials in legal 
quandary over new media, devices
OCTOBER 28, 2012 12:00 AM • BY BETSY BLOOM | BBLOOM@LACROSSETRIBUNE.COM

It has become a common sight in society: someone with phone in hand, busily tapping 
away.

But when done by a public official, that practice might be more than an annoyance or a 
breach of etiquette.

The growing use of Twitter and texting has some wondering whether such electronic 
communications by government officials should be considered public record. Public 
officials now must retain all emails that relate to their position, even if sent from a 
personal computer or other electronic device.

It’s why La Crosse council President Audrey Kader advises her colleagues to use their 
city-provided laptops, or at least their city email accounts, when responding in any official 
capacity. Otherwise, they could be forced to submit a home computer for search if an 
open records request is made.

But text messages have been a gray area. They’re written communications but done 
from phones that might have little storage capacity and few means for downloading.

So are texts like phone calls? Or like emails? Several legal experts contend they are a 
form of public record, even if state law now has no clear guidelines on what’s acceptable 
for meetings or other communications from personal electronic devices.

La Crosse City Attorney Stephen Matty said his default rule about written 
communications, no matter where sent from, has been, “if you’re doing stuff that’s city 
business-related ... then that’s a record that needs to be retained.”

The crux of texting

These types of electronic communications haven’t been much of an issue locally. 
Virtually every La Crosse city council and county board member interviewed for this story 
said they’d never used texts to communicate with other officials, if they even texted at all.

But it came under scrutiny in Madison after the city council in November 2011 ap-
proached a final vote on whether to keep $16 million in tax incremental financing for a 
proposed $98 million downtown hotel, according to the Wisconsin State Journal.

While Madison council members — and even representatives of the hotel developer —
exchanged texts on the project and speculated on potential votes to approve, no open 
debate took place before the vote, which deadlocked 10-10, killing the proposal.
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The State Journal examined hundreds of those texts and found no apparent violation of 
the Open Meetings Law. But the behind-the-scenes discussions seemed to skirt the 
spirit, if not the letter, of government operating openly.

“Fundamentally, it’s not a lot different from passing notes back and forth (on a council),” 
said Dan Thompson, executive director of the League of Wisconsin Municipalities, 
“except that has a record.”

And text messages often don’t, unless the person makes an effort to save them, as 
Madison council members did at the direction of city legal staff.

Most governing bodies have not adapted their policy to the evolving technology, said 
Madison attorney Robert Dreps, an expert in the state’s Open Meetings and Records 
laws who spoke on the topic to government attorneys at a State Bar Association 
conference in September.

“It’s recorded information,” Dreps said, “that should be archived and retrieved if it 
concerns public business.”

Matty and his counterpart at the county, Corporation Counsel David Lange, both said 
they have nothing on the books specifically addressing use of texts and other, newer 
forms of electronic communication.

That’s not uncommon and not surprising, said Thompson of the League of Wisconsin 
Municipalities.

Most government and elected officials still come from generations that haven’t really 
adopted texts and social media, Thompson said, adding, “I don’t text.”

La Crosse Mayor Matt Harter has been noticed typing into his cellphone at meetings but 
said it’s personal, not job-related.

He tries to avoid texting or emailing at all during meetings, Harter said, but during “lull 
spots” might quickly tap a short message out, something as simple as advising the 
person at the other end he’s in a meeting.

But he can see why it would become a concern, one perhaps worth examining further, 
the mayor said.

Madison’s policy states text message communications by public officials are permissible 
if they are saved as public record and don’t violate state laws, which prohibit emails and 
instant messaging from creating a “walking quorum” that can decide government 
business outside a public meeting.

Some communities, such as the cities of Denver, Colo., and Ann Arbor, Mich., have 
placed limits on electronic communications between council members, according to the 
State Journal.

Dreps said he knows of no legal decisions so far regarding text messages as public 
record but expects it’s just a matter of time.
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Jim Jorstad, director of academic and information technologies at the University of 
Wisconsin-La Crosse, said he advises staff to consider anything they send electronically 
to be open and retrievable.

“If you’re subpoenaed,” Jorstad said, “anything’s fair game.”

A new generation

Andrew Londre, elected to the La Crosse County Board earlier this year in District 9, 
sees electronic media as a means to keep his constituents informed on what he is doing 
as a county supervisor and member of the city’s Neighborhood Revitaliz-ation 
Commission.

He regularly posts on his Facebook page and Twitter feed, sometimes only moments 
after a vote.

He represents a more urban, younger area of La Crosse that might not be able to attend 
the meetings. “I think using and embracing new types of media is a way to engage more 
people, a larger audience,” Londre said.

That hasn’t always sat well with others working with Londre. City Planner Larry Kirch cut 
short a report to the neighborhood commission in August after noticing Londre and 
another member of the panel typing on their phones.

It led to a testy exchange on what’s acceptable during a meeting, with Kirch labeling the 
practice “rude.” Londre said he later apologized to Kirch but explained, “I also was trying 
to inform people.”

District 12 city council member Sara Sullivan, chairwoman of the commission, said she’s 
not bothered by the texting but can understand why others might be.

As a UW-L professor, she had to adjust to seeing her students busily typing on their 
phones. Though some could be cruising the Internet or sneaking a peek at email or 
social media sites, she came to realize most were taking notes.

“It’s easy to jump to the wrong conclusion,” Sullivan said. “I just think we need to 
recognize that some people use their phones the way some of us use laptops.”

While she doesn’t text, her children do. “If you want to communicate with young adults,” 
Sullivan said, “you need to text them.”

Still, if her students are not paying attention in class, that’s their choice, Sullivan said.

A public meeting, she acknowledged, is a different setting and set of rules. Those on the 
commission would be expected to give their full attention.

Londre agreed that in La Crosse County it’s probably a generational issue, with few 
county or city officials beyond his few fellow 20-somethings in public office — such as 
Karin Johnson on county board or city council member Katherine Svitavsky — likely to 
turn to electronic communication.
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And Londre said he would be uncomfortable with the idea of an actual discussion going 
on electronically outside a public meeting. He doesn’t use texts during meetings, he said, 
and his Twitter feed is posted for all to see.

His aim is to make the process more transparent, he said, not shut the public out.

“That makes me a little queasy,” Londre said of texts between members of county board 
or city council. “Even if it’s legal, that doesn’t necessarily make it right.”
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Those supposedly private messages that public officials dash off on their government cellphones 
to friends and colleagues aren't necessarily private after all. 

Courts. lawyers and states are Increasingly treating these typed text messages as public 
documents subject to the same disclosure laws- including the federal Freedom of Information 
Act- that apply to e-m ails and paper records. 

"I don't care if it's delivered by carrier pigeon, it's a record," said Charles Davis. executive director 
of the National Freedom of Information Coalit ion at the University of Missouri. "If you're using 
public time or your public office, you're creating public records every time you hit send." 

A Texas judge agreed In December, ordering the city of Dallas to turn over e-malls written by 
some city officials as well as messages sent on handheld devices such as cellphones. 

Journalists in Detroit are pressing for a similar ruling. Several media outlets, including the 
Gannett-owned Detroit Free Press, have sued the city for access to text messages Mayor Kwame 
Kilpatrick sent using his pager. Gannett also owns USA TODAY's parent company. 

Through an independent source, the Free Press already has obtained thousands of text 
messages that seem to confirm the married mayor and his top aide were having an affair and had 
decided to fire a deputy police chief investigating the mayor's personal conduct. 

Herschel Fink, a lawyer representing the Free Press, said there's no doubt the text messages are 
public. 

"The lesson to public officials is don't do anything crooked because there are myriad ways you 
can be found out.' he said. "And this is one of them." 

Kilpatrick's messages were saved for several years because his pager came from a company that 
archived them, Fink said. 

But many such messages don't hang around long enough to be retrieved. They may remain 
stored Inside a pager or cellphone for only a few hours, depending on the device's storage 
capacity. 

Some consider the casually written text messages more like conversations than e-malls and say 
they don't meet the standard of a traditional public record. 

Text messages sent via cellphone are stored on the cellphone company's servers or backup 
tapes, but they disappear as those records are purged. 

Even If tile actual text messages have vanished, advocates for open government say the logs of 
such conversations- which would look similar to a phone bill listing ca lled numbers - should be 
made public. 

That's what Thomas McAfee got last year when he asked the University of Arkansas for the text 
messages and other cellphone records of the school's head football coach, Houston Nutt. 
McAfee, an avid Arkansas football fan, wanted to see whether a school booster was unduly 
Influencing Nutt's play-calling decisions. 

Arkansas' public records law doesn't mention text messages specifically, but it does cover 
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"electronic or computer-based Information." 

The logs McAfee got from the school show Nutt not only communicated with the booster but also 
frequently used his university-Issued cellphone to text message a female TV news anchor. 
McAfee subsequently asked the school's board of trustees to investigate the conduct of Nutt, 
who is married. Nutt has denied any improper relationship. 

State lawmakers in New York are working on a revision to the state's open records law that would 
specifically add text messages to the types of documents covered. Davis, at the National 
Freedom of Information Coalition, said that shouldn't be necessary. 

"If every time a new technology emerges we're going to argue it's not a public record, then our 
view of public records Is very cramped," he said. "If it's not a piece of 8x10 glossy white paper, 
then It's not a public record? We've got to embrace the future.' 
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Electronic Records Management: 
Are Text Messages Public Records? 

Records Management Advice 
Issued: April 2015 

Purpose: Provide guidance to state agencies and local government entities on whether text 
messages are public records for the purposes of records retention (chapter 40.14 RCW). 

Are text messages public records? 

YES - If the text message relates to the conduct of public business (which means it is about the 
work of the agency), then it satisfies the definition of public records in RCW 40. 14.01 0 (emphasis 
added): 

'}:Is used in this chapter, the term ''public records" shall include any paper, correspondence, 
completed form, bound record book, photograph, film, sound recording, map drawing, machine
readable material, compact disc meeting current industry ISO specifications, or other document, 
regardless of physical form or characteristics, and including such copies thereof, that have 
been made bv or received by anv agency of the state of Washington in connection with the 
transaction of public business, and legislative records as described in RCW 40.14. ·too." 

Are agency work text messages sent or received to a personally-owned device a public 
record? 

YES -If the text messages relate to the work of the agency, then it does not matter if the device 
involved is agency-owned or personally-owned; the records are still public records. 

If you are conducting public business- it's a public record. 

What about public records requests for text messages? 

For guidance on public records requests for text messages, please consult your agency's legal 
counsel or the Office of the Attorney General's Open Government Program at: 

h lip :1/www .a tg .wa .g ovlopen-q overn ment-ombuds -function 

Additional advice regarding the management of public records is available from 
Washington State Archives: 

www.sos.wa.gov/archives 
recordsmanagement@sos.wa.gov 
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