BEFORE THE ATTORNEY GENERAL OF THE STATE OF NEBRASKA

OMAHA WORLD HERALD, )
)
Petitioner, )
) PETITION FOR DETERMINATION
v. ) BY ATTORNEY GENERAL
)
CITY OF OMAHA and THE HONORABLE )
MAYOR JEAN STOTHERT, )
)
Respondents. )

Petitioner, the Omaha World-Herald Company, Inc. (the “OWH?”), respectfully submits
this Petition pursuant to Neb. Rev. Stat. § §4-712.03 (2013 Supp.) requesting that the Attorney
General for the State of Nebraska determine whether text messages relating to City of Omaha
(“City”) business on the personal mobile devices of The Honorable Mayor Stothert, City
Council members, City Department heads, and other employees of the City—regardless of
whether the personal mobile device is paid for in whole or in part by the City—are public
records which must be preserved and produced pursuant to Nebraska’s public records laws. On
April 13,2015, the OWH, through reporter Roseann Moring, submitted a written public records
request for such text messages between March 23, 2015, and April 15, 2015, but the City and-
Mayor Stothert have refused to disclose the text messages.' In further support of this motion, the
OWH states and shows as follows:

Parties
1. Petitioner, the OWH, is a newspaper of general circulation in the city of Omaha

and throughout Nebraska.

! Despite her refusal to disclose her text messages or consider them public records subject to disclosure, Mayor
Stothert nonetheless allowed the OWH to view her text messages for a single day—but not for a date within the
OWH?’s public records request—and yet despite knowing the controversy her refusal to regard the text messages as
public records, Mayor Stothert continues to delete such text messages at the end of every day.
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2. Roseann Moring is a reporter for the OWH.

3. Respondent City of Omabha is a city of the metropolitan class in Douglas County,
Nebraska.

4. Respondent Mayor Jean Stothert, was elected to the office of Mayor of Omaha in
May 2013.

The OWH’s Public Records Request and Mavor Stothert’s Denial

5. On April 13, 2015, Ms. Moring sent an email to Paul Kratz, City Attorney for
Omaha, requesting “to review or obtain copies of all text message correspondence between
Mayor Jean Stothert and any Omaha City Council member or city of Omaha department head
between March 23, 2015, and today [April 13, 2015].” (Exhibit 1).

6. On April 21, 2015, Paul Kratz responded to Ms. Moring by letter stating that
while Mayor Stothert voluntarily showed the OWH her text messages for one particular day, the
City of Omaha was denying the public records request on the basis that the text messages did not
constitute public records under Neb. Rev. Stat. § 84-712.01(1). (Ex. 2). Mr. Kratz’ letter relied
heavily on Everston v. City of Kimball, 278 Neb. 1, 767 N.W.2d 751 (2009), to reason that text
messages sent through a personal mobile device and stored, however briefly, by a private, non-
governmental cellular provider such as Verizon, Sprint, and AT&T, do not constitute public
records because the same are not “of or belonging to” the City of Omaha. /d. at 1-2. Mr. Kratz’
letter also relied on the Stored Wire and Electronic Communications and Transactions Act, 18
U.S.C. § 2701 et seq. (the “Stored Wire Act”), which the City of Omaha argued prohibits the
disclosure of the contents of communications or records in the possession of telecommunication

providers to the public unless a specific legislative exception existed. Id. at 3-4.
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7. However, the City’s reliance on Everston and on the Stored Wire Act are
misplaced because Everston explained that the definition of what constituted a public record was
to be broadly defined and was “regardless of whether the public body takes possession [of the
record].” Everston, 278 Neb. at 9, 767 N.W.2d at 759. Everston involved the public records
request for the investigative report on racial profiling of Hispanics by police, conducted by a
private investigator hired by the city. Everston interpreted and applied the definition of public
records under Neb. Rev. Stat. § 84-712.01(1)—the very section relied upon by the City of
Omaha here—and made several important findings that do not support the City of Omaha’s
position:

a. Everston held that the “[t]he reference to ‘data’ in the last sentence shows
that the Legislature intended public records to include a public body’s component
information, not just its completed reports or documents.” Everston, 278 Neb. at 9, 767
N.W.2d at 759.

b. Everston also noted that section 84-712.01(3) required courts to liberally
construe the public records statutes for disclosure particularly when the records relate to a
public body [such as the City of Omaha] expending funds. Id.

c. “Section 84-712.01 does not require a citizen to show that a public body
has actual possession of a requested record. Construing the ‘of or belonging to’ language
liberally, as we must, this broad definition includes any documents or records that a
public body is entitled to possess—regardless of whether the pubic body takes
possession. The public’s rights of access should not depend on where the requested
records are physically located.” Everston, 278 Neb. at 9, 767 N.W.2d at 759-60

(emphasis added).
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d. Everston expressly rejected the City of Kimball’s argument that the “of or
belonging to” language in section 84-712.01 means a public body must have ownership
of, as distinguished from a right to obtain, materials in the hands of a private entity.”
Everston, 278 Neb. at 9, 767 N.W.2d at 759. In rejecting this argument, Everston
explained that the city’s “narrow reading of the statute would often allow a public body
to shield records from public scrutiny. It could simply contract with a private party to
perform one of its government functions without requiring production of any written
materials.” Id. Everston explained that section 84-712.01(1) “does not permit the City’s
nuanced dance around the public records statutes.” Everston, 278 Neb. at 9, 767 N.W.2d
at 759-60.

€. Based on the particular facts before it, Everston proceeded to adopt a
functional equivalency test to analyze whether the investigator’s reports were subject to
disclosure. As part of thaf analysis, Everston explained that “[s]ection 84-712.01(3) does
not permit public bodies to conceal public records by delegating their duties to a private
party.” Everston, 278 Neb. at 12, 767 N.W.2d at 761. The same would be true here.
Because Mayor Stothert admits that she conducts business for the City of Omaha through
text messages, including texts with City Counc‘il members and department heads, she
must preserve and disclose those text messages as public records.

f. Everston concluded that the investigative reports at issue constituted a
public record, but the same was exempted from disclosure because the exemption in
section 84-712.05(5) for investigations applied. However, this exemption does not apply

here, nor is it relied upon by the City of Omaha, with respect to Mayor Stothert’s text
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messages. The City’s only basis for denial is its position that the text messages are not

“or or belonging to” the City of Omaha. (Ex. 2 at 1).

8. The City of Omaha’s reliance on the Stored Wire Act also fails to support its
position in this case. The Stored Wire Act prohibits a person or entity providing an electronic
communication service to the public from knowingly divulging the contents of an electronic
communication stored by that service. 18 U.S.C. § 2702(a). However, there are many
exceptions, including disclosure to (1) the addressee or intended recipient of the communication,
or their agent; and (2) with the lawful consent of the originator or of the addressee or intended
recipient of the communication, or their agent. 18 U.S.C. § 2702(b). In any event, the City of
Omaha’s reliance on the Stored Wired Act fails because it entirely ignores that every public
record at issue is, quite literally, in Mayor Stothert’s hands until she knowingly and intentionally
deletes them from her cell phone. The records are also in the hands of the recipient of each text
message until also deleted from the recipient’s cell phone. Furthermore, there are various
technological solutions to this issue including, but not limited to, the use of email, saving the
texts, or transferring the texts to an email file, just to identify a few. Indeed, depending on the
cell phone service and settings on Mayor Stothert’s personal phone, her text messages can be and
may be stored on “the cloud” and available to her almost immediately. Thus, it is clear that each
and every text can be preserved and available to her--and therefore available in response to a

public records request—until she chooses to delete them from her phone.

Text Messages are Public Records

9. Mayor Stothert and the City of Omaha admit—and certainly could never deny—
that Mayor Stothert conducts business of the City of Omaha through text messages sent from and

received by her personal cell phone. See Exs. 3-5. Mayor Stothert sends text messages to City
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Council members about city issues, including during City Council meetings, and some of them
send texts to her as well, also sometimes occurring during City Council meetings. Ex. 3. The
texts she showed the OWH confirm this conduct. Ex. 3.

10.  Mayor Stothert states that “[she has] nothing to hide” and that she is “committed
to conducting government transparently” yet her position and conduct with respect to her text
messages on City business are at odds with her statements. Ex. 3. She admits to conducting city
business using text messages, yet she refuses to produce them, she rejects considering them
public records, and she intentionally fails to preserve them.

11. Indeed, Mayor Stothert stated “I believe in transparent government organizations.
We cannot pick and choose or make exception about public information when we are spending
the taxpayer’s money.” Ex. 3. Yet Mayor Stothert attempts to downplay her texts by claiming
she uses texts as a “convenience” and not to conduct “major city business” and that she considers
texts to be more like a phone call than an email (the latter of which there is no dispute constitutes
a public record). Exs. 3-5. However, there is no qualification in the definition of what
constitutes a public record under section 84-712.01 that exempts records subjectively described

as a mere “convenience” or not intended to be “major city business.”? “[Plublic records shall

include all records and documents, regardless of physical form, of or belonging to this state,

any county, city, village, political subdivision, or tax-supported district in this state, or any
agency, branch, department, board, bureau, commission, council, subunit, or committee of any of
the foregoing. Data which is a public record in its original form shall remain a public record
when maintained in computer files.” § 84-712.01(1)(emphasis added). Similarly, Mayor

Stothert’s characterization of her texts as more like a phone call than an email is inconsistent

2 City Council members have stated that while texts are often used for routine matters and scheduling, texts have
been used to discuss major issues too. Ex. 3.
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with section 84-712.01. Unlike a phone call—but very much like an email—a text message
generates a viewable record that exists in physical form and can be maintained until deleted.
Furthermore, section 84-712.01 expressly states that the determination of what constitutes a
public record does not rely on the physical form of the record at issue. Indeed, if texts were
more like cell phone calls as Mayor Stothert suggests, she would not have been able to show the
OWH her texts for a particular day as she did.

12.  Similarly, the fact that Mayor Stothert’s text messages do not travel through the
City’s email servers, and instead travel over the airwaves and through the cell phone company
system, is not an excuse or argument that insulates them from qualifying as public records. The
text messages could be—and should be preserved—while on the phones and in the hands of
Mayor Stothert and the City Council members. Nebraska’s Records Management Act governs
the handling of public records and “shall apply to all state and local agencies....” Neb. Rev. Stat.
§ 84-1217. “Local agency means any agency of any county, city, village, township, district,
authority, or another public corporation of political entity, whether existing under charger or
general law....” § 84-1202(1). Notably, “[a]ll records made or received by or under the
authority of or coming into the custody, control, or possession of state or local agencies in the
course of their public duties are the property of the state or local agency concerned and shall not
be mutilated, destroyed, transferred, removed, damaged, or otherwise disputes of, in whole or in
part, except as provided by law.” § 84-1213(1). Furthermore, there must be an implied duty
inherent in the public records laws to preserve records so that citizens and other interested
persons can inspect them as permitted. The public records laws would be meaningless if the City
of Omaha could destroy records before the public could request to inspect them. Mayor Stothert

cannot be allowed to continue deleting every day those records that she creates or receives in the
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course of conducting the city’s business. As the chief executive of the city, Mayor Stothert
clearly holds a responsibility to preserve records generated in the course of conducting city
business, regardless of how she might subjectively characterize the records. See also Frederick v.
City of Falls City, 289 Neb. 864, 871-72, 857 N.W.2d 569, 575 (2015)(explaining that the Court
held in Everston that the phrase “of or belonging to” in § 84-712.01(1) should be construed
liberally to include documents or records that public body is entitled to possess, regardless of
whether public body actually has possession of documents). Indeed, this is consistent with the
position the Nebraska Attorney General’s office explained in a July 2, 2012 letter by Assistant
Attorney General Dale Comer, when Mr. Comer explained that “the key question in determining
whether any particular record is a public record is not where that record is located, but rather
whether that record is a record ‘of or belonging to’ government.” Ex. 6 at 2 (citing Op. Atty
Gen. No. 97033 (June 9, 1997)).

13, Furthermore, the City of Omaha cannot rely on the fact that Mayor Stothert uses
her personal cell phone as a basis to deny a request for text messages relating to city business.
As discussed above, neither possession of the record nor its physical form are relevant factors in
determining whether a text message constitutes a public record. Furthermore, the fact that the
text messages at issue are found on the mayor’s phone highlights the ability of the City to obtain
a copy of all such text messages, particularly in light of Mayor Stothert’s duty to preserve rather
than destroy records generated while conducting city business.

14.  The Court of Appeals of Washington faced exactly this issue in Nissen v. Pierce
County, 183 Wash.App. 581, 333 P.3d 577 (2014), when the text messages on a county
prosecutor’s personal cell were sought under the state’s public records laws. Nissen found that

text messages on the prosecutor’s personal cell phone that were prepared and used in his capacity
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as a public official constituted a public record. Nissen, 183 Wash.App. at 593-94, 333 P.3d at
583. “That such government-business-related text messages were contained on a personal
cellular phone is immaterial. Our Supreme Court has refused to exempt personal device
communications from records subject to the [public records laws], stating, ‘If government
employees could circumvent the [public records laws] by using their home computers for
government business, the [public records laws] could be drastically undermined.’” Nissen, 183
Wash.App. at 593-94, 333 P.3d at 583. See also City of Champaign v. Madigan, 992 N.E.2d
629, 639-40 (1ll. Ct. App. 2013)(holding under specific language of Illinois open records laws
that city council members’ communications from personally owned electronic devices made
during city council meetings and study sessions were subject to public records disclosure; also
“encourage[ing] local municipalities to consider promulgating their own rules prohibiting city
council members from using their personal electronic devices during city counsel meetings™).
Following Nissen, the Washing Secretary of State’s office issued a “Records Management
Advice” just this month stating that text messages were public records, including text messages
sent to or received by a personally-owned device, if the text message related to the work of the
agency. Ex. 14.

15.  Other state and local governments have recognized or are recognizing that text
messages relating to the conduct of public business are public records, even when found on
private cell phones, to wit:

a. The Mississippi Ethics Commission issued an opinion on April 11, 2014,
finding that a mayor’s text messages on the mayor’s personal cell phone (not reimbursed
by the city) which related to city business were public records that must be preserved and

disclosed. Exhibit 7 at § 2.4. The Commission reasoned that the mayor served as the
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chief executive officer of the city and was charged with supervising all department of the
municipality, as well as enforcing the city’s charter and ordinances, and therefore text
messages concerning city business sent by the mayor in his role as chief executive officer
of the city qualify as public records. /d. The Commission further explained that the fact
the text messages were on the mayor’s personal cell phone was not determinative; rather,
it was the purpose and use of the text message for city business that was determinative.
Id at92.5°

b. On July 26, 2012, the the Attorney General of Texas issued an opinion
explaining that information on a personal cellular telephone, including text messages,
constituted public records subject to disclosure when the text messages were used in the
course of government business. Ex. 8 at p. 140. The Texas Attorney General expressly
rejected the argument that the county did not possess or have control over the records on
a personal cell phone because the county employee admitted that he used his personal cell
phone in performance of his official duties for the county. /d (noting also that county
provided a stipend for cell phone, but reiterating that information constituted public
records if it related to official business of a governmental body and was maintained by
public official or employee of the governmental body).

c. In 2013, following the above-described opinion of the Texas Attorney
General, the Texas Legislature expressly included “text message” in the list of what
constitutes “public information” subject to a public records request. Tex. Gov’t Code §

552.002(c).

* The Commission further explained that “purely personal text messages having absolutely no relation to city
business” would not be subject to production under the public records laws. Ex. 7 at § 2.5.
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d. On May 13, 2009, the Attorney General of Oklahoma issued an opinion
answering whether e-mails, text messages, and other electronic communications made in
connection with the transaction of public business, the expenditure, of public funds, or
the administration of public property was subject to the Oklahoma Open Records and
Management Act when the records were created, received, transmitted, or maintained by
public officials on privately owned equipment and communication devices. The
Oklahoma Attorney General answered in the affirmative, excepting only that information
which some provision of law made confidential. Ex. 9 at 339. The Oklahoma Attorney
General explained that the answer was not based on who owns the electronic
communications equipment but rather on whether the electronic communications created
or received by public bodies or officials on that equipment qualified as “records” under
the public records laws. Id. at 339-40 (citing prior opinion holding that emails created or
received by public agencies and officials and made in connection with transaction of
public business were public records). The opinion also relied upon Oklahoma’s Records
Management Act, which uses virtually identical language to define public records and the
duty of officials to maintain and preserve public records as does the Nebraska Open
Records Act. Id. at 341 (“record” means document, book, paper....or other material,
regardless of physical form or characteristics, made or received pursuant to law or
ordinance or in connection with the transaction of official business, the expenditure of
public funds, or the administration of public property” and defining duty to preserve as
“[a]ll records made or received by or under the authority of or coming into the custody,
control, or possession of public officials of this state in the court of their pubic duties

shall not be mutilated, destroyed, transferred, removed, altered or otherwise damaged or
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disposed of, in whole or in part, except as provided by law”). “In summary, we conclude
that ownership of electronic communications equipment is irrelevant in determining
whether information therein is subject to the ORA and/or the RMA. Rather, that
determination depends upon whether the information qualifies as a record as defined in
the ORA and/or RMA.” Id. at 342.

e. In Jacksonville, Florida, the Daily Record reported that the City Ethics
Commission Subcommittee on Transparency and Open Government met to discuss how
to capture and preserve text messages. Ex. 10. A member of the Commission was
quoted as admitting “The first area of concern was whether or not text messages, which

are public record if they are discussing City business on either city or personal phones,

are being kept.” Id (emphésis added). At issue were city-issued Blackberry devices as
well as personal cell phones. Another member of the council explained, “We shouldn’t
prohibit the use of new technology. The vehicle is not the issue. The issue is capturing
the content.” Id.

f. In August 2013, the Orlando Sentinel reported that after a six-month
investigation, prosecutor Jeff Aston concluded that commissioners violated Florida law
by deleting text messages that were public records, though they may not have done so
knowingly. Ex. 11. While the Orlando Sentinel reporter clearly took issue with the
finding that the violation might not have occurred “knowingly,” it was also reported that
the investigation prompted the county to install new policies to capture text messages. Id.

g. In October 2012, the La Crosse Tribune reported a similar problem in
Madison, Wisconsin, when council members and representatives of a hotel developer

exchanged text messages to discuss potential votes to approve a construction project. Ex.
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12. “It’s recorded information,” said a local attorney and expert in public records laws,

“that should be archived and retrieved if it concerns public business.” Id. at 2. The

article explained further that the City of Madison’s policy provided that text messages by

public officials were permissible if they are saved as public records and do not otherwise
violate the law. That was consistent with the position of the La Crosse City Attorney,

whose default rule about written communication is that if it relates to city business, it is a

record that needs to be retained regardless of its origin. Id. at 1.

h. Charles Davis, the executive director of the National Freedom of

Information Coalition at the University of Missouri was quoted in an article by the USA

Today and re-broadcast by ABC News: “I don’t care if it’s delivered by carrier pigeon,

it’s a record. If you’re using public time or your public office, you’re creating public

records every time you hit send.” Ex. 13.

16. Based on the above discussion, Mayor Stothert’s text messages created or
received in the course of conducting the business of the city constitute public records. The
overwhelming authority on the issue reveals that it is not the the form of the record, or the
possession of the record, or that the record was created on a personal cell phone; rather, the sole
dispositive factor is whether the record pertains to the business of the city. Mayor Stothert
admits her text messages at issue pertain to city business. As a public record, the text messages
must be both preserved and produced, but Mayor Stothert is currently refusing to do either.

Wherefore, the Omaha World-Herald Company respectfully requests that the Attorney
General for the State of Nebraska determine whether text messages relating to City business on
the personal mobile devices of Mayor Stothert, City Council members, City Department heads,

and other employees of the City—regardless of whether the personal mobile device is paid for in
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From: Moring, Roseann

Sent: Monday, April 13, 2015 3:08 PM
To: paul.kratz@cityofomaha.org
Subject: request as discussed

April 13, 2015

Dear Mr. Kratz:

As we discussed on the phone, and pursuant to the state open records law, Neb. Rev. Stat. Secs. 84-712 to 84-712.09, 1
am requesting to review or obtain copies of all text message correspondence between Mayor Jean Stothert and any
Omaha City Council member or City of Omaha department head between March 23, 2015, and today.

I can review the text messages in the way that is the most convenient for you.
If you expect costs to exceed $50, please contact me beforehand.

If you choose to deny this request, please provide a written explanation, including a reference to the specific statutory
exemption(s) upon which you rely. Also, please provide all redacted portions of otherwise exempt material.

Please don't hesitate to call if you have any questions about fulfilling this request.
Thank you for your assistance.

Sincerely,

Roseann Moring

Omaha World-Herald
(402) 444-1084
roseann.moring@owh.com
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Stothert’s flying
fingers raise
records concerns
Are text messages about city business

open to the public? Should they be?

The city attorney researches the matter

By RoseaNN MORING
WORLD-HERALD STAFF WRITER

Dozens of people came to
Omaha City Hall a couple of
weeks ago to hear a public dis
cussion about how the city can
direct more jobs to high-poverty
areas. It was their chance to di-
rectly and publicly speak to the
City Council about a controver-
sial ordinance.

That day, Mayor Jean Stothert
also made her opinions known
to the council. But not from the
podium.

She used text messages
instead.

Stothert sent the ordinance
sponsor, Councilman Chris
Jerram, a text message asking
if he would delay his proposal.
“You told me - you would table
it. What is the reality of this?”

Jerram responded, also via
text message. “Nothing has
changed.” He added that if the
mayor agreed to part of his plan,
he’d back off the rest. “You have
not agreed to the pilot yet so the
ordinance continues.”

“Are you kidding me?”
Stothert fired back. “Blackmn:ai!
Chris?”

And they continued to trade
heated text messages during the
meeting and after.

As a methiod of communi-
cation, texting has become a
common practice among Omaha
city leaders. City business is
increasingly conducted by text

See Texts: Page 2

Jean Stothert
The Omaha
mayor has
developed

a reputation
for frequently
texting City
Council
members about
issues, some
with kinder
language than
others.

THE MODERN-
DAY MEMOS

Read more of
Mayor Jean
Stothert’s text.
exchanges on
Omabha.corn/
metro
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BEN H. STONE, Chairman PAUL V. BREAZEALE

Gulfport Jackson
WALLEY R. NAYLOR, MississiPPI ETHICS COMMISSION BRENDA T. REDFERN
Vlce.Chalrman Post Office Box 22746 Richland
Madison L

Jackson, Mississippi 39225-2746 DANA S. STRINGER
BILLY R. POWELL, Secretary Telephone: 601-359-1285 Brandon
Madison Telecopier: 601-359-1292

thics.state.ms.us SEAN A. MILNER
ROBERT G. CLARK www.e ’ . Clinton
Pickens
Tom HOOD

Executive Director and Chief Counsel

PUBLIC RECORDS OPINION NO. R-13-023

April 11, 2014

The Mississippi Ethics Commission issued this opinion on the date shown above in
accordance with Section 25-61-13(1)(b), Mississippi Code of 1972, as reflected upon its minutes
of even date.

I. FACTS/PROCEDURAL HISTORY

1.1  On November 25, 2014, Robbie Ward (“Ward”) of the Northeast Mississippi
Daily Journal requested the City of Tupelo (the “city”) provide “digital copies of all text
messages Mayor Jason Shelton sent in his role as Mayor from [a cell phone number] between
October 23, 2013 and October 26, 2013.”

1.2 On December 9, 2013, the city attorney timely responded to Ward and denied the
request. The city attorney explained that the mayor maintains a personal cell phone over which
the city has no possession or control. The city also stated that the records of the city do not
include the individual records of appointed or elected public officials. Finally, the city asserted
that text messages containing governmental subject matter but stored on private hardware are not
public records.

1.3 Ward filed this public records opinion request claiming that the mayor utilizes his
personal cell phone to conduct official city business through text messaging. Additionally, Ward
notes that the city has created a cell phone list of elected leaders and other officials. Ward asserts
that the city has utilized this list since at least 2002, providing the city “a reasonable length of
time to comply with laws related to public and electronic records including text messages.”

1.4 In response to the public records opinion request, the city reiterates that the
mayor’s cell phone is a personal cell phone and that the city does not pay or reimburse the mayor
for the cost of the cell phone. The city also recognizes this request presents a question of first
impression in Mississippi and requests guidance from the Commission. The response also states
the city maintains sixty (60) city-owned cell phones. The city asserts that “[o]f the remaining
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MississiPPI ETHICS COMMISSION
Opinion No. R-13-023 April 11, 2014 Page 2 of 3

400-plus employees [of the city], it can be inferred that most own their own private cell phones
and conduct some manner of city business throughout the day. . . .” As it relates to the specific
public records request at issue in this matter, the city does not deny that the mayor utilizes his
cell phone to conduct city business.

1.5 The city also discusses the difficulty in differentiating between personal text
messages and text messages concerning official city business. The city urges the Commission to
differentiate text messages from more widely accepted methods of electronic communication
such as email. The city points out that accessing text messages is more difficult than other forms
of electronic communication. The city also explains that text messaging is widely used for
“transitory communications” which are casual and routine messages that are not required to be
maintained under guidelines applicable to email messaging. Ultimately, the city posits that
treating texts messages as public records will “have a chilling and burdensome effect on the use
of a now universally-utilized means of instant and efficient communication of transitory
information.”

I1. ANALYSIS

2.1 At issue in this matter is whether text messages concerning city business but
stored on a personal cell phone belonging to a mayor are subject to disclosure under the
Mississippi Public Records Act of 1983 (the “Act”), codified at Section 25-61-1, et seq., Miss.
Code of 1972. The Commission is asked to opine on this subject in the abstract because the city
has not requested the mayor search his cell phone and provide any text messages responsive to
the request.

2.2 The Act provides that public records shall be available for inspection by any
person unless otherwise provided by law and places a duty upon public bodies to provide access
to such records. Section 25-61-2 and Section 25-61-5, Miss. Code of 1972. The term “public
records” is defined by the Act as follows:

"Public records” shall mean all books, records, papers, accounts, letters, maps,
photographs, films, cards, tapes, recordings or reproductions thereof, and any
other documentary materials, regardless of physical form or characteristics,
having been used, being in use, or prepared, possessed or retained for use in the
conduct, transaction or performance of any business, transaction, work, duty or
function of any public body, or required to be maintained by any public body.

See Section 25-61-3(b). A public body must provide access to public records upon request of any
person, unless a statute or court decision “specifically declares” a public record to be
confidential, privileged, or exempt. Section 25-61-11.

2.3  Text messages, similar to other electronic records, constitute documentary
materials. The Act applies equally to paper and electronic records and provides that documentary
materials are records “regardless of physical form or characteristics.” The Legislature has
instructed that “[a]s each agency increases its use of and dependence on electronic record
keeping, each agency must ensure reasonable access to records electronically maintained, subject
to the rules of records retention.” See Section 25-61-1 and 25-61-2.
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2.4 Mr. Ward’s public records request is inexact and broad in that it does not request
a specific text message or even a category of text messages. Instead, the request broadly seeks all
text messages sent by the mayor in his role as mayor for a specific time period. The City of
Tupelo operates under the mayor-council form of government. The mayor serves as the chief
executive officer of the city and is charged with supervising all departments of the municipality,
as well as enforcing the charter and ordinances of the city. Notwithstanding the inexact and
broad nature of the request, text messages concerning city business that are sent by the mayor in
his role as chief executive officer of the city qualify as public records subject to the Act. The city
should direct the mayor to forward any responsive documents to the city for review and
production.

2.5  The fact that text messages reside on the mayor’s personal cell phone is not
determinative as to whether text messages must be produced.® Rather, it is the purpose or use of
the text message that is determinative. Any text message used by a city official “in the conduct,
transaction or performance of any business, transaction, work, duty or function of [the city], or
required to be maintained by [the city]” is a public record subject to the Act, regardless of where
the record is stored. However, purely personal text messages having absolutely no relation to city
business are not subject to production under the Act. Documents described by the city as
“transitory communications” should be reviewed for production on a case-by-case basis. Any
doubt about whether records should be disclosed should be resolved in favor of disclosure.
Harrison County Development Commission v. Kinney, 920 So.2d 497, 502 (Miss. App. 2006).

2.6 As the city notes in its response, the Mississippi Department of Archives and
History (MDAH) has not developed records retention requirements specifically for text messages
as it has for emails. However, MDAH’s Local Government Records Office website states that
“[e]lectronic [r]ecords are subject to the same retention guidelines as paper records and existing
retention schedules apply to all records regardless of format unless noted otherwise in the
approved retention period.” The city should instruct city officials that all public records,
regardless of where they are created or stored, should eventually be stored on city equipment or
in city files if those records are subject to an applicable retention schedule. All questions
concerning retention requirements should be directed to MDAH.

MISSISSIPPI ETHICS COMMISSION

BY:
Tom Hood, Executive Director and
Chief Counsel

1 See Comments to Rule 3, Mississippi Model Public Records Rules, http://www.ethics.state.ms.us/ethics/ethics.nsf/webpage/A_records
(March 5, 2010).

% See http://mdah.state.ms.us/recman/electronic.php (April 11, 2014). MDAH has developed records retention schedules applicable to
municipalities, pursuant to Section 39-5-9. See http://mdah.state.ms.us/recman/schedulemain.php (April 24, 2012). Additionally, MDAH
has also developed specific guidelines for retention of emails pursuant to Section 39-5-9 and the Mississippi Archives and Records
Management Law (Sections 25-59-1 through 25-59-31). The email standards cite Section 29-59-3 for the proposition that work-related
emails “must be managed the same way that other public records, whether paper or electronic, are managed.” See
http://mdah.state.ms.us/recman/email_guidelines.pdf (emphasis added). Section 29-59-3 defines “public records” as “documents, papers,
letters, maps, books, tapes, photographs, films, sound recordings or other materials regardless of physical form or characteristics made or
received pursuant to law or ordinance or in connection with the transaction of official business by any agency or by any appointed or
elected official.” (emphasis added).
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City plans to start saving text
messages Monday

07/10/2012
by Joe Wilhelm Jr., Staff Writer

City BlackBerry users will find their text messages saved
starting next Monday.

The City Ethics Commission Subcommittee on Transparency
and Open Government met Monday to discuss how to capture
and preserve text messages.

"The first area of concern was whether or not text messages,
which are public record if they are discussing City business on
either City or personal phones, are being kept," said James
Young, a member of the City Ethics Commission.

The City Ethics Commission Subcommittee on
Transparency and Open Government met Monday
at City Hall to discuss how the Sunshine Law
applies to text messages and how long they should
be stored.

Photo by Joe Wilhelm Jr.
purchase this photo

The subcommittee met at City Hall with Cole Cartledge,
director of Intra-Governmental Services for the City, and
Adam Mathews of the City Information Technology Division to
discuss the procedures for storing text messages sent on City
-issued cell phones.

Cartledge asked Mathews if the messages were being held.
"No they are not presently held," said Mathews.

"I've directed our staff to start holding those indefinitely and we are going to coordinate with the Office of General
Counsel to see how long we need to hold those," said Cartledge.

Former Florida Attorney General Bill McCollum announced a policy in 2009 regarding open government and
transparency. The Attorney General's Office began treating Blackberry PIN messages and Blackberry text messages as
public records by automatically retaining those messages that travel through the agency server.

Subcommittee member Larry Pritchard approved of the transparency but said he worried about the cost.

"What you are talking about sounds great, but it's not recoverable in any kind of economical fashion," said Pritchard,
referring to the number of documents that would need to be searched and produced and the labor costs to find the
documents.

It was explained that the City is able to control those costs if it has to search its own system, but those costs grow when
it has to use outside service providers to retrieve the messages. An example would be City Council, where some
members use personal cell phones with different providers to conduct City business.

Cartledge suggested a policy change, such as not allowing text messaging during open meetings, but subcommittee
member Joe Jacquot was not comfortable with that idea.

"We shouldn't prohibit the use of new technology. The vehicle is not the issue. The issue is capturing the content," said
Jacquot.

The subcommittee voted to bring the issue to the full Ethics Commission at 11 a.m. today at City Hall.
jwilhelm@baileypub.com
356-2466

@photojoe71
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Orange leaders face $500 fines in 'textgate' scandal
August 28, 2013

All Orange leaders to pay $500 'textgate' fine
September 4, 2013

Orange leaders settle 'textgate,' pay $90,000
January 13, 2014

‘Textgate' has yet to bring major reforms in Orange
April 14, 2013

Proving 'textgate' crime will be tough, expert says
February 4, 2013

Florida Law
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Home — Collections — Florida Law

'Textgate' crowd got off easy for
destroying records

August 29,2013 | Scott Maxwell, TAKING NAMES

My dad used to say, "lgnorance is no excuse for breaking the law."
Dad never lived in Florida.

Here, authorities say Orange County commissioners broke the law many times over — but got off with
a slap on the wrist — all because they claimed they didn't know they were doing wrong.

>

Start Download

fromdoctopdf.com

Convert Any File to a PDF
- Word, Jpeg, Gif, Rtf -
Free Download!

Free Quit Claim Deed Form

onlineforms.lawdepot.com

Edit, Download and Print. Create a Quit Claim
Deed in Minutes

Imagine how well that tactic might work for you:

What that's, Officer? Cocaine is illegal? Why, if only you'd told me earlier, | would've found something
else to snort. Thank you for letting me know ... and | hope we're cool.

At the end of a six-month investigation, prosecutor Jeff Ashton concluded that commissioners "violated
Florida law" when they deleted text messages that were public records — but said he couldn't prove
that they did so "knowingly."

So there was no criminal prosecution, only $500 civil fines.

I'm sorry, Your Honor. | had no idea that stealing TVs was illegal. If only someone had let me know
society frowned on such things, | would've gone to Best Buy and purchased one myself.

Perhaps you think I'm being simplistic. But look at the logic these guys used to claim ignorance:

They knew that correspondence in every fashion — from snail mail to email — was a public record that
they couldn't legally destroy or delete. But somehow, they were clueless about text messages.

Anybody who knows anything about public records (and supposedly, these guys do) knows that any
form of communication can be a public record.

It doesn't matter if you deliver a message on a foot-long sausage. If that message is directed to a public
official and related to public business, that wienerwurst is public record.

I'm not sure | blame Ashton for the anemic punishment. Legislators carefully drafted public-records law
to make them harder to prosecute than your average crime. If you steal a TV, prosecutors don't have to
prove you knew you were doing wrong. But to prosecute some records laws, they do.

At least Ashton and the Florida Department of Law Enforcement dove into this matter. Other
prosecutors might have given it a pass. And the investigation did prompt reforms. The county installed
new policies to capture texts. And from now on, no local pols can claim ignorance on the matter.

A lawyer for the fined commissioners — Scott Boyd, Fred Brummer, Jennifer Thompson and former
Commissioner John Martinez — called Ashton's findings a "vindication" for his clients.

SUBOXONE® Sublingual Film §

suboxone.com
(buprenorphine and naloxone) ClII. Find a doctor.

That made me wonder if he understood the meaning of the word "vindication" ... unless his clients had

also been arguing they broke the law. EXHIBIT 11 - Page 1 of 2
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Penalties aside, these guys will probably pay a political price. Future opponents can call them
lawbreakers and quote the state attorney saying so.

If there's an unfair casualty to this investigation, it's probably Mayor Teresa Jacobs. While | haven't had
kind words for the way she generally handled the sick-time affair, she was the only one who quickly and
publicly reproduced all of her text messages.

The public knows everything Jacobs texted. The same can't be said for all the commissioners who
swapped texts with lobbyists from Disney, Universal, Darden, Mears Transportation or any of the
moneyed interests that may have been telling them what to do.

And that's really the shame of all this. The public will never know exactly what transpired.

We know the lobbyists were in close contact with the politicians. But we don't know all that they said, what
orders they may have given or even if they promised the politicians anything in exchange for voting the
"right" way.

The commissioners all claim no such thing happened.
But they deleted the texts — and any chance to prove what they are saying is true.
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Texts. Tweets. Public record? Elected officials in legal
guandary over new media, devices

OCTOBER 28, 2012 12:00 AM « BY BETSY BLOOM | BBLOOM@LACROSSETRIBUNE.COM

It has become a common sight in society: someone with phone in hand, busily tapping
away.

But when done by a public official, that practice might be more than an annoyance or a
breach of etiquette.

The growing use of Twitter and texting has some wondering whether such electronic
communications by government officials should be considered public record. Public
officials now must retain all emails that relate to their position, even if sent from a
personal computer or other electronic device.

It's why La Crosse council President Audrey Kader advises her colleagues to use their
city-provided laptops, or at least their city email accounts, when responding in any official
capacity. Otherwise, they could be forced to submit a home computer for search if an
open records request is made.

But text messages have been a gray area. They're written communications but done
from phones that might have little storage capacity and few means for downloading.

So are texts like phone calls? Or like emails? Several legal experts contend they are a
form of public record, even if state law now has no clear guidelines on what’s acceptable
for meetings or other communications from personal electronic devices.

La Crosse City Attorney Stephen Matty said his default rule about written
communications, no matter where sent from, has been, “if you're doing stuff that’s city
business-related ... then that’s a record that needs to be retained.”

The crux of texting

These types of electronic communications haven’'t been much of an issue locally.
Virtually every La Crosse city council and county board member interviewed for this story
said they'd never used texts to communicate with other officials, if they even texted at all.

But it came under scrutiny in Madison after the city council in November 2011 ap-
proached a final vote on whether to keep $16 million in tax incremental financing for a
proposed $98 million downtown hotel, according to the Wisconsin State Journal.

While Madison council members — and even representatives of the hotel developer —
exchanged texts on the project and speculated on potential votes to approve, no open
debate took place before the vote, which deadlocked 10-10, killing the proposal.
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The State Journal examined hundreds of those texts and found no apparent violation of
the Open Meetings Law. But the behind-the-scenes discussions seemed to skirt the
spirit, if not the letter, of government operating openly.

“Fundamentally, it's not a lot different from passing notes back and forth (on a council),”
said Dan Thompson, executive director of the League of Wisconsin Municipalities,
“except that has a record.”

And text messages often don’t, unless the person makes an effort to save them, as
Madison council members did at the direction of city legal staff.

Most governing bodies have not adapted their policy to the evolving technology, said
Madison attorney Robert Dreps, an expert in the state’s Open Meetings and Records
laws who spoke on the topic to government attorneys at a State Bar Association
conference in September.

“It's recorded information,” Dreps said, “that should be archived and retrieved if it
concerns public business.”

Matty and his counterpart at the county, Corporation Counsel David Lange, both said
they have nothing on the books specifically addressing use of texts and other, newer
forms of electronic communication.

That's not uncommon and not surprising, said Thompson of the League of Wisconsin
Municipalities.

Most government and elected officials still come from generations that haven’t really
adopted texts and social media, Thompson said, adding, “I don’t text.”

La Crosse Mayor Matt Harter has been noticed typing into his cellphone at meetings but
said it's personal, not job-related.

He tries to avoid texting or emailing at all during meetings, Harter said, but during “lull
spots” might quickly tap a short message out, something as simple as advising the
person at the other end he’s in a meeting.

But he can see why it would become a concern, one perhaps worth examining further,
the mayor said.

Madison’s policy states text message communications by public officials are permissible
if they are saved as public record and don’t violate state laws, which prohibit emails and
instant messaging from creating a “walking quorum” that can decide government
business outside a public meeting.

Some communities, such as the cities of Denver, Colo., and Ann Arbor, Mich., have
placed limits on electronic communications between council members, according to the
State Journal.

Dreps said he knows of no legal decisions so far regarding text messages as public
record but expects it’s just a matter of time.
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Jim Jorstad, director of academic and information technologies at the University of
Wisconsin-La Crosse, said he advises staff to consider anything they send electronically
to be open and retrievable.

“If you're subpoenaed,” Jorstad said, “anything’s fair game.”
A new generation

Andrew Londre, elected to the La Crosse County Board earlier this year in District 9,
sees electronic media as a means to keep his constituents informed on what he is doing
as a county supervisor and member of the city’s Neighborhood Revitaliz-ation
Commission.

He regularly posts on his Facebook page and Twitter feed, sometimes only moments
after a vote.

He represents a more urban, younger area of La Crosse that might not be able to attend
the meetings. “I think using and embracing new types of media is a way to engage more
people, a larger audience,” Londre said.

That hasn’t always sat well with others working with Londre. City Planner Larry Kirch cut
short a report to the neighborhood commission in August after noticing Londre and
another member of the panel typing on their phones.

It led to a testy exchange on what’s acceptable during a meeting, with Kirch labeling the
practice “rude.” Londre said he later apologized to Kirch but explained, “I also was trying
to inform people.”

District 12 city council member Sara Sullivan, chairwoman of the commission, said she’s
not bothered by the texting but can understand why others might be.

As a UW-L professor, she had to adjust to seeing her students busily typing on their
phones. Though some could be cruising the Internet or sneaking a peek at email or
social media sites, she came to realize most were taking notes.

“It's easy to jump to the wrong conclusion,” Sullivan said. “I just think we need to
recognize that some people use their phones the way some of us use laptops.”

While she doesn’t text, her children do. “If you want to communicate with young adults,”
Sullivan said, “you need to text them.”

Still, if her students are not paying attention in class, that's their choice, Sullivan said.

A public meeting, she acknowledged, is a different setting and set of rules. Those on the
commission would be expected to give their full attention.

Londre agreed that in La Crosse County it's probably a generational issue, with few
county or city officials beyond his few fellow 20-somethings in public office — such as
Karin Johnson on county board or city council member Katherine Svitavsky — likely to
turn to electronic communication.
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And Londre said he would be uncomfortable with the idea of an actual discussion going

on electronically outside a public meeting. He doesn’t use texts during meetings, he said,
and his Twitter feed is posted for all to see.

His aim is to make the process more transparent, he said, not shut the public out.

“That makes me a little queasy,” Londre said of texts between members of county board
or city council. “Even if it's legal, that doesn’t necessarily make it right.”
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S n S Records Management Advice
Issued: April 2015

Office of the Secrelary of Stale
Washington State Archives

Electronic Records Management:
Are Text Messages Public Records?

Purpose: Provide guidance to state agencies and local government entities on whether text
messages are public records for the purposes of records retention (chapter 40.14 RCW).

Are text messages public records?

YES - If the text message relates to the conduct of public business (which means it is about the
work of the agency), then it satisfies the definition of public records in RCW 40.14.010 (emphasis
added):

“As used in this chapter, the term "public records" shall include any paper, correspondence,
completed form, bound record book, photograph, film, sound recording, map drawing, machine-
readable material, compact disc meeting current industry ISO specifications, or other document,

reqardless of physical form or characteristics, and including such copies thereof, that have
been made by or received by any agency of the state of Washington in connection with the

transaction of public business, and legisiative records as described in RCW 40.14.100."

Are agency work text messages sent or received to a personally-owned device a public
record?

YES - If the text messages relate to the work of the agency, then it does not matter if the device
involved is agency-owned or personally-owned; the records are still public records.

If you are conducting public business — it's a public record.

What about public records requests for text messages?

For guidance on public records requests for text messages, please consult your agency's legal
counsel or the Office of the Attorney General's Open Government Program at:

hitp://www.atg.wa.gov/open-government-ombuds-function

Additional advice regarding the management of public records is available from
Washington State Archives:

www.sos.wa.gov/archives
recordsmanagement@sos.wa.gov
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